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O0o3Ha4YeHUs U COKPALCHHUS

APM — aBTOMaTu3upoBaHHOE paboyee MeCTo

BU — BunoBas unpopmanus

BTCC — BcromoraTenbHbIE TEXHUYECKHE CPECTBA U CUCTEMBI
NCTI/Ix — naopManroHHas cHcTeMa ePCOHATBHBIX JaHHBIX
K3 — koHTpOnmnpyemas 30Ha

MD — mexceTeBoi IKpaH

H/IB — HenexiiapupoBaHHbIe BO3MOKHOCTH

HCJ] — HecaHKIIMOHUPOBAHHBIN JOCTYT

OBIT/IH — oOecrnieueHre 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
OC — onepanroHHas cucTemMa

I1/TH — nepcoHabHBIE JaHHBIC

[IMB — nporpaMMHO-MaTEMaTUYECKOE BO3ICHCTBHE

I10 — nporpamMmMHoe o0OecrieueHue

[IOMMUH — no6oyHbI€ 2IEKTPOMArHUTHBIE U3TYyUEHUS! U HABOJKU
PU — peueBas undopmarus

CBT — cpeacTBO BBIUUCIUTEIHLHON TEXHUKHI

C3U — cpencTBO 3aUThl HH(OpMAIUU

CIIN — creranorpaduueckoe mpeodpaszoBaHue HHGOpMAIIH
COVIIN — cnennanbHble 3JIEKTPOHHBIE YCTPOMCTBa nepexBaTa MH(OpMaIH
TKYU — TexHU4ecKuii KaHA yTEYKH HH(OPMAITHN

TCOMU — texuuueckue cpeacTsa 00paboTku HHGOpMaALUU
VYBIIJIH — yrpo3sl 0€30MacHOCTH MTEPCOHAIBHBIX TAHHBIX



1. TepMI/IHbI H onmpeacjacHust

B HacTosi1eM JOKyMEHTE UCTIONb3YIOTCSI CIAEAYIOLINE TEPMUHBI U UX ONPEIEIICHUS:

ABTOMATH3HMPOBaHHAsl CHCTEMa — CHCTEMA, COCTOsIIAs W3 IEpCOHajga M KOMILIEKCa
CPEACTB aBTOMATH3allMM €ro JEATEIbHOCTH, PpEealnu3yIolas HWHPOPMALUOHHYIO TEXHOJIOTUIO
BBITTOJIHEHHSI YCTaHOBJICHHBIX (DYHKIHH.

AyTeHTHGUKANUS OTHPABHUTEIS] JAAHHBIX — IOATBEPXKACHUE TOrO, YTO OTIIPABUTEIND
MIOJIyYE€HHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh MepCcOHANBHBIX JAHHBIX — COCTOSHHUE 3alUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CHOCOOHOCThIO  IOJIb30BATENCH, TEXHUYECKUX CPEeICTB U
WH(POPMAIIMOHHBIX TEXHOJIOTUH 00eCreYnTh KOH(UIACHINAIBHOCTD, EJTOCTHOCTh U JOCTYITHOCTh
NEPCOHAJBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMaX NePCOHAIbHBIX T1aHHBIX.

bioknpoBanne mepcoHANBbHBIX [aHHBIX — BPEMEHHOE IpekpalieHue coopa,
CHUCTEMAaTHU3allMM, HAKOIUICHUS, HCIIOJIb30BAHMSI, PACIIPOCTPAHEHHMS, IEPCOHAJIBHBIX AAHHBIX, B TOM
YHClie UX NepeadH.

Bupyc (KoMNbHOTEpHBIH, NPOrPAMMHBIN) — MCHOJHAEMBbIH MPOTPAaMMHBIN KO WU
WHTEPIPETHPYEMbIii HAOOp WMHCTPYKIMHA, OO0JQAAIONMi CBOWCTBAMH HECAHKIIMOHHPOBAHHOTO
pacrpocTpaHeHus U camoBocnpousBeaeHus. CozgaHHble TyOJIMKaThl KOMIBIOTEPHOTO BHpYcCa HE

BCerja COBIIAJAIOT C OpPUTHHAJIOM,
HO COXPaHSIOT CHOCOOHOCTh K JanpHenemy pacrpoCcTpaHeHHIO
U CaMOBOCIIPOU3BECHUIO.

BpenonocHasi mnporpaMma — [@porpamMma, IpelHa3HAueHHas [Uil OCYIIECTBICHHS

HECAaHKLMOHUPOBAHHOTO JOCTyNa W (WMJM) BO3JCHCTBUS Ha MEPCOHAJbHBIE JaHHBIE WU PECYPCHI
WH(POPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX JJAHHBIX.

BcnomoratebHble TeXHHYECKHE CPeACTBA M CHCTEMbl — TEXHHYECKHE CPEICTBA W
CHCTEMBI, HE TPEJHA3HAYCHHBIC IS Mepelavyu, OOpaOOTKU M XPAHEHUS MEePCOHAIBHBIX JTaHHBIX,
YCTaHaBJII/IBaeMLIC COBMCCTHO C TCXHHNYCCKHMHU CpGIICTBaMI/I n CUCTCMaMH, HpeI[Ha?)Ha‘-ICHHBIMI/I
VTS 00paboTku MIePCOHAIIbHBIX JIaHHEBIX, 1501051
B IIOMCIIICHUAX, B KOTOpBIX YCTaHOBJ'IeHBI I/IHq)OpMaI_II/IOHHBIG CUCTCMBbI HepCOHaJILHBIX JAHHBIX.

Joctyn B ONepalMOHHYI0 Cpedy KoMmnbioTepa (MH(POPMANMOHHOW CHCTEMBI
NMEePCOHAJBHBIX JAHHBIX) — TIOJyUYE€HUE BO3ZMOKHOCTH 3aITyCKa Ha BBIOJIHCHUE INTATHBIX KOMAH]I,
(GYHKITUH, POIIeTyp OTIEPAIMOHHON CHCTEMBI (YHUYTOXKCHHUS, KOMUPOBAHUS, TICPEMEIICHHS U T.I1.),
UCTIOJHAEMBIX (ailyIoB MPHUKIIAAHBIX TPOTPAMM.

HJoctyn k  uHdopManmum —  BO3MOXKHOCTb  IOJMyueHUs  HHQOpMAMM U
€€ MCIIOTb30BAHMS.
3ak/a104yHOe YCTPOHCTBO — DJJIEMEHT CpeAcTBa cbhbeMa HH(OpPMALUU, CKPBITHO

BHEAPSAEMBIN (3aKJIaZbIBAEMbli MM BHOCHMBII) B MECTa BO3MOYKHOTO CheMa MH(OpManuu (B TOM
quciae B OrpaxJIeHHe, KOHCTPYKIHIO, O0OpylOBaHME, NPEAMETbl HMHTEPbEpa, TPAaHCIOPTHBIE
CpeICTBa, a TaKxKe B TEXHUYECKUE CpezcTBa
Y CUCTEeMBI 00pabOTKH HH(POPMAIIHH ).

3ammmaemass mHpopManus — nHbopMalys, SABIAIOUIAACA PEIMETOM COOCTBEHHOCTH U
MOJIeXkKAIAs 3aIIUTE B COOTBETCTBUU C TPEOOBAHUSIMU MIPABOBBIX IOKYMEHTOB WIIA TPEOOBAHUSIMH,
YCTaHABJIMBAEMbIMH COOCTBEHHUKOM MH(OpMAaLINH.

Nnentudukanus — npucBoeHne cyobekTaM U 00beKTaM A0CTyMa uaeHTudukaTopa u (Min)
CpaBHEHHE MPEIBSIBIIEMOT0 HACHTU(PHUKATOPA C IIEPEUHEM ITPHUCBOCHHBIX UACHTHU(PHKATOPOB.

NudpopmaTUBHBINH CHTHAJ — SJIEKTPUUECKUE CUTHAJIBI, AKYCTHUECKUE, JIEKTPOMArHUTHbIE
u apyrue puznyeckue mosis, o napaMmerpaM KOTOPBIX MOXKET ObITh pacKpbITa KOH(pUICHIHATbHAS
nHpopMmanus (TepCOHANbHBIC JaHHBIE), oOpabaTeiBaeMass B HWH(POPMALMOHHOW CHUCTEME
NEPCOHABbHBIX JAHHBIX.

HNupopmanuoHHas cucTeMa NMEPCOHAJBHBIX JAHHBIX — 3TO MH(OpMAIMOHHAs cHCTEMa,
npeacTaBistonias co00i COBOKYIMHOCTh NEPCOHANBHBIX JaHHBIX, COAEpKAIMXCs B 0a3e NaHHBIX, a
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Takke HWH(OOPMALMOHHBIX TEXHOJOTHMH M TEXHMYECKUX CPEJICTB, IMO3BOJISIIOIIMX OCYIIECTBIISThH
00pabOTKy TaKWX MEPCOHAJBHBIX JAHHBIX C MCIOJB30BAaHUEM CPEJCTB ABTOMATH3AIlMHM WU
0e3 UCMOIb30BaHUS TAKUX CPEJICTB.

HNudopmanuonHbie TEXHOJOTHM — TIPOLIECCHI, METOAbI TOWCKa, cOOpa, XpaHEHUs,
00paboTKH, MPEIOCTABICHHUS, PACIIPOCTPAaHEHHS HH(POPMAIMK U COCOOBI OCYIIECTBICHHS TaKUX
MIPOLIECCOB U METOJIOB.

Hcrounnk yrpo3bl 0e30macHOCTM HMH(OPMALUM — CYOBEKT I0CTyNa, MaTepUaTbHbIHI
O00BEKT WM (PU3NUECKOE SBICHUE, SBISIOMINECS MPHYUHON BOZHUKHOBEHHUS YIPO3bI 0€30IIaCHOCTH
nH(pOpMALIUH.

KonTposmmpyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKJIIOUYEHO HEKOHTPOJIUPYEMOE
npeObIBaHE COTPYIHUKOB u noceTuTese oreparopa
Y IOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MaTEPHAIIbHBIX CPEJCTB.

Kon(duaeHunajJbHOCTh NMEPCOHAJIBHBIX AaHHBIX — 00s3aTeiabHOE IS COOIOACHUS
OTIEpPaTOPOM WJIM MHBIM IOJyYUBIIMM JOCTYIl K TMEPCOHAIBHBIM JAHHBIM JIMLIOM TpeOOBaHUE HE
JIOMyCKaTh WX PacIpoCTpaHeHus 0e3 coriacus CyOBeKTa NEepCOHANBHBIX TAaHHBIX WM HAJTUYUs
HWHOTO 3aKOHHOT'O OCHOBaHHUSI.

Me:xceTeBoii JIKpaH — JIOKanbHOE (OJHOKOMIIOHEHTHOE) WiIH (YHKIIMOHAIHHO-
pacrpeesieHHOe MPOTrpaMMHOE (ITPOTrpaMMHO-aNIapaTHOe) CPEACTBO (KOMILIEKC), peatu3yrolee
KOHTPOJIb 32 WH(pOpMalieH, MocTynaruei B MHOOPMALIMOHHYIO CUCTEMY MEPCOHAIBHBIX JaHHBIX
1 (MJIH) BBIXOJAIIEH 13 HH()OPMAIIMOHHON CHCTEMBI.

Hapyumure/b 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — GU3NYECKOE JIUIO0, CTyYaltHO WU
IIPEIHAMEPEHHO  COBEpILAIOLIEE JEHCTBHUS, CIEJICTBUEM KOTOPBIX SBJISIETCS  HapyLIEHHE
0€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX HpU HUX 00pabOTKE TEXHUYECKUMHU CPEACTBAMU B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATBHBIX TAHHBIX.

HenexaapupoBaHHble BO3MOXKHOCTHM — (DYHKIMOHAIbHBIE BO3MOXKHOCTU CPEICTB
BBIUMCIUTENIbHOM TEXHHKH, HE OIMCaHHble WJIM HE COOTBETCTBYIOIIME ONHCAHHBIM B
JOKYMEHTAIlUH, TpPHU HCIOIH30BAaHMM KOTOPBIX BO3MOXHO HapylIeHHE KOH(MUICHIINATIbHOCTH,
JOCTYITHOCTH MJIH LIEJIOCTHOCTH 00padaThiBaeMOii HH(pOpMAIIH.

HecaHKIIMOHUPOBAHHBIH J0CTYN (HECAHKUHMOHUPOBAHHBbIE AEMCTBUAA) — JOCTYyH K
uHbOpMaLUK WU IeHCTBUS ¢ WHpOpMAalMel, OCYIIECTBIsIEMbIe C HApPYIICHUEM YCTaHOBIICHHBIX
npaB W (MJIM) TpaBUJI OCTyNMa K WHPOPMAWUU WK JCHCTBHHA C HEW C NMPUMEHEHHWEM INTaTHBIX
cpencTB MH(OOPMALIMOHHON CHCTEMBI HIIM CPEJICTB, aHATOTHYHBIX UM 10 CBOUM (DYHKIIMOHATEHOMY
MIPEIHA3HAYEHUIO U TEXHUYECKUM XapAKTEPUCTUKAM.

Hocureas undgopmanuu — GuU3NIECKOe JTUIO WM MaTepUAIBHBIA OOBEKT, B TOM YHCIE
(dbuzmveckoe moje, B KOTOpOM MH(OpMaIs HaXOIUT CBOE OTPAKEHHE B BHJIE CHMBOJIOB, 00Pa30B,
CUTHAJIOB, TEXHUYECKUX PELICHUHA M MPOIECCOB, KOJIMYECTBEHHBIX XapPaKTEPUCTHK (PU3MUECKUX
BEJIUYHH.

O0paGoTka mNepCcOHAJTBbHBIX JAAHHBIX — JEHCTBUS (Omepaluu) ¢ TEPCOHATbHBIMU
JaHHBIMHU, BKJIIOYas cOOp, CHCTEMaTU3alliio, HAaKOIUIEHWE, XpaHEHHWE, YTOUHEHue (OOHOBIIEHHE,
W3MEHEHUE), WCIIOJIb30BaHME, PACIpOCTpaHEeHHWEe (B TOM 4YHCIE Tiepenady), oOe3nndyuBaHUE,
OJIOKMpPOBAaHNE, YHUUTOXKEHHUE TIEPCOHAIBHBIX JTaHHBIX.

Oneparop — rocygapCTBEHHBIM OpraH, MYHUIMOAJIbHBIA OpraH, HOPUIAYECKOE WIN
¢u3nvecKkoe M0, OPraHU3yIoIUe U (WIN) OCYIIECTBIISAIONNE 00padOTKy NEPCOHATBHBIX TaHHBIX,
a TaKKe OMPEIEISIOIINe NN U coJiepkaHue 00pabOTKU MEPCOHANBHBIX JAHHBIX.
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IlepexBaT (MH(pOpMAIMHU) — HEMPABOMEPHOE TOJTyUYeHHE WH(POPMAIIUU C UCTIOTH30BAHHEM
TEXHUYECKOTO CPEJCTBA, OCYIIECTBISIONIET0 OOHApYKEHHE, TpHeM U 00paboTKy MH(OPMATHBHBIX
CHTHAJIOB.

IlepconanbHble AaHHbIe — JI00as MHQOpPMALUs, OTHOCSMIAACS K ONpENeJICeHHOMY WU
OIpENENsieMOMY Ha OCHOBaHMHM Takoil MHpopManyu (U3NUECKOMY JHILy (CyOBEKTY MEepCOHANIbHBIX
JAHHBIX), B TOM 4MClIE €ro (aMumius, UMs, OTYECTBO, JlaTa U MECTO POXKAEHMs, aJpec, ceMeWHoe,
COIMAIbHOE, IMYIIIECTBEHHOE TI0JIOKEHUE, 00pazoBaHKe, mpodeccus, T0X0/bl, Ipyras HHPOpMAIHS.

IToGo4HBbIE 3J1eKTPOMATHUTHBIE U3/Ty4YeHUs W HABOAKHU — 3JICKTPOMATHUTHBIE U3ITyUCHUS
TEXHUYECKUX CpEICTB OO0pabOTKM 3amuiaeMol HH(pOpMalMK, BO3HUKAIONIME Kak MO0OOYHOE
SIBJICHNE W BBI3BAHHBIC DSJIEKTPUYECKUMHU CHUTHAJIAMH, JCHCTBYIOIIMMH B WX JJICKTPHUECKUX H
MarHuTHBIX ILIEMSX, a TAKXKe JIEKTPOMArHUTHBIC HABOJKH 3TUX CHTHAJIOB HA TOKOIPOBOJALIME
JMHUY, KOHCTPYKIMU U LIETIU TTUTAHUSL.

IMoab30BaTe b HMHPOPMANMMOHHON CHCTEMbI MEPCOHAJBHBIX [JaHHBIX — JIUIIO,
ydacTBytoliee B (DYHKIIMOHMPOBAHUM HH(POPMALMOHHOW CHUCTEMbI NMEPCOHAIBHBIX TaHHBIX WU
WCTIONB3YIOIIEee Pe3yIbTaThI €€ (PYHKIIMOHUPOBAHHUSL.

IIpaBuia pasrpaHu4eHust J0CTyNa — COBOKYITHOCTb MpaBuJI, PEeriaMeHTUPYIOIIUX MpaBa
JIOCTyTIa CyOBEKTOB JJOCTYTA K 00BEKTaM JOCTYyIIA.

IIporpamMHasi 3akJjiaika — CKpPBITHO BHECEHHBIH B IporpaMMHOE oOecreueHue
(YHKIIMOHATBHBIA OOBEKT, KOTOPBIM MpHU ONPEACICHHBIX YCIOBUSAX CHOCOOEH o0ecrnednTh
HECAaHKIIMOHMPOBAHHOE MporpaMMHoOe BozaeicTBue. [IporpammHas 3akiagka MOXKET OBITh
peann30BaHa B BHJIE BPEJOHOCHOM MPOrpaMMbl MJIH ITPOrPaMMHOTI0 KOJa.

IIporpaMmmHoe (MPOrpaMMHO-MaTeMATHYECKOe) BO3JeiiCTBHE - HECAHKIIMOHHUPOBAHHOE
BO3/ICHCTBUE HA pECypchbl aBTOMAaTH3UPOBAaHHON WH(GOPMAIIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C
HCIIOJIb30BAHUEM BPEIOHOCHBIX IIPOIPAMM.

Pecypc uHpopManMOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOI0, IPUKJIATHOTO
WJIU anmapaTHoro ooecnedeHus: GyHKIMOHUPOBAHUS NH(POPMAIIMOHHON CUCTEMBI.

CpencrBa BbIYHCJIUTENbHOH TEXHHKH — COBOKYIHOCTh MPOTPAMMHBIX U TEXHHUYECKHX
9JIEMEHTOB CHCTEM OOpaOOTKM JAHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEIHHO WM B

COCTaBe JAPYTUX CHCTEM.

Cy0bexkT pgoctyma (cy0bekT) — JMIO WIM [pOIEcC, JEHCTBUS  KOTOPOTrO
peraaMeHTHPYIOTCS MpaBUIaMH pa3rpaHUYCHUs TOCTYyIIA.

Texnnuyeckue cpeacrBa HHGOPMAIUOHHONH CHCTEMbl IEPCOHAIBHBIX JAHHBIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, HHPOPMAIMOHHO-BBIYMCIUTENbHBIE KOMIUIEKCHl M CETH,
CpeACTBa W CHCTEMBl Nepefayd, NMpHeMa M OO0pabOTKM TNEpPCOHANBHBIX JaHHBIX (CpeacTBa M
CUCTEMBI 3BYKO3alKCH, 3ByKOYCHJICHHUS, 3ByKOBOCIIPOU3BEICHNUS, IEPETOBOPHBIC U TEJIEBU3NOHHbBIE
YCTPOMCTBA, CPEICTBA M3TOTOBJICHUS, THPAKUPOBAHUS JOKYMEHTOB M JIpyrHMe€ TEXHHUYECKHE
cpenctBa o0OpabOTKM pedeBOM, Tpaduueckoi, BHIEO- W OykBeHHO-IIM(PpoBOW uHOOpPMAIUN),
MIpOrpaMMHBIE CPEJCTBA (ONEPaLMOHHBIE CHCTEMBI, CUCTEMBI YIIPaBIeHHUs 0a3aMM JaHHBIX U T.IL.),
CpEeICTBA 3alIUTHl HHPOPMAIIH.

TexHnuyeckuii KaHaJl yTe4KH HMH(OPMALUM — COBOKYITHOCTh HOCUTENs HH(pOpMaIuu
(cpenctBa 00pabOTKHM), (DU3UYECKON Ccpeapl pachpocTpaHEeHUsT WH(GOPMATHBHOTO CHUTHAjda H
CpPEeICTB, KOTOPBIMH JOOBIBACTCS 3alUIaeMast ”HOpMaIus.

Yrpo3bl 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH U (DaKTOPOB,
CO3JAIOIIMX OINACHOCTh HECAaHKIMOHWPOBAHHOTO, B TOM YHCIE CIy4allHOro, JocTyna K
MEPCOHANBHBIM JaHHBIM, pPE3YJbTATOM KOTOPOTO MOKET CTaThb YHUYTOXEHHE, W3MEHEHHE,
OJIOKMpOBAaHKE, KOIMUPOBAaHHE, PACHPOCTPAHEHUE TEPCOHAIBHBIX JAHHBIX, a TaKKe MHbIX
HECAaHKIIMOHUPOBAHHBIX  JICUCTBUI nmpu ux o00paboTke B HWHOOPMAIMOHHOM CHCTEME
MEPCOHATBHBIX JAHHBIX.
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YHHMUYTOXKEHUE MEePCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTATE KOTOPHIX HEBO3MOMXKHO
BOCCTAaHOBUTH COJCpKaHHE MEPCOHAIBHBIX JaHHBIX B MH()OPMAIIMOHHOW CHCTEME MEepCOHAIBHBIX
JAHHBIX WM B PE3YJbTAT€ KOTOPBIX YHUYTOXKAIOTCS MaTEpPUAIbHBIE HOCUTEIN IMEPCOHAIBHBIX
JTAHHBIX.

Yreuka (3amuiaemMoin) HHPOPMALUM M0 TEXHUYECKHUM KaHAJaM — HEKOHTPOJIUPYEMOE
pacmnpocTpaHeHre HMH(POpPMAIMK OT HOCUTENS 3aluiiaeMond uHbopManuu uvepes (HU3HMUEcKyIo
Cpeny 10 TEXHUYECKOI'0 CPEJCTBA, OCYIIECTBIISIFOIIETO MepexBaT HHPOpMaIUu.

Ya3BUMOCTDH — HeKasl ¢1a00CTh, KOTOPYIO MOYKHO HCIIONB30BATh ISl HAPYIICHUS] CUCTEMBI
WJTU coJiepKalieiics: B Helt mHpopMaIiu.

HenocTtHocTh MHGpOpMANUM — cOCTOsTHIE UHPOPMAIIUHU, TIPU KOTOPOM OTCYTCTBYET JIt000€
€€ U3MEHEHHE JIN00 N3MEHEHHE OCYIIECTBIISIETCS TOJIBKO MPEAHAMEPEHHO CyObEKTaMH, UMEIOIIUMHU
Ha HEro IMpago.
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2. O0uIMe moJ0KeHus

Hacrosimast «ba3zoBast Mozesb yrpo3 06€30MacHOCTH TIEPCOHATBHBIX JTAHHBIX TP UX 00paboTKe B
MH(OPMAIIMOHHBIX ~ CHUCTEMax IEePCOHATBHBIX JAHHBIX» (mamee — Mogens yrpo3) COAEPKUT
CHCTEMAaTU3UPOBAHHBIA TIEpEUeHbh YIPo3 OE30MaCHOCTH TEPCOHATBHBIX JAHHBIX TPH MX 00pabOTKEe B
MH(OPMAIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX JAaHHBIX. JTH YIpO3bl OOYCIIOBJIECHBI MPEIHAMEPSHHBIMU
WIN HeNpeTHAMEPEHHBIMH JEUCTBUSMU (PM3UYECKHUX JIHLI, JEUCTBUSIMU 3apYOEKHBIX CIHELCITYX O HIH
opraHu3aiuii (B TOM YHUCJIE TEPPOPUCTUYECKUX), & TAKKE KPUMHHAIBHBIX TPYMIUPOBOK, CO3AIOLINX
ycIoBus (TIPEATIOCHUTKHI ) AJ1s1 HapyIeHnst 0€30MacHOCTH MepcoHanbHbIX JaHHbIX (I1/1H), KoTOpoe BeaeT k
yiepOy KU3HEHHO BayKHBIX MHTEPECOB JIMUHOCTH, OOILIECTBA U FOCYIapCTBA.

Mopnens yrpo3 COIOEpKUT €IUWHBIE HCXOAHBIE JaHHbIE [0 yrpo3aM 0e30MacHOCTH
MEePCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B WH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX
(UCI1/IH), cBA3aHHBIM:

c nepexBatoM (cbeMoM) II/[H Mo TeXHHMYECKHMM KaHajiaMm C LEIbI0 MX KOMMPOBAHUS WU
HEMPAaBOMEPHOI'0 pacIpOCTPAHECHHUS;

C HECAHKIIMOHUPOBAaHHBIM, B TOM 4Hcle ciaydaiHeiM, goctynoM B HCIIJIH ¢ nensto
W3MEHEHUs, KONMMPOBAaHMs, HEmpaBOMEpHOro pacnpoctpaneHus I[IJ[H winm necTpyKTUBHBIX
BosneiicTBuit Ha oanementel MCII/IH u oOpabareiBaembix B HuUX [IJ[H ¢ wucnonbp3oBaHueM
MPOrpaMMHBIX U MPOTPAMMHO-ANIMAPATHBIX CPEACTB C IIENIbI0 YHUUTOXKEHHS WM OJIOKHPOBAHUS
IT/1n.

Mopens  yrpo3  SBASETCA ~ METOJAMYECKMM  JOKYMEHTOM M IIpeJHa3HayeHa
JUTSI TOCYAAPCTBEHHBIX M MYHUITUTIAIHBIX OPTaHOB, IOPUANYECKUX U (WiH) (U3HUECKUX JTUI] (J1anee
— OIEepaTopoB), OpraHu3yomux u (WiM) ocymiecTBisomux obpadotrky IIJIH, a Takxke
OTIpeNIeNIAIONINX LIEIH U coepkanue oopadbotku [1/1H, 3aka3unkoB u paspadorunkoB UCIIH u ux
noacucteM. C npumeHeHneM Mojenn yrpo3 pemaroTcs ClIeAyoIne 3a/1a4u:

pa3paboTka yacTHBIX Mozenei yrpo3 6ezomacHoctH [1/IH B koHKpeTHBIX UCII/IH ¢ yueTom
WX Ha3HAU€HUs, YCIOBHM U 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS;

ananm3 3ammieHHoctd VUCIIIn ot yrpo3 GeszomacHoctu II/[H B Xome opraHusanuud u
BBITIOJTHEHUS paboT 1Mo obecnieueHuro 6e3onacHoctH [1J1H;

pa3paboTrka cucremsl 3amuThl [1/[H, oOecnieunBaromeld HEUTpAIU3AMIO MPEAIOIaraeMbIX
yIpo3 C HCIOJB30BAHMEM METONOB M crnoco0oB 3amurthl [IJ[H, OpeaycMOTpPEHHBIX IS
cootBercTBytomiero kinacca UCII/Ix;

MIPOBEACHUE MEPONPHUSITHI, HANPABICHHBIX HAa MPEIOTBPAIICHUE HECAHKIIMOHMPOBAHHOIO
noctyna k [1JIx v (unm) nmepenayu ux JiMiaM, He UMEIOIIMM TIpaBa JOCTyIa K TaKoi WH(OpMAIIUK;

HenonyuieHue Bo3jaeicTBus Ha TexHuueckue cpeactsa MCIIIH, B pe3ynbrare KOTOPOTO
MOJKET OBITh HAPYIICHO MX (YHKIIMOHUPOBAHUE;

KOHTPOJIb 00€CTIeueHUs] YPOBHSI 3aIUIIEHHOCTH MIEPCOHANBHBIX JTaHHBIX.

B Mopenu yrpo3 nano o6o6mmennoe onucanue MCII/IH kak 00beKTOB 3a1UThI, BO3MOYKHBIX
HWCTOYHUKOB YIpO3bl 0Oe30macHOCTH TmepcoHalbHbIX AaHHBIX (YBIIJIH), OCHOBHBIX Ki1accoB
ysazumocteil MCII/IH, BO3MOXHBIX BHIOB JECTPYKTHBHBIX Bo3jaedcTBui Ha IIJIH, a Taxxke
OCHOBHBIX CIIOCOOOB UX peanu3aliyi.

Yrpos3wer 6e3onacHoctu [1/1H, oOpabateiBaembix B MCII/IH, comepxkamiuecss B HaCTOSIIEH
Mopenu yrpo3, MOTyT YTOUHATECSA U JOMOJHATHCS 110 MEPE BBISIBJICHUS HOBBIX HCTOYHUKOB YIpo3,
pasButus crocob6oB u cpencts peanmzanuu YbII[Aa 8 UCII/In. Baecenne nsmenenuii B Mojenb
yrpo3 ocymectBisiercs ®CTOK Poccuu B ycTraHaBiMBaeMoOM MOPSIKE.
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3. Kinaccudukanus yrpo3 0e30macHOCTH EePCOHAJIBHBIX JAHHBIX

CoctaB u coxpepxanne YDBIIJIH ompenensercs COBOKYIHOCTBIO YCJIOBUH M (DaKTOPOB,
CO3/AI0IIMX OIIACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4allHOTo, foctyna K I1/[H.

COBOKYITHOCTh TakKuX YCJIOBUH U (aKTOpPOB (GOPMHUPYETCS € YUETOM XapaKTepPHCTUK
WCIIH, cBoOWcTB cpeabl (MyTH) pacHpOCTpaHEHUs HH(POPMATHUBHBIX CUTHAJIOB, COJEpIKAILIUX
3alUIaeMyI0 HHPOPMALUIO, U BO3MOXXHOCTEH HCTOYHHUKOB YIPO3BI.

K xapaxtepuctukam MCII/IH, oOycnoBnuBaromM Bo3HuKHOBeHHe  YDBII/IH, MoxHO
OTHECTH KaTeropuio u o0bem oOpabarbiBaeMbix B MCIIJIH mepcoHalbHBIX ITaHHBIX, CTPYKTYpPY
NCIIOn, nanmune noakmoueHnit UCIIJIH Kk ceTsiM cBsSI3W OOIIEro IMOJIb30BAaHUSA M (MIIH) CETSIM
MEXIyHapOJAHOTr0 MH(OPMAIIMOHHOIO OOMEHa, XapaKTePUCTHKH MojacucTeMsl 6ezonacHoct [1/1H,
obpabarbiBaeMbix B MCII[IH, pexumbl 00paOOTKHM MEPCOHANBHBIX  JAHHBIX, PEKUMBI
pasrpaHudeHus npas gocryna noias3osateneid MCII/IH, MECTOHAX0XAEHNUE U yCIOBUS Pa3MELICHUS
texHuueckux cpencts UCIH.

Nudopmannonnsie cuctemsl [1/IH npencraBnsoT co0oif COBOKYIHOCTh MH(OPMAIIMOHHBIX
U MIPOrpaMMHO-AMIAPATHBIX AJIEMEHTOB, a TaKKe MH(POPMALMOHHBIX TEXHOJIOTUH, MPUMEHIEMbIX
ipu o6padotke [1/1H.

OcHoBHbIMU 31eMeHTamMu UCII/IH sBasitoTCS:

NepCOHAJIbHBIE JJaHHbIE, CoJiepKalluecs B 0a3aX JAaHHBIX, KAK COBOKYITHOCTh MH(OpMaIH
U ee HocuTene, ucnonb3dyemoix B UCI/H;

MH(pOPMaLMOHHbIE TEXHOJIOTUH, TpUMeHsieMble Tpu 0OopadoTke [1/1H;

TEXHUYECKHUE CpE/CTBa, ocyluecTrisonme o0padorky I/l (cpeacTBa BBIYHUCIMTENBHOM
TEXHUKHU, UH(OPMAIIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMbI IepeiadH,
npuemMa u  oOpabotku II/[H, cpeactBa M CHUCTEMbl  3BYKO3AIUCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOU3BE/ICHUS, NIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPONCTBA, CPEACTBA WU3TOTOBIICHHUS,
TUPAXXUPOBAHUSA JOKYMEHTOB U JIpyTrue TEXHUYECKUE CPEICTBA 0OpabOTKU peueBOi, rpaduuecKoi,
BUI€0- U OyKBeHHO-1IM(PpoBOit nHopMarun) (anee — rexuuueckue cpeactsa MCI/In);

IIpOrpaMMHBIE CpPeJICTBA (ONEPALMOHHbBIE CUCTEMBbI, CUCTEMBbI YIIPaBJICHU 0a3aMU JaHHBIX U
T.I1.),

CpeZCTBa 3allUThl HHPOPMALINY;

BCIIOMOraTeNbHble TeXxHHuueckue cpeactsa u cucremsl (BTCC) — TexHuueckue cpeicTsa u
CHUCTEMBl, UX KOMMYHHKAIlUM, HE NpeJHa3HaueHHble a1 oOpabotku II/IH, HO pa3melieHHbIE B
NOMEUICHUAX (Jajee — chaykeOHble TNOMeIeHus), B KOoTopblx pacnoioxensl WCIIH, ux
TEXHUYECKHE CpeAcTBa (pa3IMyHOro poja TeleQOoHHBIE CpEeACTBA M CUCTEMBI, CpEICTBa
BBIUMCJIUTEIBHON TEXHHMKH, CPEACTBA M CUCTEMBI IIE€pelayd [aHHBIX B CHCTEME DPaJHUOCBS3H,
CPEICTBA U CHCTEMbI OXPAaHHOM M N0>KAPHOW CHUTHAIM3ALNMU, CPEICTBA U CHUCTEMBI ONOBEILEHUS U
CUTHAJIM3aLuH, KOHTPOJIbHO-U3MEPUTEIbHAS anmnaparypa, CpeacTBa " CUCTEMBI
KOHIULIMOHUPOBAHHUSA, CPEACTBA M CUCTEMBI NMPOBOJHOM PAaTUOTPAHCIALIMOHHONW CETH W IpHEMa
IIPOrpaMM pPaJUOBEIAHUS W TEJIEBUICHMS, CPEICTBA JJIEKTPOHHOW OPITEXHHMKH, CPEICTBA H
CUCTEMBI JJIEKTPOYACOPHUKAIUH).

CpoiictBa cpenpl (MyTH) paclnpoCTpaHEHHUsT HHPOPMATUBHBIX CHUTHAJIOB, COJEpXKAIUX
3alMIAaeMyl0  MH(QOPMALMIO, XapaKTepU3yIOTCs BHUAOM (U3MUYECKOW cpelbl, B KOTOpOH
pacupoctpanstorcs [1/IH, 1 onpenenstorcs Npu OLEHKE BO3MOKHOCTU peann3anuu Y bI1JIH.

Bo3moxxHoctn  uctouHukoB  YBIIJI[H  00yciioBieHBl ~ COBOKYNHOCTBIO  CIIOCOOOB
HECaHKLMOHUPOBAHHOTO U (Win) citydaiiHoro noctyna K [1/1H, B pe3ynbrare KOTOPOro BO3MOXHO

HapylleHHe  KOH(UIEHUMANbHOCTH  (KONMPOBAHHE,  HEMpPaBOMEPHOE  PaCHpOCTpaHEHHUE),
LEJ0CTHOCTHU (YHUUTOXKEHHE, U3MEHEHNE) U JocTynHOoCTH (OnokupoBanue) [1/1H.
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VYrpoza 6e3omacuoctu [1/]n peanusyercst B pe3yiibTare 00pa3oBaHMs KaHajla pean3aiiiu
VYBII/IH Mexay UCTOUHUKOM Yrpo3bl U HocuteneM (uctouHukoMm) I1/1H, uto co3maeT ycinoBus s
HapyeHus 6e3omacHocTH [1/IH (HeCaHKIIMOHMPOBAHHBIN WIIN CITyYaiHBIN TOCTYTI).

OcHOBHBIMU 3JIeMEHTaMM KaHaia peanusanuu Y BIIJIH (pucyHok 1) sBastoTCS:

uctounnk YBIIJIH — cyObekr, MmaTepuambHBIA OOBEKT WM (U3HUYECKOe SBICHHE,
cozparomque YBII/IH;

cpena (myts) pacmpoctpaneHus IIJ[H wim BO3mEHCTBHIA, B KOTOPOH (HU3UYECKOE IIOIe,
CUTHAJI, JaHHBIE WM NPOTrpaMMbl MOTYT PacHpOCTPAHATHCSA M BO3JECHCTBOBATh Ha 3allMIACMbIC
cBoOMCTBa (KOH(DHUICHIIMATIBHOCTD, IIEJIOCTHOCTD, 10CTyHOCTH) [1/1H;

Hocutenb [1JIH — gusnueckoe MU0 WIM MaTepUaTIbHBIA 00BEKT, B TOM 4Hcie (PU3NIECKOe
nosie, B kotopoMm I[I/I[H HaxomsaTr cBoe OTpa)keHHE B BHJE CHMBOJIOB, 00pa30B, CHUTHAJOB,
TEXHUYECKUX PEIEeHUH U MPOLEeCcCOB, KOJINYECTBEHHBIX XaPaKTEPUCTUK (PU3MUECKUX BEIUYHH.

Cpena pacnpocTpaHeHUs
Hcrounuk 111 1 BO3EHCTBUI
yrpo3 6e30macHoCTH |4 TpueMHHK +—> Hocwurens I11/1H
IDAL: UH()OPMATUBHOIO CUI'HAJIA
ITepenatunk
BO3JECHCTBYIOLIETO CUTHAJIA

Pucynok 1. O600meHHas cxemMa KaHaia peain3aiuy yrpo3 0€301macHOCTH TIEPCOHABHBIX JTAHHBIX

Hocurenu I1JIn MoryT copepxatb HH(pOpMALIHIO, TPEACTABICHHYIO B CIEAYIOLIUX BUIAX:

akyctudeckass (peueBasi) wuHbpopmarms (PU), comepkamiascs HEMOCPEACTBEHHO B
npousHocuMoi peun monb3oBatenss MCII/{a npu ocymiecTBieHHH UM (PYHKIIMU TOJIOCOBOTO BBOJA
I B UCII/IH, mubo BocmpousBoaumas akyctudeckumu cpeactBamu WCII[AH (ecnu Takue
(GYHKIMM  TpeayCMOTpEeHbl TexHosoruei obOpabotrku II/[H), a Takxke coaepkamascs B
JJIEKTPOMAarHUTHBIX MOJSIX W 3JCKTPUYECKHX CHUTHAJIaX, KOTOPbIE BO3HMKAKOT 3a CYET
npeoOpa3zoBaHuil akyCcTHUECKON HH(pOpMAaLnY;

BunoBas uHpopmanusa (BU), npencraBnenHas B BUAC TEKCTa U M300PKCHUN PA3TUIHBIX
YCTPOUCTB OTOOpakeHUs: MH(OPMAIMHM CPEJICTB BBIUYMCIUTENLHOW TEXHHKH, MH(POPMALHUOHHO-
BBIYMCITUTENbHBIX KOMIUJIEKCOB, TEXHHYECKHX CpelICcTB 00paboTku rpaduueckoil, BHUAEO- H
OykBeHHO-1IpOoBOI HHPOpMaIH, Bxoasaumx B coctaB UCIIJH;

nHpopmanus, obOpabarteiBaemas (mmpkyiupyromias) B WCIIJIH, B Buae SIEKTPUUYCCKHUX,
AJIEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

nHpopmanus, odpadbareiBaemas B UCIIIH, npeacTaBieHHas B Bujae OuT, OaiT, (aitioB u
JIPYTHUX JIOTHYECKUX CTPYKTYP.

B nensax dopmupoBanus cucremarusupoBanHoro mnepeuns YBIIJIH mpu ux oO6paboTke B
HCIIAH 1 pa3paboTke Ha MX OCHOBE YAaCTHBIX MOJENeH MPUMEHUTEIBHO K KOHKPETHOMY BUIY
HCITI#a yrpo3s! KI1acCHPUITUPYIOTCS B COOTBETCTBUH CO CIICAYIONTUMHU MTPU3HAKaMH (PUCYHOK 2):

no BuAy 3amuuiaemoit ot YBIT/In undgopmanuu, conepxameit I1/1H;

10 BHJIaM BO3MOXKHBIX HCTOUYHUKOB Y BII/H;

no tunty UCII/IH, Ha KoTophle HanpaBieHa peanusanus Y bII/H;

o cioco0y peanuzanuu Y BI1/IH;

[0 BHUJY HapyIIaeMoOro CBOWCTBa MH(oOpManuu (BUAY HECAHKIMOHUPOBAHHBIX NEHCTBUH,
ocymectBisieMbix ¢ [1/]H);

I10 UCIIOJIb3YEMOH YS3BUMOCTH;

M0 00OBEKTY BO3/ICHCTBHS.

[To Bupam BO3MOKHBIX UCTOUHUKOB Y BIIJIH BBIIEHAIOTCS CIEAYOMIME KIIACCHI YTPO3:

YIpO3bl, CBSI3aHHBIE C NPEAHAMEPEHHBIMH WM HENPEAHAMEPEHHBIMH JCHCTBUSMHU JIMII,
HUMERLINX JOCTYyI K NCIIH, BKJIFOYast M0JIb30BaTENEN
UCIIdn, peanusyromux yrpo3sl HenocpeacTBeHHO B MCII/IH (BHyTpeHHUI HApYIITUTEND ),
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YTpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMHU WM HETpeTHAMEPEHHBIMHU JEHCTBUSMU JIUII, HE
uMmeromux jpoctyna k MCII[H, peanu3yrommx yrpo3bl W3 BHEIIHUX CeTel CBsI3M OOIIEero
MOJIb30BaHUS W (WIM) CeTe MEeXAyHapoJHOro WH(MOPMANMOHHOTO OOMEHa (BHEIIHHIMA
HapYLIUTENB).

Kpome Toro, yrpo3sl MOTYT BOZHHKATh B PE3yJIbTaTe BHEIPECHH allapaTHBIX 3aKJIaJ0K U
BPEAOHOCHBIX IPOTPAMM.

I[To tunmy WCIIJlH, Ha KkoTopble HampaBieHa peanuszanus YDBII/IH, BwinensoTCs
CJIeIyIOLIUE KIACChl yIpo3:

yrpo3bl  Oe3zonacHoctu I1/lH, oOpabateiBaembix B MCII/IH Ha 06a3ze aBTOHOMHOTO
aBTOMAaTH3UPOBAHHOTO pabouero mecta (APM);

yrpo3bl  Oe3omacHoctu I1/[H, oOpaGateiBaembix B MCII[lH ©Ha Gaze APM,
MOJAKIIOYEHHOT0 K CEeTH OOINero Mojb30BaHMS (K CETH MEXAyHapOJHOro MH()OPMAIMOHHOTO
oOmMmeHa);

yrpo3bl  OezomacHoctd IIJ[H, oOpaGateiBaembix B MCIIJlH Ha 0a3e JOKalbHBIX
MH(OPMALIMOHHBIX CHUCTEM ©0€3 NOAKIIOYEHMS K CeTH oOlero mojb3oBaHus (K ceTu
MEXIyHApPOIHOTO HH(POPMALITMOHHOTO 0OMEHA);

yrpo3el OezonmacHoctu II/IH, oOpaGateiBaembix B MCII/IlH Ha 0a3e JOKaIbHBIX
MHPOPMALIMOHHBIX CHUCTEM C MOAKIIOYEHHMEM K CeTH oOWero mnojp30BaHus (K CeTu
MEXIyHapOIHOTO HH(POPMAIIMOHHOTO 0OMEHA);

yrpo3sl 6e3omacHoctu [IJIH, oOpabateiBaembix B MCII/IH Ha Ga3ze pacnpeneneHHBIX
WHOOPMAIIMOHHBIX CHCTEM 0e3 TOJKIIOYEHUsT K CeTH oOmero moibp3oBaHus (K CceTu
MEXIYHApPOIHOTO HH(POPMALIMOHHOTO 0OMEHa);
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Pucynok 2. Knaccudukanus yrpo3 0€301acHOCTH NEPCOHATBHBIX JaHHBIX,
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yrpo3el 6e3omacHoctu I1/1H, oOpabarsiBaecmbix B MCIIJIH Ha 0asze pacmpeneieHHBIX
WHQOPMAIIMOHHBIX CHCTEM C TMOJKJIIYEHHEM K CEeTH OoOIIero moib3oBaHus (K CeTu
MEXAyHapOAHOr0 HH(POPMALMOHHOTO OOMEHA).

ITo cioco6am peanuzanuu Y BII/IH BbIIETSIOTCS CEIYIONINE KIACCHI yTPO3:

yrpo3sl, cBa3aHHble ¢ HCJl x II[lH (B Tom uucie yrpo3sl BHEIPEHMSI BPEJOHOCHBIX
MIPOrpaMm);

yrpo3sl yreuku [1/IH Mo TeXHUYeCKUM KaHalaM yTeUKH HH()OpMAIIHH;

yIrpo3bl cienuanbHbIX Boznercteuil Ha MCI/IH.

Ilo BHAy HECAaHKUMOHUPOBAHHBIX JEHUCTBHM, ocyuniecTBiasieMbix ¢ IIJIH, BbLAEIArOTCA
CJIEYIOIINE KJIACCHI yTPO3:

YIpo3bl, MPUBOMANIME K HapymieHWo KoHpuaeHNuamsHocTH [IJ[H (KONMMpOBAaHUIO WU
HECAaHKIMOHHUPOBAHHOMY PpAaCIpPOCTPAHEHHUIO), TMPHU pealu3aliid KOTOPHIX HE OCYIIECTBISETCS
HEIMOCPEACTBEHHOI'0 BO3/ICICTBHS HA COo/iep KaHue HH(OpMaLInK;

yIpO3bl, IPUBOIAIINE K HECAHKIIHOHUPOBAHHOMY, B TOM YHCIIE€ CIy4YallHOMY, BO3/IEUCTBUIO
Ha coJepaHue WHPOpMAIHU, B pe3ysbTaTe KOTOPOro ocymiecTBisiercss naMeHenune [1/IH wmm ux
YHUUTOXKEHUE;

YIpO3bl, IPUBOASAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCIIE CIIy4allHOMY, BO3J€HCTBHIO
Ha IporpaMMHble WM TporpammHo-anmnapatHbeie 3imeMeHThl WCIIJIH, B pe3ynbrare KOTOpOTro
ocymectisiercs 0inokupoBanue [1J[H.

[To ncnonb3yemoii ysI3BUMOCTH BBIIEIISIOTCS CIEIYIOLIUE KIACChl YIPO3:

YIpO3bl, peaiu3yeMble C UCIOIb30BaHUEM YSA3BUMOCTH cucTeMHoro 110;

yIPO3bl, peagnu3yeMble C HCTIOIb30BAHUEM YSI3BUMOCTHU NpukiagHoro 110;

yYIpO3bl, BO3HUKAIOLIUE B PE3YyJIbTaTe UCIOIb30BAaHUS YS3BUMOCTH, BHI3BAHHON HAJIUMYHUEM B
AC anmapaTHOU 3aKJIaJKu;

yIpo3bl, pealu3yeMble C HCIOJb30BAHUEM  YSA3BUMOCTEH IPOTOKOJIOB  CETEBOTO
B3aUMOJICUCTBUS U KaHAJIOB NIEpPeIaun JaHHBIX;

yrpo3bl, BO3HHUKAIOIIME B pE3yJbTaTe€ HCIOJIb30BAHMS  YS3BUMOCTH, BbI3BAaHHOMU
Henoctarkamu opranuzanuu T3 ot HCJI;

YIpO3bl, peaqu3yeMble C HCHOIB30BAHUEM YS3BUMOCTEH, OOYCIOBIUBAIOIINX HAIUYUE
TEXHUYECKUX KaHAJIOB YT€UKU HHPOpMaIUY;

YIpO3Bbl, pealIn3yeMbI€ C UCIONIb30BaHUEM ys3BuMocTel C3U.

ITo 006beKTy BO3JCICTBHS BBIACISIOTCS CIEAYIOLINE KIACChl yIpo3:

yrpo3sl 6e3zomacHoctu [1/1H, oOpabaTsiBaeMbix Ha APM;

yrpo3bl  6e3omacHoctr [1/[H, oOpabaThiBaeMbIX B BBIJICJICHHBIX CPEACTBAX 00pabOTKH
(mpuHTEpax, IIOTTEpaX, TPadOMOCTPOUTENAX, BBIHECEHHBIX MOHHUTOPAX, BHJCOMPOCKTOPaX,
CpEICTBAX 3BYKOBOCIIPOU3BEACHHUS U T.1I1.);

yrpo3ssl 0ezomacHocty [1/]H, mepenaBaeMbIX 1O CETSIM CBSI3H;

YIpo3bl MPUKIIAHBIM IIPOrpaMMaM, ¢ IOMOIIIBIO KOTOphIX oOpadatsiBatoTes [1/1H;

yrpo3ssl cuctemHomy 110, obecnieunBaromemy ¢ynkironuposanue UCI/IH.

Peanuzanus ogHoil n3 YBII/IH mepeynciieHHBIX KIIACCOB WM MX COBOKYITHOCTH MOJKET
MIPUBECTU K CJIe1yIOIIUM TUTIaM MOCJIE/ICTBUIMA JUTSt
cyonsexToB I1/1H:

3HAYUTEIILHBIM HETaTUBHBIM MOCIEACTBHAM 1715 cyObekToB [1/1H;

HETraTUBHBIM MOCJeICTBUAM Uit cyOobekToB [1/1H;

HE3HAYUTEIbHBIM HETaTHBHBIM MOCIEACTBHSIM IS cyObekToB [1/1H.

Yrpo3sl yreukun [IJ[H 1O TEXHMYECKMM KaHajaM OJHO3HAYHO  OIMCBIBAKOTCS
XapaKTePUCTHUKAMU HCTOYHUKA HHQOpMAIMK, cpefbl (IIyTH) pacHpOCTpaHEHUsS M TPUEMHHUKA
MH(OPMATUBHOTO CHTHAajla, TO €CTh OMNPEICNAIOTCS XapaKTepUCTUKAMU TEXHUYECKOro KaHala
yreuku [1/1H.

Yrpo3sl, cBsi3aHHBIE ¢ HecaHKIMOHUpoBaHHBIM noctynoMm (HCJ) (manee — yrpo3sr HCJI B
NCTI/IH), mpencTaBisioTCs B BUJE COBOKYITHOCTH OOOOIIEHHBIX KJIACCOB BO3MOXHBIX HCTOYHHUKOB
yrpo3 HCJI, ys3Bumocteit mporpammHoro u anmapatHoro obecmneuenuss MCII[IH, cmoco6oB
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peanuzanuu yrpos, oObeKTOB BO3AEHCTBUS (HOCUTENEH 3aIMIaeMoil HHPOpMaIuU, TUPEKTOPHEB,
karanoroB, ¢ainoB ¢ I1[In win camux [1/IH) ¥ BO3MOXKHBIX AECTPYKTHBHBIX neiicTBuil. Takoe
IIPEJCTABICHHUE ONUCHIBAETCS CIENYIOIEN (OPMATM30BAHHON 3aIIUCHIO:

yepoza HC/: = <ucmounux y2po3zvl>, <yA36UMOCMb RPOSPAMMHO20 UNU ANNAPATNHO20

obecneuenuss™>, <cnocob peanuzayuu yeposol>, <00vexm 6030eUcmeus™, <HeCaHKYUOHUPOBAHHDBILL
oocmyn>.
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4. Yrpo3sl yTeuku HH(POPMALMH 110 TEXHMYECKHM KaHAJIAM

OCHOBHBIMH 3JIEMEHTAMHU ONKCAHUS YIPO3 YTEUKH MH(OPMALUK MO0 TEXHUYECKUM KaHajaM
(TKYWN) aBasitoTCs: HCTOYHMK YTPO3bl, cpefa (IyTh) paclpocTpaHeHUs MH(POPMATUBHOIO CHTHAJa
Y HOCHUTENb 3alllUIaeMoi HHpOpMaLuy.

HctoynukamMu yrpo3 yTeuykd HHGQOpMAIMM MO TEXHUYECKUM KaHajaM  SBISIOTCS
¢usnueckue auua, He uMmeromue noctyna Kk MCII/IH, a Takxke 3apyOexHble CIELCITYKObl WIN
opraHM3ali (B TOM UHCJIE€ KOHKYPHPYIOUIME WU TEPPOPUCTUYECKUE), KPHUMHHAJIbHBIC
IpYNIUPOBKH, OCYLIECTBISAIOIINE MepexBaT (ChbeM) MH(OPMAIMK C UCIOIb30BAaHUEM TEXHMUYECKUX
CPEJICTB €€ PEerucTpaIny, pueMa uin GotorpapupoBaHus.

Cpena pacnpoctpaneHusi HHGOPMATUBHOTO CUTHANA — 3TO (U3UUECKasi cpesa, Mo KOTOPOn
MHQOPMATUBHBIA CHUTHAJI MOXET pacCHpOCTPaHATbCA M IHMPUHUMAThCS  (PErHMCTPUPOBATHCS)
npueMHuKoM. Cpena pacrpoCTpaHEHHs MOKET OBIThb KaK OJHOPOAHOHN (Hampumep, TOJIBKO
BO3/YIIHOM), TaKk M HEOJHOPOJHOM 3a CYeT Iepexoja CHrHajla M3 OJHOM cpelsl B JIPYrylo
(HammpuMep, B pe3ysIbTaTe aKyCTOAIEKTPUUYECKUX MIIM BHOPOAKYCTUIECKHIX MPEOOpa3OBaHMIA).

Hocurenem I1/{n sBnsiercss mosb3oBatens WMCIIJIH, ocymiecTBisitonuii rojiocOBOM BBOJ
I[TIn B8 UCII[IH, akyctuueckas cucrema MCII/IH, BoctiponsBoasmas [1JIH, a Takke TEXHUYECKUE
cpeacta UCII[Au u BTCC, co3naromue ¢puszndeckue mossi, B KOTOPhIX HHPOPMALIUS HAXOAUT CBOE
OTpaK€HHE B BHJE CHUMBOJOB, 00pa30oB, CHTHAJIOB, TEXHUUYECKUX PpEIIEHUH U IPOLECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTHK (PU3NUECKUX BEITHIUH.

ITpu o6pabotke II[In B MCII[IH 3a cueT peanu3aluM TEXHUYECKUX KaHAJIOB YTEUKU
nH(pOpMaIu BO3MOKHO BO3ZHUKHOBeHHUE cieayomux Y BITJ[H:

yIpo3 yTEUKH aKyCTHUECKOM (peueBoil) nHpopmanuy;

yIpo3 yTeUKH BUJI0BOM MH(OpMaIuuy;

yrpo3 yTeukd HMH(OpPMALMKM O KaHajaM IOOOYHBIX 3JIEKTPOMArHUTHBIX H3IY4YEHUH U
HaBojok ([IDMUH).

4.1. Yrpo3sl yTeuKkn aKyCTH4eCKoil (pe4yeBoii) HH(popManuu

Bo3HUKHOBEHHE yTpo3 YTEUKH aKyCTHUecKOM (peueBoil) mH(popMaluu, coaepKaiieucs
HETNOCPEICTBEHHO B Mpou3HocuMoil peun nonb3oBaresnss UCIIAn, npu obpadotke I1Jn B UCIIdH,
oOycnoBieno HanuuueMm ¢yHKUMA TojocoBoro BBoaa [IJlm B WCII[IH wmm dyHKUIMMA
Bocnpoussenenus 1111 akyctuueckumu cpencrsamu UCII/IH.

IlepexBaT akycTuueckoil (pedeBoil) HHpOpMAIMU B JAaHHBIX CIy4asX BO3MOXKEH C
WCTIONIb30BAHUEM aNIapaTyphbl, PETUCTPUPYIOMIEH aKyCcTH4YecKue (B BO3IyXe) H BUOPOAKYCTHUECKHE
(B ynmpyrux cpefax) BOJIHBI, a TaK)Ke 3JEKTPOMAarHUTHbIC (B TOM 4YHUCIIE ONTHYECKHE) U3ITyUeHUS U
IEKTPUYECKUE  CUTHAIbI, MOJIYJMPOBAaHHbIE HH(POPMATHBHBIM  aKyCTHYECKMM  CHUTHAJIOM,
BO3HMKAIOILIME 3a CYET NpeoOpa3oBaHMil B TeXHHMUECKUX cpeactBax oOpabotku [1/ln, BTCC u
CTPOMUTENBHBIX KOHCTPYKLMAX M HMHKEHEPHO-TEXHUYECKHX KOMMYHMKALMAX IOJ BO3IEHCTBHEM
aKyCTUYECKHX BOJIH.

Kpome »sTOro, mepexBaT akycTHUecKol (peueBoil) HH(OpPMAUM BO3MOXKEH C
WCTIOJNb30BAHUEM  CIEIHMAJBbHBIX OJJEKTPOHHBIX YCTPOWCTB CheMa peuyeBOW HMH(OpMAIHH,
BHEJIPCHHBIX B TeXHUYeCcKue cpeactBa oopadotku [1/[n, BTCC u moMenieHus Win moaKIF0YeHHBIX
K KaHaJIaM CBSI3H.

VYrpo3sl Ge3omacHocTi I1/[H, cBA3aHHBIE C HEpeXBaTOM aKyCTHYECKOH WHpopMamuu c
UCIOJb30BAHUEM  CIIELHUAIBHBIX 3JEKTPOHHBIX YCTPOMCTB CheMa peuyeBOW HHPOpPMALUU
(«3aKIaJOUHBIX YCTPOMCTBY»), ONPEIEISIIOTCS B COOTBETCTBUM C HOPMATHUBHBIM JOKYMEHTaMH
®denepanbHOil ciyx0b1 6e30macHocTH Poccutickoit denepanny B yCTaHOBICHHOM €10 TIOPSAKE.

[TepexBat akycTudeckol (peueBoit) HHGOPMAIIMH MOXKET BECTHUCH:
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CTAllMOHAPHOHM amnmapaTypoi, pa3MeniaeMoil B ONM3JIEeKAIIUX CTPOCHUSAX (3laHUSIX) C
HEKOHTPOJIMPYEMBIM IPeObIBAHMEM [TOCTOPOHHUX JIMIL;

MIOPTATUBHOM BO3MMOM ammapaTypoi, pa3sMeniaeMol B TpPAaHCIOPTHBIX CPEACTBAx,
OCYILECTBIISIOLINX JBM)KEHHE BOJHM3M CIIy)KEOHBIX MOMEUICHWH WM MPHU UX HapKOBKE PSIOM C
3TUMH ITOMELICHUAMU;

MOPTATUBHOM HOCUMOM anmnapaTypoil — (GU3NYECKHUMHU JIMIAMU TIPU UX HEKOHTPOJIUPYEMOM
peObIBaHUM B CITyKEOHBIX MOMELIEHUAX UM B HEIIOCPEICTBEHHOM OJIN30CTH OT HUX;

aBTOHOMHOM aBTOMAaTHUYECKOW ammapaTrypoil, CKPHITHO YCTaHABIMBAEMOW (U3NUECKUMU
JMILIaMHU HETIOCPE/ICTBEHHO B CITY>KEOHBIX MOMEILEHHUSIX WM B HEITOCPEICTBEHHOM OIM30CTH OT HUX.

4.2. Yrpo3sl yreuku BUA0BOH HHpopManun

VYTpo3bl yTeukd BHAOBOM MH(pOpMaMU peaausyroTes 3a cyeT npocmotpa [1IH ¢ moMomisio
ONTHYECKHUX (ONTHKOAIEKTPOHHBIX) CPEJICTB € KPAHOB JUCIJIEEB U JPYTUX CPEACTB OTOOpaKCHUS
CPE/ICTB BBIYUCIUTEIBHON TEXHUKH, HHPOPMAIIMOHHO-BBIYMCIUTEILHBIX KOMIIEKCOB, TEXHUUECKHX
cpenctB o0paboTku TpadudecKoi, BUACO- M OyKBEHHO-IIM(PpOBOM HHOOpPMAIMH, BXOIANINX B
coctaB UCIIIH.

Kpome atoro, mpocmotp (peructparus) [1J[H BO3MOXKEH C UCIIOIB30BAHUEM CIICIIMATBHBIX
AJIEKTPOHHBIX YCTPOHCTB CBhEMa, BHEAPEHHBIX B CIYXEOHBIX TOMEIICHUSAX WM CKPBITHO
UCHOJIb3YEMBIX (PU3MUECKUMHU JIMIIAMU IPU MOCEIEHUH UMU CITyKEOHBIX TOMEICHHUH.

VYrpo3sl OezomacHoctd [I/IH, cBsi3aHHBIE C€ HX TMEPEXBaTOM IMPU HCIOJIb30BAaHUH
CHELMANbHBIX D3JEKTPOHHBIX YCTPOMCTB CbheMa BHAOBOH HH(OpManun (BUAEO3aKIAIO0K),
OTNPENeNIAIOTCS B COOTBETCTBUM C HOPMATUBHBIM JOKyMeHTamu DenepanbHOi — Ciry:kObI
6e3onacHocT Poccuiickoit denepanuu B yCTAHOBICHHOM €O TIOPSJIKE.

Heo0xonuMeiM  ycrioBHEM OcCyIIeCTBIEHUs TpocMoTpa (peructpanun) [1[IH  sBuseTcs
HaJIu4ue IpSIMOU BUJUMOCTHU MEXIY CPEICTBOM HaOIoAeHUsA
u HocuTeneM I1/0H.

ITepexat I1/IH MOXET BECTHUCH:

CTallMOHAPHOHM ammapaTypoil, pa3MeliaeMoil B OJIM3IEKAIIMX CTPOCHUAX (3MaHUSAX) C
HEKOHTPOJIMPYEMBIM IIPeObIBAHMEM [TOCTOPOHHUX JIMIL;

IIOPTATUBHOM BO3MMOM ammaparypod, pasMelaeMod B TPaHCHOPTHBIX CPEICTBAX,
OCYUIECTBIIAIOIINX JBIKCHUE BOJIN3H CITy>K€OHBIX MOMEILEHU I WIH
IIPU UX MAPKOBKE PAIOM C 3TUMH [TOMEIEHUSIMU;

MOPTATUBHOM HOCUMOH anmnapaTypoil — (pU3MYECKUMHU JIMLAMH IPYU UX HEKOHTPOJIMPYEMOM
npeObIBAaHUT B CITyKeOHBIX MTOMEIICHUSIX W
B HEMOCPEIACTBEHHON OJIM30CTH OT HUX.

IlepexBar (mpocmotp) IT[[H MOXKET OCYIIECTBIATHCA NOCTOPOHHUMM JHUIAMHM IIyTEM HX
HETIOCPEICTBEHHOTO0 HAONIOACHUS B CIy)KEOHBIX TOMEMICHUSX JHOO C PACCTOSHUS TIPSMOU
BuauMoctd u3-3a npeaenoB MCIIJIH ¢ wucrnonb30BaHMEM ONTHUYECKUX (OMTHUKOAJIEKTPOHHBIX)
CPEACTB.

4.3. Yrpo3bl yTeuku uHGopManum no KaHajaaM nodo4YHbIX
3J1eKTPOMATHUTHBIX M3JIy4YeHUH U HABOIOK

BosnuknoBenune yrpos3sl II/lH mo kananam I[IOMMH Bo3MOXHO 3a cueT mnepexsaTa
TEXHUYECKUMHU CPEICTBAMH MOOOYHBIX (HE CBS3aHHBIX C MPSAMBIM (YHKIHOHAJIHHBIM 3HAYCHHEM
anemenToB MCII/IH) MHQOPMATUBHBIX 3JIEKTPOMArHUTHBIX MOJIEH U 3JIEKTPUYECKUX CHUTHAJIOB,
BO3HHUKaOIMKX mpu oopadotke [1]] rexuuyeckumu cpeacrtsamu UCIIH.

I'enepanus undopmaruu, coaepxkaieii [1/[0 u mupkynupyromieil B TEXHUYECKUX CpeAcTBax
HCIIlH B Bue AMIEKTPHUUECKUX WH(POPMATUBHBIX CHTHAJIOB, 00pa0OTKa M Iepenavya yKa3zaHHBIX
CUTHAQJIOB B JIEKTpHUECKuX Lemsx TexHuuyeckux cpeacts MCIIJIH conpoBoxaaercss moOOUYHBIMU
ANEKTPOMAarHUTHBIMU U3TYyYEHUSIMU, KOTOPbIE MOTYT PacHpOCTPAHATHCS 3a MPEAEIbl CIIyKEOHbBIX
MIOMEILEHUH B 3aBUCHMOCTH OT MOIIIHOCTH U3iy4eHuid u pazmepos MCII/IH.
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Perucrpammss  [IDMHWH  ocymecTtBisieTcst ¢ Ienblo  mepexBata  HH(popManum,
LUPKYJIMpYIOLIE B TEXHMYECKUX CpelCcTBaX, oOpabarbBatomux [IJIH (B cpencTBax
BBIYHMCIUTENBHON TEXHUKH, NTHPOPMALIMOHHO-BBIYUCIUTENbHBIX KOMIUIEKCAX U CETSIX, CPEACTBAX U
cucreMax nepenauy, npuema u ob6pabotku [I/lH, B TOM duciae B CpeACTBaX U CHCTEMax
3BYKO3aIlUCH, 3BYKOYCHWJICHHUs, 3BYKOBOCIPOW3BEICHUS, IEPETOBOPHBIX M  TEJIEBU3MOHHBIX
YCTPOMCTBAX, CPEACTBAX M3TOTOBJIEHUS, TUPAKUPOBAHMUSA JOKYMEHTOB U JPYTMX TEXHUYECKUX
cpeacTBax 00pabOTKH peueBoid, TpaduecKoid, BUIE0- U OyKBEHHO-IIM(POBOI HH(OpMAIIHHN).

JUia peructpaunn IIOMHMH wuncnone3yercs anmapaTypa B COCTaBe pPaJMONPUEMHBIX
YCTPOMCTB U OKOHEUHBIX YCTPOWCTB BOCCTAHOBICHUS HHPOPMAIIIH.

Kpome storo, nepexsar [IDMIH Bo3MOKEH C UCIOIB30BAaHUEM IEKTPOHHBIX YCTPOWUCTB
nepexsara HWH(OOpMAIMH, TOAKIIOYCHHBIX K KaHalaM CBSI3M WJIH TEXHHYECKHUM CpPEICTBaM
obpabotku I1/[H.

Peructpanus [I9MUH MoxeT BECTUCH C UCTIOIB30BAaHUEM alliapaTyphl CIEIYIONINX BHIOB:

CTaLlMOHAPHOHM amnmaparypoi, pa3MeliaeMoil B ONu3IekKallUX CTPOCHMAX (3IAHMSX) C
HEKOHTPOJIMPYEMBIM NPeObIBAHUEM [TOCTOPOHHUX JIUIL;

MOPTaTUBHOM BO3MMOM ammapaTyphl, pPa3sMEIIaeMON B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBIISIOIIUX JBUKEHHE BOJIU3U CIIyKEOHBIX MOMELIEHUN WM IPU UX MAPKOBKE PSAOM C
9TUMH NIOMELICHUSMY;

MOPTATUBHOW HOCHUMOHM amnmaparypoil — (QHU3MYECKUMHU JIMIAMH B HENOCPEICTBEHHOM
ommsoctu ot UCII/IH;

ABTOHOMHOM aBTOMAaTHMYECKON amnmaparypoil, CKpbITHO yCTaHaBIMBAaeMOW (PU3NUECKUMU
JUIaMU B HerocpeacTBeHHo# 6mu3zoctu ot MCIT/IH.

Kananet yrteuku wuHbopManuu, OOyCIOBJICHHbIE HAaBOJKAMH, O0Opa3ylOTCs 3a Cuer
coequHUTENbHbIX TUHUN TexHuueckux cpeacts MCII[n 1 BTCC n nocTopoHHUX MPOBOAHUKOB (B
TOM YUCJIE LENeH SNMEKTPONUTAHUS U 3a3€MIICHHUS ).

HaBonku 3neKTpoMarHUTHBIX M3iIydeHuil TexHumdeckux cpencts MCIIJIH Bo3HuKawoT npu
M3ITydeHun 3ieMeHTamMu Texuudeckux cpencts MCIIJIH mHGOpMAaTUBHBIX CHUTHAJIOB MPH HATAYUHU
€MKOCTHOM, WHIYKTUBHOW WM TajJbBAHUYECKON CBA3EH COEAUHUTENBHBIX JIMHUNA TEXHUYECKHX
cpeacts UCIInH, nmuauiik BTCC u mocTOpoHHMX NPOBOAHMKOB. B pesynpTaTe Ha CilydalHBIX
antenHax (uernsx BTCC winu mocTopoHHUX MPOBOJIHUKAX ) HABOJUTCS UH(POPMATUBHBIN CUTHAL.

[Ipoxoxxnenre WHGOPMATUBHBIX CHUTHAJIOB B IENH 3JIEKTPONUTAHHUS BO3MOXKHO TpHU
HaJIMYUUd EMKOCTHOW, MHIYKTUBHOW WM TalbBaHUYECKOW CBS3M HCTOYHHUKA WH(OPMATHUBHBIX
cUrHajioB B coctaBe TexHuueckux cpeacts MCIIIH u nenei nutanus.

[Mpoxoxknenne MHOOPMATUBHBIX CHUTHAIOB B IIEMH 3a3eMJICHHS] OOYCJIOBIECHO HAJIHMYHUEM
€MKOCTHOM, MHAYKTUBHON WJIM TaJIbBAHUYECKOM CBSI3M HMCTOYHUKAa MH(OPMATHBHBIX CHUTHAJIOB B
cocrase annaparypsl TCIIU u nenei 3a3emieHus.

Jiia chema uH(pOpMAaLMK ¢ TPOBOAHBIX JTUHHUM MOTYT HCIIOIb30BATHCS:

CpelICTBA ChEMa CHUTHAJIOB, COJCpXKAIIMX 3allUIIaeMyl0 HHQOpMAIMIO, C I[enei
texaunueckux cpeacts WUCII[Aax u BTCC, nuHuii cBSI3u W mepedadyd JaHHBIX, BBIXOIAIIMX 3a
MIpeiesbl CITyKeOHBIX TOMEIIEHUH (SKBHBAJIICHTHI CETH, TOKOBBIE TPAaHCPOPMATOPBI, TIPOOHUKH);

CpEICTBA CheMa HaBEJCHHBIX MH(POPMATUBHBIX CUTHAJIOB C IIETIeH AIEeKTPONUTAHMUS;

CpEeICTBA CheMa HAaBEJCHHBIX HHPOPMATHBHBIX CUTHAJIOB C IIIWH 3a3€MIICHUS;

CpeICTBAa CheMa HaBEICHHBIX MH(OPMATUBHBIX CHUTHAJIOB C MPOBOASIINX HH)KEHEPHBIX
KOMMYHHUKAIUH.

JI711 BOJIOKOHHO-ONTHYECKOW CHUCTEMBbl Mepefaud JaHHbIX YIpo30d yTedku HHGpopMaiuu
SIBIISICTCSI yT€UYKA ONTHYECKOTO M3IYUYSHHS, COACPIKAIIEro 3alluiiaeMyo HH(OpMAIio, ¢ OOKOBOMA
MMOBEPXHOCTH ONTHYECKOT0 BOJIOKHA.

[losiBjicHMEe HOBBIX KAHAJIOB CBSI3HM — COTOBOM CBSI3M, IHCHIKUHIOBHEIX COOOIICHUH,
CIYTHHUKOBBIX M OECIpPOBOJHBIX CeTel mepenayd JaHHbIX — TMPHUBEIO K Pa3BUTHUIO
CHEIMATM3UPOBAHHBIX CUCTEM U CPEJICTB KOHTPOIIS M NepexBaTa WH(OPMAIIUU, OPUEHTUPOBAHHBIX
Ha UCMOJb3yeMble B HUX HH(OPMALIMOHHBIE TEXHOJIOTHUH, B TOM YHCIIE CPEICTB:
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repexBaTa NeHHKUHTOBBIX COOOIIEHUN U COTOBOM CBSI3H;
nepexBara HHPOpPMAaIMK B KaHaJaX MepeIadn JaHHBIX BEIYUCITUTEIBHBIX CETEH.
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5. ¥Yrpo3bl HeCAaHKIIMOHMPOBAHHOI'0 10CTYNA K HH(popManuu
B HH(OpPMALMOHHO cCHCTEeMe NEePCOHAIBHBIX JAHHBIX

VYrpozer HCJ| B UCII[IH ¢ npuMeHEHHEM NpOTrpaMMHBIX M MPOTrpaMMHO-aNapaTHBIX
CPEJICTB PEATU3YIOTCS MpPHU OCYIIECTBICHUM HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4ailHOro,
JIocTyma, B pe3ylbTaTe KOTOPOTO  OCYIIECTBISETCS  HapylleHHe KOH(UICHIMATIbHOCTH
(komupoBaHWE, HECAHKIIMOHUPOBAHHOE  PACIPOCTPAHECHHE), IEJIOCTHOCTH  (YHHUYTOXKECHHE,
nU3MeHeHue) 1 foctynHoctu (0nokuposanue) [1/1H, u Bkitouarot B cedst:

yrpo3sl  JgocTtyna  (MPOHMKHOBEHHS) B OMNEPAlMOHHYI  Cpedy  KOMIIbIOTepa
C HCIIOJIb30BAHHUEM ILITATHOTO MPOrpaMMHOro odecredeHust (CpeACcTB ONEPAlMOHHON CUCTEMBI HIIN
MPUKJIATHBIX TPOrpaMM OOIIIEero MPUMEHEHHS ),

yTPO3bI CO3JaHMS HEIITATHBIX PEKUMOB PaOOTHI MPOrPAMMHBIX (TIPOrpPaMMHO-AIAPATHBIX)
CPEICTB 3a CYeT TMpeAHAMEPEHHBIX U3MEHEHUN CIYKEOHBIX JAaHHBIX, WICHOPUPOBAHUS
MIPEyCMOTPEHHBIX B IITaTHBIX YCIIOBUSAX OrpaHUYEHUMN Ha COCTaB
Y XapaKTepUCTUKH 0OpabaThiBaeMol MHpOpMAIUH, UCKaKeHUs (MOIU(UKAIMKM) CaMUX TaHHBIX H
T.IL.;

yIpo3bl ~ BHEIPEHMS  BPEJOHOCHBIX  IporpamMMm  (IpOorpaMMHO-MaTEMaTHUECKOIo
BO3JICHCTBHS).

Cocras anemenToB onmcanus yrpo3 HC/I k uadopmartuu B UCI1/IH npuBeneH Ha pucyHKe 3.

Kpome 3Toro, BO3MOXHBI KOMOMHUPOBAHHBIE YTPO3bl, NPEACTABIAIOMINE cO00Il coueTanne
yKa3aHHbIX yrpo3. Hampumep, 3a cueT BHeApeHUs BPEAOHOCHBIX MPOTpaMM MOTYT CO3/1aBaThCs
ycnoBust st HCJ[ B omepanmoHHyio cpefy KOMIbIOTEpa, B TOM 4YHCIE MyTeM (OpPMUPOBAHUS
HETPAJAUIMOHHBIX HH()OPMAITMOHHBIX KAaHAJIOB JOCTYTIA.

Yrpo3sl J0CTyIa (MpOHUKHOBEHMUS) B OIepallMOHHY IO cpeny NCII=
C HCMOJNb30BAaHMEM MITATHOIO MPOTPAMMHOrO OOecleyeHHUs] pasfeNsioTcsl Ha  yrpo3bl
HEMOCPEACTBEHHOIO U YJAQJEHHOrOo  JIOCTyna. YTIpo3bl  HEMOCPEJICTBEHHOIO  JIOCTyIa
OCYIIECTBIISIIOTCA C HCIOJB30BAaHMEM MPOrPAMMHBIX U MPOTPAMMHO-AMNMAapaTHBIX CPEICTB
BBO/Ia/BBIBOJIA KOMITBIOTEPA. VYrpo3sl yAaJIEHHOTO JocTyna peanusyoTcs
C MCIOJIb30BAaHUEM IPOTOKOJIOB CETEBOTO B3aUMOICHCTBUSI.

Otu yrpo3sl peanusytorcss oTHocutenbHo WCIIJIH xak Ha 6a3e aBTOMATH3UPOBAHHOTO
paboyero mecta, HE BKIIOYEHHOTO B CETU CBS3U OOIIETO MOJIb30BaHUS, TaK U MPUMEHUTEIHHO KO
BCEM HCII/H, AMEIOIUM MOAKITFOUYCHUE
K CETSIM CBSI3H OOILIEr0 MOJIB30BaHUS U CETSIM MEKAYHAPOHOT0 HH(OPMAIIMOHHOTO 0OMEHa.

Onucanue yrpo3 aoctyna (MPOHMKHOBEHHS) B OMNEPALMOHHYIO Cpely KOMIIbIoTepa
(hopMaTbHO MOXKET OBITh TIPEJCTABICHO CICAYIOMNM 00pa3oMm:

vepoza HCJ 6 HCI[n: = <ucmounuk yeposvr>, <yazeumocmv HCIIn>, <cnocob
peanuzayuu yeposvl>, <00vekm 8030elicmsus (npocpamma, npomoKoa, OauHvle U Op.)>,
<decmpykmusHoe oelicmeue™.

Yrpo3sl co37aHMs  HEMITAaTHBIX PEKUMOB  pabOThl  MPOrPaMMHBIX  (TIPOTpaMMHO-
anmapaTHbIX) CpPelCcTB — 3TO yrpo3sl «OTkaza B oOciykuBaHuu». Kak mpaBuiio, JaHHbIE yTPO3bl
paccMaTpuBarOTCA NPUMEHUTEITBHO K NUCIIdn Ha 0aze JIOKAJIbHBIX
U pacrpeleieHHbIX WH(GOPMAIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJIKIIOYCHHS
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nHpopmarmonHoro oomena. Mx peanuzanusi 00ycioBiieHa TeM, YTO TIPU pa3pabOTKe CUCTEMHOTO
WJIU TIPUKJIAAHOTO MPOrPaMMHOT0 O0ECIIeYeHUsI HEe YUUTHIBACTCS BOZMOXKHOCTh IIPEIHAMEPEHHBIX
JICVCTBUH MO LIEJICHANPABICHHOMY U3MEHEHHIO:

coJiepaHus CIy>keOHOM MHGOpMAIMK B TTAaKeTax COOOIICHUH, MMepeIaBaeMbIX 110 CETH;

ycloBuid 00pabOTKM JaHHBIX (HAIpUMeEp, MTHOPHPOBAHUE OTPAHWYCHUI Ha JUTMHY MaKeTa
COOOIIEHUS);

(dhopMaToB TpENCTaBICHHS JAaHHBIX (C HECOOTBETCTBHEM W3MEHEHHBIX (HOpPMATOB,
YCTaHOBJICHHBIX JJIs1 00paOOTKH M0 MPOTOKOJIAM CETEBOTO B3aUMOICHCTBHUSA);

MPOrpaMMHOTO o0ecrieueHus: 00pabOTKU TaHHBIX.

B pesynbprate peanuzanuu yrpo3 «OtTkaza B 00CTY>KMBAaHUW» MPOUCXOIUT MEPETIOTHEHUE
OydepoB u ONOKUpOBaHHE MPOIEAYp OOpPaOOTKH, «3aIMKIMBAHHE» IMpoleayp oO0paboTKH u
«3aBHCAaHUE» KOMIIBIOTEPA, OTOpAChIBAHME ITAKETOB cooOImeHui u ap. OnucaHwe TakuxX yrpo3
(hopMaTbHO MOXKET OBITH PEJCTABICHO CIEAYIOMUM 00pa3oMm:

yeposa «Omkaza 6 obcaycueanHuuy: = <ucmouHux yeposvr>, <yazeumocmov UCII[n>,
<cnocob peanuzayuu yeposvl>, <obvekm 6o30eticmsus (Hocumenv [1/Jn)>, <uenocpedcmeenmwili
pe3yibmam peanuzayuu yeposvl (nepenoinerue Oygepa, O10Kuposanue npoyedypvl 0Opabomiu,
«3ayuxnusanuey oopabomku u m.n.)>.

VYrpo3sl  BHEOPEHHS  BPENOHOCHBIX  NporpamMMm  (IIPOrpaMMHO-MAaTEMaTHYECKOTO
BO3JICHCTBUS) HEIeNeco00pa3HO OMHUCHIBATH C TOM ke JAETaJbHOCTHIO, YTO M BBINICYKa3aHHBIC
yYTPO3HI. Jt10 00yCJIOBIIEHO TEM, qToO,
BO-TIEPBBIX, KOJIUYECTBO BPEIOHOCHBIX MPOTPaMM CETOAHS YK€ 3HAUHTENIbHO MPEBBIIIAET CTO
TBICSY. Bo-BTOpBHIX, npu OpraHu3aluu 3aIUTHI uH(popmauu
Ha IPaKTHKE, KaK MPaBUIIO, TOCTATOYHO JIMIIb 3HATH KJIACC BPEJOHOCHOU MPOrPaMMBI, CITIOCOOBI U
MOCIIEACTBHSL OT €€ BHeApeHus (MHPUIMpOBaHUSA). B CBA3M C¢ 3TUM Yrpo3sl HMPOrpaMMHO-
MatemaTtuueckoro BozaeiictBus (IIMB) ¢opmanbHOo MOTryT OBITH HpPEICTaBICHBI CIEIYIOIIUM
o0OpazoM:

vepoza IIMB 6 HCII[n: = <knacc 6pe0OHOCHOU npozpammbvl (C YKa3auuem cpeovl
ooumanus)>, <UCMOYHUK  Yepo3bl  (HOCumenlb  8PEOOHOCHOU  NpPocpaMMbl)>,  <Ccnocod
unpuyuposanus>, <obvexkm 8030eticmaus (3a2py30uHblil cekxmop,
Ggain u m.n.)> <onucamue B03MONCHLIX OeCMPYKMUBHBIX OeUcmeut>,<00NnoJIHUMeNbHAs
ungopmayus 06 yepose (pe3sudeHmHOCmb, CKOPOCMb PACHPOCMPAHEHUs, NOIUMOPGUUHOCMb U
op.)>.

Huxe naetcs oOmiasi xapakTepuUCTHKa HCTOYHHMKOB yTpo3 0€30MacHOCTH HH(OpMAaINH,
ySI3BUMOCTEH, KOTOpbIE MOTYT OBITh MCIOJIB30BaHBI TpH peanusaruu  yrpo3 HCI, wu
XapaKTepUCTHKA PE3yJIbTATOB HECAHKIIMOHUPOBAHHOTO WIIM CIIy9aifHOTO JOCTYyIA. XapaKTepUCTHKa
croco0oB peanuzanuu yIpo3 naercs
IIpU ONHCAaHUM YTPO3 JAOCTyna (IPOHMKHOBEHHs) B OINEPAMOHHYIO Cpedy KOMIbIOTEpa, yrpo3
OTKa3a B o0cimyxuBaHuu u yrpo3 [IMB.

5.1. O0masi XapakTepuCcTHKA HCTOYHUKOB YIP0O3 HECAHKIIMOHMPOBAHHOI'0 10CTYIA B
HHG(OPMALMOHHOH CHCTEeMe NMEePCOHATBHBIX JAHHbIX

Ncrounnkamu yrpo3 HCJl B UCIT/IH MOTYT OBITH:

HapYUIUTEIh;

HOCHUTEIIb BPEIOHOCHOI MPOrpaMMBbl;
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anmapaTrHas 3aKJIaJKa.

Yrpo3sl OeszomacHoctu  I1/lH, CBsi3aHHBIE C BHEAPEHHUEM aIMapaTHBIX 3aKJIAOK,
OTIPENIENIAIOTCS B COOTBETCTBUM C HOPMATUBHBIM JIOKyMeHTamu DenepanbHON  CiryKOBI
6e3onacHoctu Poccuiickoit denepanuu B yCTaHOBIEHHOM €10 MOPSIZIKE.

[To Hanmuuuio mpaBa MOCTOSHHOTO WJIM Pa30BOr0 JOCTyIMa B KOHTposmpyemyio 30HY (K3)
NCIIIH HapymuTenu noapasaestoTCcs Ha 1Ba TUIA:

Hapyuureny, He umeromue gocryna k MCII/IH, peanusyromue yrpo3sl U3 BHEIIHUX CETEU
CBSI3W OOILEro MOJIb30BaHUS W (WIM) CeTel MEeXIyHapoJHOro HH(OPMAIIMOHHOTO OOMEHa,
BHEIIHKME HAPYILIUTEIN;

HapymuTenu, uMerorue noctyn k MCII/In, xmrouas nons3osareneit UCIIH, peanusyromue
yrpo3bl HenocpencTseHHO B ICII/IH, — BHyTpeHHHE HapyILINUTEINN.

BHemHuMu HapymmTeasiMU MOTYT OBITh:

pa3BebIBaTEIbHBIE CIYKObI TOCY1apCTB;

KPUMUHAJIBHBIE CTPYKTYPHI,

KOHKYPEHTbI (KOHKYPHUPYIOIIHE OpraHU3alum);

HEZ00POCOBECTHBIE MAPTHEPHI;

BHEIIIHUE CYOBEKTHI ((pr3nueckue nuia).

Bremnuii HapymuTeNb UMEET CIEAYIOIME BO3SMOKHOCTH:

OCYIIECTBIIATh HECAHKIIMOHUPOBAHHBIN OCTYI K KaHAlIaM CBS3H, BBIXOSIIMM 32 MPEIeibl
CITyeOHBIX TOMEIIEHU;

OCYILECTBIISATh HECAHKLMOHUPOBAHHBIN JIOCTyll Yepe3 aBTOMAaTH3UpPOBaHHbIE paboune
MECTa, MOAKIIIOYEHHbIE K CETAM CBSI3U OOLIEro MOJb30BAHUSA M (MJIM) CETAM MEXAyHapOJHOIOo
nH(OPMaIIMOHHOTO 0OMEHa;

OCYUIECTBIIATH HECaHKLIMOHUPOBaHHBIN JOCTyI K uHpopMaLuu
C HCIOJNB30BAaHUEM CIICLHAIBHBIX IMPOTPAMMHBIX BO3JCHCTBHN IIOCPEACTBOM IIPOIPAMMHBIX
BHPYCOB, BPEIOHOCHBIX IIPOIPaMM, aJIFOPUTMUYECKHUX WIIA IPOrPAMMHBIX 3aKJIAJI0K;

OCYILECTBIISITh HECAHKIIMOHUPOBAHHBIM JOCTYI Yepe3 AIIEMEHTHl HH(GOPMAIIMOHHON
un¢ppactpykrypel MCII/IH, koTOphle B MpOLECCE CBOEr0 XU3HEHHOro IUKJIa (MOJEpHMU3AINH,
COTIPOBOXKACHUSI, PEMOHTA, YTHJIM3ALMH) OKA3bIBAIOTCS 3@ MPEeIaMi KOHTPOIUPYEMOM 30HBI;

OCYILECTBIISATh HECAHKIIMOHMPOBAHHBIA JOCTYH dYepe3 HMH(OPMAIIMOHHBIE CHUCTEMbI
B3aMMOJECHCTBYIOINX BEAOMCTB, OPraHU3alUN U yUpeKAeHUH pu ux noakaoueHuu k MCITIH.

B03MOXXHOCTH ~ BHYTPEHHErO  HApyIIUTENsS  CYIIECTBEHHBIM  00pa3oM  3aBHUCAT
oT JNENCTBYIOINX B npenenax KOHTPOJIMPYEMOM 30HBI PEKMMHBIX
U OPTaHU3aL[MOHHO-TEXHUUYECKUX MEp 3aLIUThI, B TOM YHCIIE 10 A0MycKy (pusnueckux aun k [11a n

KOHTPOJIIO TOPSAKA MPOBEACHUS paboT.

BHyTpeHHrE NOTEHIMaJIbHBIE HApPYIINUTEIW MOAPA3IEISIIOTCI HAa BOCEMb KaTE€rOpUid B
3aBHCHMOCTH OT CrIoco0a JocTyna U moHOMo4Hit qoctyna K [1][H.

K nepBoit kareropun OTHOCSITCS JIMIIa, UMEIOIINE CaHKITMOHUPOBaHHbBIN goctyn Kk UCII/IH,
HO He umerone noctyna K [IJI. K aTomy Tuny Hapymwureneil OTHOCATCS JOJKHOCTHBIE JIHIIA,
obecnieunBaromue HopManbHoe pyHkimonupoBanne UCI/IH.

JIno 3Toi KaTeropum, MOKET:

UMETh J0CTyN K (pparmenTam uHdopmanuu, coaepxaiuet [1/{n u pacnpocrpanstomieiics mno
BHyTpeHHUM KaHaynaM cBsa3u UCII/H;

pacnonarate ¢parmeHTamu uHpopManuu o Ttomnojoruu WCIIJIH (KOMMyHHKAITMOHHOMN
YaCcTH MOJICETH) U 00 HUCIOJIb3yEeMbIX KOMMYHHKAIIMOHHBIX TPOTOKOJIAX U UX CEPBUCAX;

pacrosiaraTb UMEHaMH U BECTH BBISIBJICHUE NIAPOJIEH 3apErUCTPUPOBAHHBIX TOJIB30BATENEH;
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U3MEHATh KoHurypauuio texuuueckux cpencts WMCII/IH, BHOCUTh B Hee MPOrpaMMHO-
anmapaTHble 3akKJaJku M o0ecrnedyuBaTh CbeM HHGOpPMAlUM, HCHOJb3Ys HENOCPeACTBEHHOE
nojKJItoueHue K TexundeckuM cpeacrsam MCIITIH.

Ko BrOopoll kareropum OTHOCATCS 3apeructpupoBaHHble mnoisb3oBarenn MCII/H,
OCYILIECTBIIAIOIIE OTPaHUYEHHBIN NOCTYII K pecypcam NCTIx
¢ pabouero mecra.

JIuno stoit kareropuu:

o0aaeT BceMH BO3MOKHOCTSIMH JIUI] IEPBOI KaTETOpHH;

3HAET, 10 MEHBIIIEH Mepe, O/IHO JIETAJIbHOE UMsI IOCTYIa;

o0namaeT BCeMH HEOOXOIMMBIMH aTpuOyTamu (Hampumep, mapojeMm), 00ecneurnBaOIIUMU
JIOCTYT K HEKOTOPOMY MOAMHOkeCTBY 11/1H;

pacrnosiaraet KOH(pUIEeHINANbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

Ero pocryn, ayteHTuduKanus ¥ mpaBa Mo JAOCTYIy K HEKOTOpoMy INoaMHoxkecTBy I1/IH
JIOJKHBI PETJIAMEHTUPOBATHCSA COOTBETCTBYIOIIMMH ITPAaBUIIAMU Pa3rpPaHUYECHUS JOCTyTIA.

K Tperbeli kaTeropum OTHOCSTCS 3aperucrpupoBaHHble moib3oBatenu MCII/H,
OCYILECTBIISAIOLINE yJaleHHbIH foctyn K IIJIH mo nokanbHbIM W (WMJIM) paclpeneleHHbIM
MH(OPMALIMOHHBIM CUCTEMAM.

JInwo arou kareropuu:

o0JrajjaeT BCeMH BO3MOKHOCTSIMH JTUI] IEPBOM M BTOPO KaTETOpHi;

pacnioniaraer uHpopmarmeir o Tomosorun HWCII[lH Ha ©Oasze sokanbHOM U (WiIM)
pacnpeneneHHoll MHPOPMAIMOHHON CHCTEMBI, Yepe3 KOTOPYIO OCYIIECTBISETCS AOCTYN, U O
cocraBe TexHuueckux cpeacts UCII/H;

UMEET BO3MOXKHOCTH MpPSIMOTO ((pHU3MUEecKoro) nocTymna K QparMeHTaM TEeXHHYECKHX
cpeacts UCII/IH.

K derBepToii Kateropuu OTHOCSTCS 3apeructpupoBaHHble mnonb3zoBarenu WCIAa c
MIOJTHOMOYMSIMH aIMHUHHUCTpaTopa 6e3omacHocT cermenTa (pparmenta) UCIT/H.

JIno 3Toi kaTeropuu:

o0yajaeT BCEMH BO3MOKHOCTSIMH JIUILL ITPEIBbIIYIINX KaTErOpHii;

oOnagaer nmosHoW nHpopManrei 0 CHCTEMHOM U MIPUKIIATHOM MPOTrPaMMHOM 00eCTIeUeHHH,
ucrnonb3zyeMoM B cermenTte (pparmente) UCII/IH;

obmnajaer mosiHOW MH(OpManUel 0 TEeXHUYECKHX CpelCTBaX M KOH(UIypaluu CerMeHTa
(¢pparmenTa) UCITH;

UMeeT JOCTYIl K CpEeACTBaM 3allluThl MH(OpPMAlUM M IPOTOKOJUPOBAHMS, a TaKKe K
OTIENBHBIM JIEMEHTaM, UCTIOIb3yeMbIM B cermeHTe (pparmente) UCII/H;

UMeeT JOCTYI KO BCeM TEXHMUYECKUM cpesicTBaM cermenTa (¢pparmenrta) UCII/H;

obnajaer npaBaMH KOH(QUI'YPUPOBAaHUS M aJMUHUCTPATHBHOM HACTPOHMKH HEKOTOPOTO
MMOJAMHO’KECTBA TEXHUYECKHUX cpeAcTB cerMeHTa ((pparmenta) MUCIIT/IH.

K mnaroil kateropuu OTHOCSTCS 3apErMCTPUPOBAHHBIE MOJIH30BATENNM C MOJIHOMOYMSIMHU
cucremHoro aagmuaucrparopa MCII/IH.

JIno aToy kareropuu:

001aaeT BCeMH BO3MOKHOCTSIMHU JIUI] ITPEJIbITYIINX KaTeropuii;

o0namaer moHOM MH(pOPMaIUe 0 CHCTEMHOM U MPUKJIAQJHOM IPOTPAaMMHOM 00ECTIeYeHUN
NCIIH;

oOnajgaet noaHoi uHpopMaluei o TexHn4Yeckux cpenctBax u koHpurypauuu UCII/IH;

UMEeT JIOCTyl KO BCEM TEXHHYECKMM CpeAcTBaM 00paOOTKM MH(POpPMALUU U JTaHHBIM
NCIIH;

oOnamaer mpaBaMH KOH(MUTYPHPOBAaHUS W AAMMHUCTPATHBHONM HACTPOWKHM TEXHUYECKHX
cpeacts UCII/IH.
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CucTeMHBINH aIMUHUCTPATOP BBINOJIIHAET KOH(PUTYpHUPOBAHNE U YIIPaBICHHUE MPOTrPaMMHBIM
obecnieuerueM (I10) u oGopynoBaHueMm, BKIO4Yas 00OpyJOBaHUE, OTBEUaroliee 3a 0€30MacHOCTh
3alIUIAeMOro O0OBEKTa: CpelCcTBa KpuUnTorpaduyeckoil 3amuThl WHGOpPMAlMK, MOHUTOPHHIA,
peructpanuu, apxupanuu, 3autel or HC/I.

K mectoii kateropuu OTHOCATCS 3apErUCTPUPOBAHHBIE MOJIH30BATENIN C MOJTHOMOYMSIMU
aaMuHucTparopa 6e3onacaoctu UCIIH.

JIno aToy kaTeropuu:

o01aaeT BCeMH BO3MOKHOCTSIMU JIUI] ITPEIbITYIINX KaTeropuii;

obmamaer momHo# nHpopmarmeit 06 UCITH;

UMeeT JOCTYNl K CpEACTBaM 3aIlUThl HWH(POpPMAIMM U MPOTOKOJMPOBAHUS M K YaCTH
KkiroueBbIX neMenToB UCITH;

HE MMEeT IHpaB JOCTyla K KOHQUIYpUPOBAaHMIO TEXHMUYECKHMX CpPEICTB CETH 3a
HCKIIIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

AnMHuHHCTpaTOp 0E€30MaCHOCTH OTBEYAET 3a COONIOIEHUE MPAaBUI Pa3TPaHUYCHUs TOCTYTIA,
3a TEeHepalMI0 KIIYEBBIX 3JEMEHTOB, CMEHy napojiell. AJIMHHUCTpaTop 0e30macHOCTH
OCYILECTBIIAET aAyAUT TEX K€ CPEICTB 3AIUUTHI O0BEKTA, YTO U CUCTEMHBIN aIMUHUCTPATOP.

K cempmoil kareropum OTHOCATCS  MPOTrPAMMMCTBHI-pa3pabOTUUKKU  (TTOCTABILMKH)
MPUKIAJTHOTO MPOrPAMMHOI0 OOecleYeHuss M JIMIA, O0EeCTeYHBAIOIIUE €r0 COMPOBOXKICHUE HA
3alUIaeMOM O0OBEKTE.

JIuio sToi kaTeropuu:

obOnanaer mHpopmanueir 00 anropuTMax M mporpammax o0paboTkM HHPOpMalUU Ha
NCIIH;

o0nagaeT BO3MOXKHOCTSMU BHECEHHUS OIIMOOK, HEICKIapUPOBAHHBIX BO3MOXKHOCTEH,
MIPOrpaMMHBIX 3aKJIaJI0K, BPEJAOHOCHBIX IporpaMM B mnporpammHoe oOecneuenue MCII[IH Ha
CTaauM ee pa3pabOTKH, BHEAPEHUS U COIPOBOXKICHUS;

MOKET pacmoiarath J0ObIMH (parmeHTamu wuHpopmammu o Tonojoruu WCII[AH wu
TEXHUYECKUX cpesicTBax o0paboTku U 3amuThl [1/]H, o6padaTsiBaembix B UCII/IH.

K BocbMmoOli KaTeropum OTHOCATCS pa3pabOTUMKH M JIMIA, OOECIEYMBAIOLINE IOCTaBKY,
COINIPOBOXKACHHUE U PEMOHT TexHU4eckux cpeacts Ha MCII/IH.

JInno sToit kareropuu:

o0J1ajjaeT BO3MOXKHOCTSIMHM BHECEHUS 3aK/Ia0K B TexHudyeckue cpenctsa MCII/IH Ha ctanuu
UX pa3pabOTKH, BHEAPEHUS U COIIPOBOXKICHUS;

MOJKET pacroiarath JOObIMH (parmeHTamu uHpopMmanuu o Tonongorun MCIIIH u
TEXHUYECKUX CpelICTBaxX 00paboTku u 3ammthl nHGopmaru B UCIT/H.

VYka3aHHbIE KaTErOpUM HApyIIUTEIEH IOJDKHBI YUUTHIBATHCS IIPU OLIEHKE BO3MOXKHOCTEH
peanuzauuu Y BIT/IH.

Hocurenem Bpe1OHOCHO MporpaMMbl MOKET OBbITh anmapaTHBIN 3JIEMEHT KOMIbIOTEpa WU
MIpOrpaMMHBIM KOHTeWHep. Ecinu BpenoHOCHas mporpaMma HE acCOLUMHUpPYETCsl C KaKoH-Inbo
IIPUKIJIATHOM MPOTrpaMMO, TO B KAYECTBE €€ HOCUTENS paCCMaTPUBAIOTCSL:

OTUY’KJIa€MbIii ~ HOCUTENb, TO  €CTh  JIUCKETa, ontuueckuit  auck  (CD-R,
CD-RW), pasmi-naMarte, 0TUyXIaeMblii BUHYECTED U T.I1.;

BCTPOCHHBIE HOCHTENH WH(pOpMaNWu (BHHUYECTEPHI, MHUKPOCXEMBI OINEPATUBHOW MaMSTH,
IIPOLIECCOpP, MHUKPOCXEMbl CHCTEMHOM IUIaThl, MHUKPOCXEMBl YCTPOWCTB, BCTpauBacMbIX B
CUCTEMHBIN OJIOK, — BHUJEOAJanTepa, CETEBOW IIIaThl, 3BYKOBOM IUIaThl, MOJEMa, YCTPOMCTB
BBO/1a/BbIBOJIA MarHMTHBIX KECTKUX
U ONTUYECKUX JUCKOB, OJIOKA TMUTaHUS U T.I., MHKPOCXEMbl HPSIMOro JOCTyIa
K [IaMSTH, IIMH Nepelaul JaHHbIX, TIOPTOB BBOAA/BBIBOJIA);



27

MHUKPOCXEMBI BHEIITHIX YCTPOUCTB (MOHUTOPA, KIIABUATYPHI, IPUHTEPA, MOJIEMa, CKaHepa U
T.IL).

Ecnmu BpenoHocHas mporpaMma acConUUpPyeTcs ¢ KaKOW-ITM00 MPUKIIAIHOW IPOTpaMMOii, ¢
¢aiinamMy, MMEIOUIMMHU OIPEICICHHBIE PACIIMPEHUS WIM HHBIE aTpUOYTHI, C COOOIICHUSAMH,
nepeaBaeMbIMH IO CETH, TO €€ HOCUTEIISIMU SIBJISIOTCS:

MaKeThl epeIaBaeMbIX 110 KOMITBIOTEPHOMN CETH COOOIICHHIA;

Gaiinel (TEKCTOBBIE, TpadudecKue, UCTIOIHAEMBIC U T.]I.).

5.2. O6mas xapakTepHCTHKA YA3BUMOCTel HH(POPMAIIMOHHOMH CHCTEeMBbI NEPCOHAIBHBIX
AAHHBIX

VY s13BUMOCTh HH(OPMALIMOHHON CUCTEMBI IEPCOHANBHBIX TAHHBIX — HEIOCTATOK WM cllaboe
MECTO B CHCTEMHOM WJIM MPHUKIAJHOM MPOrpaMMHOM (IIpOrpaMMHO-aIapaTHoOM) o0OecredeHuH
ABTOMATU3UPOBAHHOW HMH(OPMAIIMOHHONW CHUCTEMBI, KOTOpPblE MOTYT OBITH HCIIOJIb30BAaHbI IS
peanusaiuu yrpo3bl 0€30MacCHOCTH MEPCOHATIBHBIX 1aHHBIM.

[IprurHaMy BO3HUKHOBEHUS YSI3BUMOCTEHN SIBISIOTCS:

OLIMOKY MpU MPOEKTUPOBAHUU M pa3paboOTKe MPOrpaMMHOrO (IpOrpaMMHO-aIapaTHOro)
obOecreyeHus;

NpeJHAMEPEHHbIC JEeMCTBUS 10 BHECEHMIO YSI3BUMOCTEH B XOJ€ NPOCKTUPOBAHUS H
pa3paboTKu MporpaMMHOro (IIPOrpaMMHO-AIMAPATHOT0) 00eCTIeUeHUS;

HEMpaBWIbHbIE HACTPOWKH MPOTPAMMHOIO 0OECHedyeHHs, HEmpaBOMEpPHOE HW3MEHEHHUe
PEXUMOB pabOThl yCTPOMCTB U IPOrPaMM;

HECAaHKIIMOHMPOBAHHOE BHEIPEHHWE W HCHOJB30BAHWE HEYUYTCHHBIX MPOTPaMM C
MOCTIeIIOIUM HEOOOCHOBAaHHBIM PAcXOJOBaHMEM pECypcoB (3arpys3ka IpoLeccopa, 3axBar
OTIEpATUBHON MaMSTH U MAMSITH HA BHEITHUX HOCUTEISIX);

BHEJPEHHUE BPEIOHOCHBIX MPOrpaMM, CO3JAIOLIUX YSI3BUMOCTH B TMPOTPAMMHOM U
[IPOrpaMMHO-aMNIMapaTHOM 00eCIEUEHUN;

HECAaHKLUMOHHPOBAaHHbIE HEYMBIIUICHHbIE JCHCTBHUS IOJIb30BATENECH, MNPUBOAALINE K
BO3HMKHOBEHUIO YSI3BUMOCTEH;

cobon B paboTe ammapaTHOTO W TpPOrpaMMHOr0 obecredeHus (BbI3BaHHBIE COOSMHU B
ANEKTPONUTAHUH, BBIXOJIOM U3 CTPOSI allapaTHBIX SJIEMEHTOB B PE3yJIbTaTe CTAPCHUS M CHIKCHHUS
HAJIC)KHOCTH, BHEIIHUMHU BO3JCUCTBUSMHU 3JECKTPOMATHUTHBIX TOJEH TEXHUYECKUX YCTPOWUCTB H
Jp.).

Knaccuduxamnms ochoBHbIX ys3sumocteit CIT/IH npuBenena Ha pucyHke 4.

Knaccudukanus ys3BumMocTeit
MPOrPaMMHOTO OOecTieueHus

ITo tumy 110 Ilo 3Tamy >KU3HEHHOTO ITo npuuune ITo xapakrepy
LUKJIA IPOIPaMMHOTO BO3HUKHOBEHHUS MOCJIEACTBUN OT
obecrieueHHs, Ha KOTOPOM YA3BUMOCTH peanu3anuu aTaxk
BO3HHUKAET ySA3BUMOCTh
Cucremnoe [10
V3BUMOCTH, HenocraTku | Ysa3BuUMoOCTH,
P BosHmKaromue Ha P MeXaHU3MOB HCIIOJIBb3yEMBIC ISt
HpI/IKHaI[Hoe Jramne ayTeHTI/I(I)I/IKaL[I/II/I NEPEOJIHEHUA
HPOrpaMMHOC MIPOCKTUPOBAHUS T Oydepa
obecrieueHue IIPOrPaMMHOTO HexocTatxi
obecrieueHust 3aIHUTH yIETHBIX Vassumoctu,
poATRaTH P sammceit —| HCroNb3yeMbIe JUIs
HPOrPAMMHOTO noa0opa mapost WiIn
»| obecnicucHus Hamnuane HeHTH{IKaTOp
dymxrii,
HMHCTaJUISAINAN 1 M O3BOISIOIIHX |
ranme e e VaI3BUMOCTH.
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Pucynok 4. Knaccudukarus ysi3BUMOCTEH MPOTPAMMHOTO 00€CTICUCHHS
Hwxe npencraBneHa oOmias XapakTepUCTHKAa OCHOBHBIX rpynn yszBumocteit MCIIH,
BKJIFOYAIOLIHX:
ySI3BUMOCTH CUCTEMHOTO IIPOrPaMMHOr0 oOecreyeHus (B TOM YKCIIe MPOTOKOJIOB CETEBOTO
B3aUMOJICHCTBUA);
YSI3BUMOCTH TMPUKIIAAHOTO MPOrpaMMHOTO obOecreueHust (B TOM YHCJE CPEJCTB 3allHUTHI
nH(popMaIun).

5.2.1. O0mas xapakTepucTHKA YA3BUMOCTEH CHCTEMHOI0 MPOrPaMMHOI0 o0ecredeHust

VYA3BUMOCTH CHCTEMHOTO IPOrpaMMHOro oOecnedyeHHss HEoOXOAMMO paccMaTpuBaTh C
MIPUBSI3KON K apXUTEKTYpPE MOCTPOCHUS BBIYUCIUTEIBHBIX CUCTEM.

IIpu 3TOM BO3MOXKHBI YSI3BUMOCTH:

B MUKpoIporpammax, B npommuskax [13VY, III13V;

B CpEJCTBaxX ONEPAIIOHHON CUCTEMBbI, NMPEIHA3HAYEHHBIX AJIS YNPaBJIECHUS JOKaJIbHBIMU
pecypcamu HCII[IH (oOecrmeunBaromux BBIMOJHEHWE (YHKIHMHA YOpPaBICHUS MPOIECCaMH,
MaMsAThIO, YCTPOMCTBaMH BBOJA/BBIBOJA, HMHTEp(delcoM C moibp3oBaTeileM W T.I1.), JpaiBepax,
YTUJINTAX;

B CpeICTBaX  ONEpPAlMOHHOW  CHUCTEMbI, IPEAHA3HAYEHHBIX U1  BBIIOJIHEHUS
BCIIOMOTATeNbHBIX (QDYHKIMHA, — yTWINTaX (apXUBUPOBAHU, Ae(parMeHTaluu U JAp.), CUCTEMHBIX
oOpabaTeIBatouX mporpamMmax (KOMIWIATOpPaX, KOMIIOHOBIIMKAaX, OTJaAuyuKax © T.IL.),
MporpaMMax MpeJOCTaBICHUS MOJIb30BATENI0 JOMOIHUTEIbHBIX YCIYT (ClEeNHaIbHBbIX BapHUaHTax
uHTEepdeiica, KaabKyJIsITOpax, Urpax u T.I.), OMONMOTEKaxX MPOUELYp Pa3IUYHOTO Ha3HAYCHUS
(OubmmoTexax MaTeMaTH4eCKUX (PyHKINH, (yHKIMIA BBOIA/BBIBOA U T.11.);

B CpE/ACTBaX KOMMYHHUKAIIMOHHOTO B3aMMOJAEUCTBUS (CETEBBIX CPEACTBAX) ONEPALMOHHON

CUCTEMBI.

VAa3BUMOCTH B MHUKpPOIIpOTpaMMax M B CpPEACTBaX  ONEPAUMOHHOM  CUCTEMBI,
MpeAHa3HaYeHHBIX JJIS YIPaBICHUS JOKATBHBIMH PECYpCaMU M BCTIOMOTATEIbHBIMU (DYHKIIHSIMH,
MOTYT MPEACTABIATH COOO:

GyHKIMU, TPOIEAYyPhl, HW3MEHEHHUE TapaMeTPOB KOTOPHIX OIPEICICHHBIM 00pa3om
MO3BOJISIET HCIIOJIb30BAaTh WX JJII HECAHKIHMOHHPOBAHHOTO JIOCTyMa 0e3 OOHapyXeHHs TaKuX
W3MEHEHUHN ONEPAallMOHHONW CHCTEMOM;

(dbparMeHTBl KOoAa TmporpamMMm  («IBIpbD», «JIIOKH»), BBEIEHHBIE Pa3pabOTUHKOM,
MO3BOJISIIOIINE O0XOIUTH MPOLEAYPhl UACHTU(DHUKAIINN, ayTeHTU(DUKAIINN, TIPOBEPKH IIEJIOCTHOCTH
U ap.;
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OTCYTCTBHE HEOOXOAWMBIX CPEICTB 3alIUTHI (ayTeHTU(UKAIIUK, TPOBEPKU IEIOCTHOCTH,
npoBepku (OpPMATOB COOOIICHUH, OJOKMPOBAHUS HECAHKIMOHUPOBAHHO MOAUDUIIMPOBAHHBIX
GYHKIMN ¥ T.11.);

omuOKH B mporpammax (B OOBSBICHHH INEPEMEHHBIX, (QYHKIMA W TPOIEIyp, B KoJax
porpamMm), KOTOpbIE TPU ONPEACICHHBIX YCIOBHSIX (HAmpuMep, NMPHU BBHIOTHEHUU JOTHYECKUX
MEePeXx0I0B) MPUBOAAT K COOSIM, B TOM 4YHCJIE K COO0sSM (DYHKIIMOHHUPOBAHUS CPEICTB U CUCTEM
3alIUTHl HHPOPMAIIHH.

VYS3BUMOCTH TMPOTOKOJIOB CETEBOTO B3aMMOJICHCTBHUSI CBS3aHBI C OCOOEHHOCTAMH HX
MIPOTPaMMHON peai3aiuid U OOYCIIOBIICHBI OTPAaHWYCHUSIMH Ha pa3Mephl MpHMEHsSeMoro Oydepa,
HEJIOCTaTKaMU TIPOIECYPhl ayTCHTH(UKAIMK, OTCYTCTBHEM IPOBEPOK MPABHIBHOCTH CITy)KCOHOM
nHopmamu u np. Kparkas xapakTepUCTHKa 3THUX YSA3BUMOCTEH NMPUMEHHTENBHO K MPOTOKOJIAM
NpUBEJICHA B TA0JHIIE 2.

Tabnuna 2

VYS3BUMOCTH OTAETBHBIX TPOTOKOJIOB cTeka mpotokosioB TCP/IP,
Ha 0a3e KOTOpOro (pyHKIMOHUPYIOT II100aIbHbBIE CETH OOIIETO MOJIb30BaAHMS

HaumenoBanue | YpoBeHb HaumenoBanue CoaepxaHue HapyLIeHUS
NMPOTOKOJIA CTeKa (xapakTepucTHKA) 0e3onmacHocTy HHGoOpMaun
NPOTOKOJIOB YA3BHUMOCTH
FTP (File [TpuknagHoii | 1. Ayrentudukanus Ha 6aze | BO3MOKHOCTB TiepexBarta IaHH
Transfer Protocol) |, mpencTaBu- | OTKPHITOro TEKCTa (MApOIH BIX YUETHOU 3amucH (MMEH
— IPOTOKOJI TEJbHBIH, NIEPECHUIAIOTCSA B 3aperucTpUpOBAHHBIX
nepenayu (aityioB | ceaHCOBBI | He3aKU(DPOBAHHOM BHUJIEC) MOJIb30BaTeNeH, maposei).
0 CETH 2. JlocTyn Mo yMoI4aHUIO [Tonydenue yaaneHHOTO JOCTY
3. Hanuuue ByX OTKPBITBIX | Ma K XOCTaM
IIOPTOB
telnet — mportoxoin | [IpuknagHoii | Ayrentudukanus Ha 6aze Bo3mokHOCTB TIepexBaTa JaHH
YIpaBIICHUS , TIPE/ICTaBU- | OTKPBITOIO TEKCTA (TapoJIu BIX
yAaJIE€HHBIM TEJbHBIN, IIEPECHUIAIOTCA B YYETHOM 3aluCcH MO0JIb30BaTelN
TEPMUHAIIOM CEaHCOBBIN | He3amU(POBAHHOM BHUJIE) A
[Tomyuyenue ynaneHHOro 10cTy
na K XocTam
UDP — npotokon | Tpancnopt- | OTCyTCTBUE MEXaHU3MA Bo3MoxHOCTB peann3annu
repeadn JaHHbIX | HbII npenoTBpamenus neperpy3oxk | UDP-mropMa.
0e3 yCTaHOBJICHHS Oydepa B pesynbsTaTe oOMeHa
COEIMHEHUS aKkeTaMu IPOUCXOAUT
CYILLIECTBEHHOE CHU)KEHUE
MIPOU3BOAUTEIIBHOCTH CEpBEpa
ARP — npotokon |CereBoit AyTtenTudukanus Ha 0aze Bo3sMmoxxHOCTB IepexBara
npeoOpa3oBaHus OTKPBITOI'O TEKCTA Tpaduka nmoap3oBaTess
[P-agpeca B (uH(OpMaIHs TepechIIaeTCs B | 31I0yMBIIIEHHUKOM
buznvecKuit He3amu(ppoBaHHOM BH/IC)
aapec
RIP —npotokon | Tpancnopr- |OtcyTcTBHe ayTeHTU(UKAMKE | BO3MOXHOCTB NepeHamnpaBieH
MapHIpyTHOM HBI YIOPaBISAIOMUX coo0IIeHnii 00 | us Tpaduka yepes XocT
uH(popManun W3MEHEHUU MaplpyTa 3JI0YMBILLIECHHUKA
TCP — nporokon | Tpancnopr- | OTCyTCTBHE MEXaHU3MA Cyl1leCTBEHHOE CHUKEHHUE
YIpaBJICHUS HBIN IPOBEPKU KOPPEKTHOCTH CKOPOCTH OOMEHa U Jjaxe
nepeaaden 3aIOJIHEHHS CITYKEOHBIX IIOJIHBIN Pa3pbIB
3aroJI0BKOB IMaKeTa MIPOU3BOJIBHBIX COETMHEHUI
1o nportokoay TCP
DNS — mporokon | [Ipuknaguoit | OTCyTCTBHE CPECTB danbcudukanys oTBeTa
YCTaHOBJICHUS , IPEJICTaBU- | IPOBEPKU ayTCHTU(DUKALIUU DNS-cepsepa
COOTBETCTBUS TEJIbHBIMH, MOJIYYEHHBIX JaHHBIX OT
MHEMOHHUYECKUX |CEaHCOBBIM | MCTOYHHUKA
HMEH U CETEBbIX
aJipecoB
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IGMP — CereBoil OtcyTcTBHe ayTeHTU(UKAIUU | 3aBUCAaHUE CUCTEM

MIPOTOKOI cooO01ieHuit 00 U3MEHEHU N Win 9x/NT/200

nepeaaun napamMeTpoB MapuIpyTa

cooO1IeHH O

MapIIpyTU3aIuU

SMTP — [Ipuknagnoit | OTCyTCTBHE MOAACPKKHI Bo3M0KHOCTE oA IBIBAHUS

MIPOTOKOI , TIPe/ICTaBU- | ay TEHTU(UKALIUY 3aTOJIOBKOB | COOOIIEHUH STIEKTPOHHOM

oOecrieueHus TENbHBIH, COOOIIIEHU MOYTHI, a TAKXKE ajpeca

CepBHCa JIOCTABKH | CEAHCOBBIN OTMPABUTEIISI COOOIIEHUS

COOOIIIEHHH 10

3JIEKTPOHHOU

moure

SNMP — [puknannoit | OTcyTCTBHE MOAIEPIKKU Bo03M0XHOCTB IepenoIHeHN

MIPOTOKOJ , TIPEJICTaBU- | ay TCHTU(UKAIIUY 3arOJIOBKOB | IPOMYCKHON CIIOCOOHOCTH

yIpaBIeHUS TENbHBIH, COOOIIEHUH ceTn

MapIIpyTu3aTopa |CeaHCOBBIN

MH B CETSIX

Jlnst cucteMaTu3alii OMMCAHUST MHOYKECTBA YS3BUMOCTEH HCIIOJIb3yeTcs enuHas 0asa

JAHHBIX ySA3BUMOCTEHN CVE (Common Vulnerabilities and Exposures),

B pa3paboTKe KOTOPOil NPHUHUMAIH Yy4YacTHE CIEIMATHUCThl MHOTHX H3BECTHBIX KOMIIAHHHA W
opranmzanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT,
Carnegie Mellon University, uactutyT SANS u T.1. OTa 60a3a JaHHBIX MTOCTOSHHO TMOMOIHICTCS U
UCTOJB3yeTcs pu GOPMUPOBAHUM 0a3 JAHHBIX MHOTOYHMCIICHHBIX MPOTPAMMHBIX CPEJICTB aHAJIN3a
3aIUIICHHOCTH |, TIPEKIC BCETO, CETEBBIX CKAHEPOB.

5.2.2. O0mas XxapakTepuCTHKA YA3BMMOCTeH NPUKJIAIHOT0 MPOrpaMMHOr0 odecrevyeHust

K mnpuxnanHomy nporpaMMHOMY OOECHEYEHHIO OTHOCSTCS MPUKIAAHBIE IPOTrpamMMbl
00I11er0 NOJIb30BAHUS U CHEIHATIbHBIE PUKIIAJHBIC IPOTPAMMBI.

[IpuknagHbie POrpaMMBI OOIIETO TTONB30BAaHUS — TEKCTOBBIE M Tpa@UUECKUe PEIaKTOPEHI,
MeAMa-nporpaMMel  (ayquo- W BHUAEONPOUTPBIBATENH, IPOTPaMMHBIE CpEACTBA IMpHEMa
TEJIEBU3MOHHBIX NpPOrpaMM M T.I.), CHCTEMbl YyIpaBiieHus 0a3aMM JaHHBIX, IPOrpaMMHBIE
m1aTGOpMBbI 00IIETr0 MOJB30BaHUS TS pa3padOTKU MPOrpaMMHBIX MpoaykToB (Tuma Delphi, Visual
Basic), cpencrsa 3amuTsl ”HGOPMAITUU OOIIETO MTOJIB30BAHUS U T.II.

CrnenuanbHble MPUKIIAJAHBIE MPOTPaMMBl — 3TO MPOrpaMMbl, KOTOpbIe pa3pabaThIBalOTCS B
MHTEpecax pelIeHUs] KOHKPETHBIX NpuKIagHbix 3axad B jgaHHod UCII[A (B Tom uucne
IIpOrpaMMHBIE CPEACTBA 3aLUTHI HH(pOpMaLH, pa3paboTanHble A KoHKpeTHOH UCII/IH).

VY A3BUMOCTH IPUKIIAJHOTO IPOrPAMMHOI0 00ECIIEYEHUsI MOTYT MPEACTABISATh COOOM:

GYyHKIMH M TpOLEAypbl, OTHOCALIMECS K Ppa3HbIM MNPUKIAJAHBIM  IpOrpamMMaM
¥ HECOBMECTHUMBIC MEXIy co0oi (He (QYHKIMOHHPYIOIIME B OJHOW OTEPAIMOHHON Cpeie) u3-3a
KOH(UIMKTOB, CBA3aHHBIX C PACIIPE/ICIIEHUEM PECYPCOB CUCTEMBI;

GyHKIMU, TpOUEAYpHl, H3MEHEHHE ONpEeIeNICHHBIM 00pa3oM IapaMeTpoB KOTOPBIX
MO3BOJISIET MCMOJb30BaTh MX JUIsl MPOHUKHOBEHHUS B onepanuoHHyio cpexny MCIIJIH u BbI3oBa
IITaTHBIX (YHKIMHA ONEpPAllMOHHONW CHUCTEMBI, BBITOJHEHHUS HECAaHKIIMOHHPOBAHHOTO JTOCTyma 0e3
oOHapy’KeHHsI TAKUX U3MEHEHHUH ONepallnOHHON CUCTEMOI];

¢bparMeHTHl KozIa mporpamMM  («IOBIPBDY,  «IIOKH»), BBEICHHBIE pPa3pabOTUYHUKOM,
MO3BOJIAIOIINE 00XOANUTH MPOLEAYPbl UACHTHU(PUKALNY, ayTeHTU(DUKALIMH, TPOBEPKH LEIOCTHOCTU
U Ap., IPEAyCMOTPEHHBIE B ONIEPALIUOHHOIN CHUCTEME;

OTCYTCTBUE HEOOXOAMMBIX CPEICTB 3alIUThl (ayTEeHTU(UKALUH, MPOBEPKU LEIOCTHOCTH,
npoBepku (OpPMATOB COOOIICHUH, OJOKMPOBAHUS HECAHKIIMOHUPOBAHHO MOAU(DUIIMPOBAHHBIX
GbyHKIUH U T.11.);

omunOKH B mporpammax (B OOBSBICHHHM TEPEMEHHBIX, (QYHKIMA W TpOIexyp, B KoIax
porpamMm), KOTOpbIEe IpPU ONPEAENCHHBIX YCIOBHAX (HampuMep, MpPU BBHINOIHEHUU JOTMYECKUX
MIEPEXO0/I0B) MPUBOJAT K COOSM, B TOM uucie K cO0siM (QyHKUMOHHPOBAHHUS CPEICTB U CHCTEM
3alUThl HH(POPMAIMH, K BO3MOXXHOCTH HECAHKIIMOHUPOBAHHOIO AOCTyIa K UH(OPMAIIHH.

JlanHble 00 ysA3BUMOCTAX pa3padaThIBAEMOIO0 M PaCHpOCTPAHIEMOIO0 Ha KOMMEPYECKOU
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OCHOBE MPHUKJIATHOTO MTPOTPAMMHOTO 00ECTICUCHHST COOMPAIOTCS, 0000IIAIOTCSA ¥ aHATH3UPYIOTCS B
0ase JaHHBIX CVE',

5.3. O0masi XapaKTepUCTHKA YyIPO3 HENMOCPEACTBEHHOI'0 JOCTYIA
B ONlePallHOHHYI0 cpeay MHGOPMAIMOHHOH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX

Yrpo3el goctyna (IPOHUKHOBEHMS])) B  ONEPALlMOHHYIO Cpely KOMIIbloTepa U
HECaHKLIMOHMPOBaHHOTO Joctyna K [IJ[H cBsA3aHbI ¢ 1oCTynoM:

K wHpoOpMarmmu M KOMaHIaMm, XpaHsmmMcs B 0a3oBoil cucteme BBoAa/BeiBoma (BIOS)
HUCIIJIH, ¢ BO3MOXHOCTBIO II€peXBaTa YIPaBICHHUA 3arpy3KOoM ONEPAallMOHHON CHCTEMBI H
IIOJIyYEHHUEM IIPaB JOBEPEHHOIO MOJIb30BATENS;

B OIEPALIMOHHYIO CPEely, TO €CTh B cpeay (YHKIMOHMPOBAHUS JIOKAIBbHOM ONeparmoHHON
cucteMbl oTAenbHOro TexHuueckoro cpeactBa HWCIIIH ¢ BO3MOXHOCTBIO  BBITIOJHEHUS
HECaHKLIMOHMPOBAHHOTO TOCTYIIA IIyTE€M BBI30Ba IITATHBIX IPOIPaMM OINEPALMOHHON CUCTEMBI WIH
3aIycKa CreualbHO pa3pad0TaHHBIX MPOTrpaMM, peau3yoIuX TaK1e JeHCTBUS;

B cpely (DyHKIIMOHMPOBAHUS MPUKIAJHBIX HPOrpaMM (Hampumep, K JIOKAJIbHOW CUCTEMeE
yIpaBlieHUs: 0a3aMu TaHHBIX );

HENOCPEACTBEHHO K MH(OpManuu mnoab3oBarens (K Qaiinam, TEKCTOBOH, ayauno- H
rpadudeckoil mHGOpMAIMH, TOJSAM H 3alHUCAM B DJIEKTPOHHBIX 0a3aX JaHHBIX) W OOYCIIOBIICHBI
BO3MOXHOCTBIO HapyLICHUs €€ KOH(PUIESHIIMATIBHOCTH, LIEJIOCTHOCTU M JOCTYTTHOCTH.

OTH yrpo3sl MOTYT OBITh pEaNn30BaHbl B CiIydae MONy4YeHHS (PU3MUYECKOro JOCTyma K
NCII= WJIN, o KpalHeu Mepe, K cpeacrsam BBOJA uH(popManuu
B UCII/IH. IX MOXHO 00BbEIMHUTH MO YCIOBUSAM peaiu3alii Ha TPU FPYIIIbL.

IlepBas rpynmna BKJIO4aeT B ce0sl yrpo3bl, peau3yeMble B XOJ€ 3arpy3Kd ONepaluOHHOM
CUCTEMBI. OJTH Yrpo3bl 0€30MacHOCTH HMH(pOpMAIMU HaMNpaBieHbl Ha IEpexBaT Mapojell uim
UACHTU(PUKATOPOB, MOAU(PUKALINIO TPOrPAaMMHOI0 obecriedeHns: 6a30BOi cUCTEMbI BBOJA/BBIBOAA
(BIOS), mnepexBar ympaBieHHs 3arpy3koil ¢ H3MEHEHMEM HEOOXOIUMOM TEXHOJIOTHYECKON
uHpopmauuu s nonydenus HCJI B onepaunonnyto cpexy MCIIIH. Yamie Bcero takue yrpossl
peanu3yroTcs ¢ UCIOIb30BaHUEM OTUYXIaeMbIX HOCUTENEH HH(DOpMAIUH.

Bropas rpymnmna — yrpo3sl, peaausyemble I0CIIE 3arpy3KH ONEPalnOHHON CPelbl HE3aBUCUMO
OT TOr0, Kakasl IpUKJIagHas IporpaMMa 3aIlyCKaeTcsl M0Jb30BaTeleM. OTH YIpo3bl, KaKk MpaBuio,
HaIpaBJICHbl Ha BBINOJIHEHNE HEMOCPEACTBEHHO HECAHKLIMOHUPOBAHHOIO JIOCTYNa K UH()OPMAIIHH.
[Ipy momydeHMH n0OCTyna B OINEPALlMOHHYIO Cpely HapyLIUTEIb MOXET BOCIOJIB30BAaThCA Kak
CTaHJAPTHBIMU (YHKLHUSAMHU ONEPALMOHHOW CUCTEMbI MM KaKOW-IMOO MPUKIAJAHOM NMporpaMmbl
o0IIero mojb30BaHUs (HApUMEp, CUCTEMBbI YIpaBiieHHs Oa3aMU JaHHBIX), TaK M CIEIHAIBHO
CO3/IaHHBIMHU IS BBIITOJIHEHUSI HECAHKIIMOHUPOBAHHOI'O AOCTYIIA IPOrpaMMaMH, HalIpUMeED:

porpaMMaMu IPOCMOTpa U MOJITU(PUKAIIIH PEECTPA;

IporpaMMaMH IOMCKAa TEKCTOB B TEKCTOBBIX (paiijax IO KIIOYEBBIM CIIOBaM M
KOIIMPOBAHUS;

CrelMalbHBIMU IPOrpaMMaMU IIPOCMOTpPa U KOMMMPOBaHUS 3anuceil B 0a3ax JaHHBIX;

nmporpaMMaMu OBICTPOTO MpPOcMOTpa rpadudeckux (ainoB, UX PpeJaKTHUPOBAHUS WIH
KOIIMPOBAHUS;

nporpaMMaMy TOAJCPKKH BO3MOXKHOCTEH pPEKOH(UTypald MPOTPaMMHON  CpeJibl
(mactpotiku UCII/IH B uHTEpEecax HApyIIUTENS) U Jp.

Hakownen, TpeTbs rpymnma BKIIOYAaeT B ce0sl yrpo3bl, peaqu3aiusi KOTOPBIX ONpeAesieTcs
TeM, Kakasl U3 MPUKIAJAHBIX IPOTrpaMM 3aIlyCKaeTcsl MOJIb30BaTesleM, UM (PaKTOM 3ammycka Jiro0on
13 NMPUKIAAHBIX Mporpamm. boiblias 4acTe TaKUX yrpo3 — 3TO YIpO3bl BHEAPEHUS BPEAOHOCHBIX
IIPOrPaMM.

5.4. O01masi XapakTepuCTHKA YIPo3 0€30MaCHOCTH NMEePCOHAIbHBIX JAHHBIX, Peajin3yeMbIX ¢
HCMO0JIb30BAHNEM MPOTOKOJI0B MEKCETEBOr0 B3aUMO/1eiiCTBUS

1 . o .
Benercs 3apyoexnoii pupmoit CERT Ha koMMepueckoii oCHOBE
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Ecmm UCII/In peanmm3oBana Ha 0a3e JIOKAJBbHOW HIIM paclpeieleHHOW WHPOPMALMOHHOM
CHCTEMBI, TO B HEW MOTyT OBITh peaTn30BaHbl yrpo3bl 0e30MacHOCTH HH(OpMALUU IyTeM
WCTIOJIB30BAaHUS MPOTOKOJIIOB MEXKCETEBOTO B3aMMOACUCTBUS. [Ipm 3TOM MOXKeT oOecreynBaThCs
HCJ x I1IH nim peanu3oBbIBaThCS yrpo3a OTKaza B 00cayxkuBaHUA. OCOOEHHO ONAcHBI yIpO3bl,
korna MCII/In mnpeacraBiser co0oil  pacnpenesieHHYI0  HMH()OPMAllMOHHYIO  CHUCTEMY,
NOJKIIOYEHHYI0O K CeTsAM OOINero TOJb30BaHUS W (MIM) CEeTAM  MEXIyHapOJHOTO
uHdopMmanmonHoro oomMeHa. KinaccudukannonHast cxema yrpos, peajin3yeMbIX 110 CETH, IIPUBEICHA
Ha pHCYHKe 5. B ee OCHOBY IOJIO’KEHO CeMb CIICIYIONIMX MEPBUYHBIX MPU3HAKOB KIACCHU(PHUKALIUH.

1. Xapakrep yrpossl. [1o 3ToMy mpu3HaKy yrpo3bl MOTYT OBITh TACCHBHBIC U aKTHBHEIE.
[TaccuBHas yrpo3a — 3TO yrposa, IpH pealu3aliil KOTOPOH HE OKa3bIBaeTCs HEMOCPEICTBEHHOE
BiusiHue Ha padoty VUCIIJIH, HO MOTyT OBITh HapyIIEHbl YCTAHOBJICHHBIE MpaBUia pa3rpaHUUYCHUS
nocryna K I/l mnmm cereBbIM pecypcam. llpumepom Takux yrpo3 sIBIseTCSl yrpo3a «AHamm3
ceTeBOro Tpadukay, HampaBJIeHHAs HA MPOCIYIIMBAaHUE KaHAIOB CBSA3H M MEPEXBAT IepeIaBaeMon

nH(pOpMaLIUH.
AKTHBHasl yrpo3a — 3TO Yrposa, cBsizaHHas ¢ BoszzieiictBuem Ha pecypcel UCII/IH, npu
peann3anuu KOTOpOM OKa3bIBACTCs HENOCPEACTBEHHOE BIIUSTHUE

Ha pabory cucTeMbl (M3MEHEHHE KOH(HTrypamuu, HapylleHHe pPabOTOCIOCOOHOCTH
U T.1.), U C HApYLUIEHHEM YCTAaHOBJICHHBIX MPaBWJI pa3rpaHuyeHus pocrtyna K I1J[H mnm cereBbIM
pecypcam. [IpuMepoMm Takux yrpo3s siBisiercs yrpo3a «OTka3 B 00CTyKHBaHUW, peannzyemasi Kak
«wrtopM TCP-3arpocosy.

2. Uenp peanuzauuu yrpossl. [lo 3ToMy mpu3Haky yrpo3sl MOTYT OBITh HallpaBJIEHBI Ha
HapylleHne KOH()HIECHIMAIbHOCTH, LEJIOCTHOCTH U JOCTYNHOCTH HH(pOpMalu (B TOM YHUCIIE Ha
HapyuieHue padbotocrnocooHoctu UCII/IH unu ee 31eMeHTOB).

3. YcnoBue Haudana OCYIIECTBJICHHUS Ipoliecca peanu3auuu yrpossl. Ilo sTomy mpusHaky
MOJKET pealn30BbIBATHLCS yIpo3a:

[0 3ampocy OT OOBEKTa, OTHOCHUTENILHO KOTOPOTO peanu3yercs yrpoza. B stom ciyuae
HapyIIUTeNb OXUIAeT IepeJadyd 3arpoca ONPEAEICHHOr0 THIA, KOTOPbIM M OyAeT ycloBHEM
Hayaja OCYIIECTBIECHUS HECAHKLIMOHUPOBAHHOI'O 10CTYIIa;



KJIaCCI/I(I)I/IKaLII/IFI yrpos 0€e301MacHOCTH I/IH(1)OpMaI_II/II/I, pealIn3yEMbIX C HUCIIOJIB30BAHUEM IIPOTOKOJIOB MEKCETEBOI'O
B3aHMOJCHCTBUS B ABTOMATU3HUPOBAHHBIX CUCTCMAX
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10 HACTYIJICHUIO 0’KMJIA€MOTr0 COOBITHUS Ha 00BEKTE, OTHOCUTEIBHO KOTOPOIO peannu3yercs
yrpoza. B 3ToM ciydyae HapyIIMUTeNlb OCYILECTBIISICT MOCTOSHHOE HAOMIONEHHE 3a COCTOSHHMEM
onepanuonHoil cuctremsl UCIIJIH 1 npu BOZHUKHOBEHUHU ONPEEICHHOTO COOBITHSI B 3TOM CHCTEME
Ha4YMHAET HECAaHKLMOHUPOBAHHBIN TOCTYII;

0e3yCII0BHOE BO3/CHCTBHE. B 3TOM ciy4ae Hayaio OCYILIECTBIICHHUS
HECaHKIIMOHUPOBAHHOT'O JOCTYyNa O€3yCIOBHO MO OTHOILEHHWIO K IIENM JOCTyMa, TO €CTh yrposa
peanusyercss HEMEIJIEHHO U 0€30THOCUTEIBHO K COCTOSIHUIO CUCTEMBI.

4. Hannuue o6patHoit cBsi3u ¢ MUCIT/IH. [To 3ToMy mpH3HaKy mpolecc peanu3aliy yrpo3bl
MOJKET OBITh C 00paTHOMW CBSI3bI0 W O€3 0OpaTHOI CBsI3U. YTpo3a, OCYHIECTBIsIEMasi IPU HAJIMIHN
obpartHoit cBs3u ¢ VCII/IH, XxapakTepu3yercsi TeM, YTO Ha HEKOTOpBIE 3alpocChl, MepelaHHble Ha
NCTIH, napymuTento TpeOyeTrcss monyduth OTBeT. (CienoBaTelnbHO, MEXKIY HapyLIMTEIEM H
NCIIH cymecTByeT oOpaTHas CBsI3b, KOTOpAsi MO3BOJIAET HAPYLIUTENIO aJEKBaTHO pearupoBaTh Ha
Bce u3MeHeHus, npoucxonsamue B VCII[IH. B ortianume or yrpos3, peanusyeMblX HpU HATUYUU
obparHoi cBsizu ¢ UCII/IH, npu peanuszauuu yrpo3 6e3 oOpaTHOM CBs3U He TpeOyeTcs: pearupoBarth
Ha Kakue-1100 usmeHenus, npoucxoasuue B UCIJIH.

5. Pacnonosxenue Hapymmrens otHocutensHo MCII/IH. B cooTBeTCTBMM € 3TUM IPHU3HAKOM
yrpo3a pealm3yercs Kak BHYTPUCETMEHTHO, TaK M MeKcerMeHTHO. CerMeHT ceTu — (hu3myeckoe
o0benuHeHne xoctoB (TexHuuyeckux cpencts WCII[IH wiM KOMMYHHMKALMOHHBIX 3JIEMEHTOB,
uMmeroux cereBoi anpec). Hampumep, cerment WCIIJIH o00pa3yeT COBOKYNHOCTb XOCTOB,
MOJKIIOUYEHHBIX K CepBepy M0 cxeme «oOmas MmHMHa». B ciydae, korja wHMeeT MeCTo
BHYTPUCEIMEHTHAsl yIrpo3a, HapyIlIUTEIb UMEET (PU3NYECKUI JOCTYN K anmapaTHBIM 3JIE€MEHTaM
UCIIAn. Ecniu uMeeT MeCTO MEXXCErMEHTHasl yrpo3a, To Hapymurens pacnonaraerca BHe UCI/H,
peanusys yrposy u3 apyroi cetv uiam u3 apyroro cermenta MCII/IH.

6. YpoBEHb JTAJIOHHOM MOJEIN B3aUMOJICHCTBUSA OTKPBITHIX crcTem’ (ISO/OSI), Ha
KOTOpPOM peanusyercsa yrposa. [lo sromy mnpu3Haky yrpo3a MOKET peaau30BBIBATBCS Ha
(bu3nYecKkoM, KaHaJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, NPEICTABUTEIBHOM U MPUKIATHOM
ypoBue monenu [SO/OSI.

7. CooTHoIIeHUE KoM4ecTBa HapymuTenei u anemenToB MCII/IH, OTHOCUTEIbHO KOTOPBIX
peanusyercss yrposa. Ilo sToMy mnpu3HaKy yrpo3a MOXKET OBITh OTHECEHa K KIacCy yrpos,
peau3yeMbIX OJHHMM HApyUIUTEJIEM OTHOCUTEIBbHO OJHOro TexHudeckoro cpenacrsa MCIIIH
(yrpoza «oguH K OJHOMY»), Cpa3y OTHOCHUTEIbHO HECKOJbKUX TexHuueckux cpencts WCIIIx
(yrpo3a «OAMH KO MHOTMM») WIM HECKOJBKMMHU HapyLIMTENIMU C pa3HbIX KOMIIBIOTEPOB
OTHOCHUTEIIFHO OJIHOTO WJIM HecKOoNbkuXx TexHuueckux cpeacts MCII[IH (pacnpeneneHHble Win
KOMOWHHMPOBAHHBIE YTPO3BI).

C yyeroM MpOBEACHHOW KiIacCU(UKAIMM MOXKHO BBIJCIUTH CEMb HamOOIee YacTo
peaNn3yeMBbIX B HACTOAIIEE BPEMS yIPO3.

1. Ananu3 ceteBoro Tpaduka (pUCyHOK 6).
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' Mexnynapognas Opranmsamus 1o Crammaprusamuu (ISO) npumsma crampapr ISO 7498, onmchiBarommii

B3auMOJieHicTBHE OTKPBITHIX cucteM (OSI).
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Pucynoxk 6. Cxema peanuzariu yrpo3bl « AHAJIN3 CETEBOT0 Tpadukay

Orta yrpo3a peanu3yercs C NOMOLIbK CIEHUAIbHON NpPOrpaMMbl-aHAIN3aTOpPa IAKETOB
(sniffer), mepexBaThIBaIONIEH BCE MAKETHI, IEPEaBacMbIe 10 CETMEHTY CETH, U BBIIEISIONIEH cpean
HUX T€, B KOTOPBIX NEpeNaloTcs UICHTU(DUKATOP MOIb30BaTeNs U €ro napoiyib. B xone peanuzanuu
yTPO3bl HAPYIIUTENb U3Y4YaeT JIOTUKY pabOThl CETH — TO €CTh CTPEMUTCS MOJYYUTh OJHO3HAYHOE
COOTBETCTBUE COOBITHI, IPOUCXOAIINX B CUCTEME, U KOMaH/I, IEPECHUIAEMBIX IIPU 3TOM XOCTaMH,
B MOMEHT TIOSIBJICHHS JaHHBIX COOBITHI. B mampHeiimeM 3TO MO3BOJISET 3JIOYMBIIUICHHUKY Ha
OCHOBE 33J]JaHUsl COOTBETCTBYIOIIMX KOMAHJI MTOJIYYUTh, HAIIPUMEP, TPUBUIETUPOBAHHBIE MPaBa HA
JIEUCTBUS B CUCTEME WJIM PACHIMPUTH CBOM MOJHOMOYHS B HEH, IEPEXBATUTh IMOTOK MEPEIaBAEMbIX
JAHHBIX, KOTOPBIMH OOMEHMBAIOTCS KOMIIOHEHTHI CETEBOM OIEPAllMOHHOW CHUCTEMBI, IS
M3BJICUYCHHUS  KOH(MUICHIMATBHON WM  WACHTU(PUKAIMOHHOW  uH(popManuu  (Hampumep,
CTaTUYECKHUX MapOoJed MOJb30BaTeNe I AOCTyINa K yJaJe€HHbIM XocTaM 1o npoTtokonam FTP u
TELNET, He mpenycmarpuBatomum mudpoBaHue), ee mogMeHbl, MOJUGUKALINN U T.11.

2. CKaHUpPOBAHUE CETH.

CymHoCTh mpoliecca peajiu3allid yTpo3bl 3aKJIIOYAETCs B IEpelade 3alpoCcOB CETEBBIM
cayk6am xoctoB WCII[IH w anamm3e oTBEeTOB OT HuX. Llenb — BBISBICHUE HCIONIB3YyEMBIX
MIPOTOKOJIOB, JOCTYMHBIX MOPTOB CETEBBIX CIyXk0, 3aKOHOB (DOPMHUPOBAHUS HACHTU(UKATOPOB
COCZIMHEHUI1, ONpe/elIeHne aKTUBHBIX CETEBBIX CEPBHCOB, MOAOOP HACHTU(UKATOPOB U Maposen
I0JIb30BaTENEH.

3. Yrpo3a BBISIBIICHUS TTApOJIs.

Henp peanuzauuu yrpo3sl coctout B noiyuenun HCJ/] mytem mpeoposieHus mapojabHOM
3aIUTHl. 3JOYMBIIUIEHHUK MOXET PEaJM30BbIBATH YIpO3y C IOMOIIBIO LENOr0 psjia METOJOB,
TaKUX Kak MPOCTOW mepedop, mepedop ¢ HCIOJIb30BAHWEM CIEIHATBHBIX CIIOBAapeil, yCTaHOBKa
BPEIOHOCHOW TPOTpaMMBbI JUIsl TepexBaTa MapoJjs, MOAMEHa jJoBepeHHoro obwvekrta cetu (IP-
spoofing) u mepexBar makeToB (sniffing). B ocHOBHOM ansi peanu3anuu yrpo3bl HCIONb3YIOTCS
CHEIMAIbHbIE IPOrpaMMBbl, KOTOpPbIE NBITAIOTCA MOIYYUTh JOCTYl K XOCTYy IIyTeM
MOCJIEZIOBATENBHOrO MMoA0Opa naposeid. B ciydae ycrnexa, 3710yMBIIUIEHHUK MOXKET CO3AaTh JUIs
cebst «mpoxoa» Juisi OyIyllero noctymna, KOTOpbld OyaeT IeHCTBOBaTh, Ja)K€ €CIU Ha XOCTe

M3MEHUTH MapoJib JOCTyIA.
4. TlomMeHna JOBEpPEHHOTO0 OOBEKTA CETH U Tepeaayda Mo KaHajaM CBS3H COOOIIECHUN OT €ro
UMEHH C TIPUCBOCHUEM €r0 TpaB J0cTyna (PUCYHOK 7).
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Pucynok 7. Cxema peanuzauuu yrpo3sl «I[logmena 10BepeHHOro 00beKTa CeTH»
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QITOPUTMBI UACHTU(DHUKAIIMN U ayTeHTU(UKAIIMKU XOCTOB, Mosb3oBareneil u T.4. [lon noBepeHHBIM
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00BEKTOM TOHUMAETCSI OOBEKT CETH (KOMIBIOTEpP, MEKCETEBOM 3KpaH, MapIIpyTHU3aTOp U T.IL.),
JIeTaJIbHO MOJIKIIOUYEHHBIN K CepBepy.

MoryT OBITH BBIJICICHBI JIB€ PAa3HOBHIHOCTH MpOIecca peau3aliii YKa3aHHOW YTpO3BI: C
yYCTaHOBJICHHEM U 0€3 yCTaHOBJICHUS BUPTYaJIbHOI'O COEMHEHUSI.

[Ipomecc peanu3anuu ¢ yCTaHOBJICHHEM BUPTYaIbHOTO COCIMHEHHS COCTOUT B NMPHCBOCHUH
IIpaB JIOBEPEHHOTO CYyOBEKTa B3aUMOAEUCTBHUS, YTO MO3BOJISIET HAPYIIUTENO BECTH CE€aHC paboThI ¢
O00BEKTOM CEeTH OT MMEHH JIOBEPEHHOTro CyOBeKTa. Peanm3anmsi yrposbl JaHHOTO THIa Tpedyer
MIPEOI0TICHUS CHCTEMBbI UIeHTU(DUKAIIN
1 ayTeHTH(UKAIK coo0IeHni (Hanpumep, ataka rsh-ciry:x0o61 UNIX-xocTa).

IIponecc peanuszanuu yrpo3sl 0e3 yCTaHOBJIEHHS BUPTYaJIbHOI'O COCIMHEHHS MOXKET UMETh
MECTO B CETSIX, OCYLICCTBISIFOIIMX HWICHTHU(PHUKAIMIO TEePEeaaBaeMbIX COOOIIEHUH TOJIBKO TIO
ceTeBoMy aapecy ormpaButels. CyIIHOCTh 3aKJIOYaeTcs B IepeAaye CiIy>KeOHbIX COOOILEHHH OT
UMEHH CETEeBBIX YIPABISIOMIMX YCTPOWCTB (Hampumep, OT HMMEHH MapUIpyTHU3aTOpoB) 00
U3MEHEHUHM MapLIpyTHO-aJpecHbIX JaHHbIX. Ilpu 3TOM HEoOXOaMMO HUMETh B BHUAY, UTO
€IMHCTBCHHBIMH WACHTU(HUKATOpaMu aOOHEHTOB W coeamHeHus (o mpotokony TCP) sBusrorcs
nBa 32-OutHbix mapamertpa Initial Sequence Number — ISS (Homep mnocnenoBarenbHOCTH) U
Acknowledgment Number — ACK (Homep moxnrBepxaenust). CiaenoBarenbHo, Ui (OPMUPOBAHUS
noxHoro TCP-makera HapyIIMTeN0 HEOOXOAUMO 3HATh TEKyIIHE HACHTHU(PHUKATOPHI A JAHHOTO
coennuenns — ISSa u ISSb, rae:

ISSa — HekoTopoe 4YHCIIEHHOE 3HAYEHHUE, XapaKTEPU3YIOIIEe IOPSAKOBBIA HOMED
ornpasisiemoro TCP-nakera, yctanasnuaemoro TCP-coenuHeHMs, THUITUUPOBAHHOTO XOCTOM A;

ISSb — HekoTopoe uUHCIEHHOE 3HAuYCHUE, XapaKTepu3ylollee IOPSIKOBBIA  HOMEp
otnpasngemoro TCP-nakera, ycranaBnuaemoro TCP-coenmHeHus, ”HUIIMMPOBAHHOTO X0cTOM B.

3navenne ACK (Homepa moarBepkaeHusi ycranoBiaeHus: TCP-coennHeHus) onpeaenseTcs
KaK 3HaueHHE HOMEpa, MOJYYEHHOTO OT pecrnoHjaeHTa ISS (Homep mocienoBaTenbHOCTH) IUTIOC
enuanna ACKb = ISSa+1.

B pesynbraTe peanuszanuu yrpo3sl HapyLIUTEIh MOJYyYaeT MpaBa JOCTYIA, YCTAHOBIECHHbIE
€T0 TOJIb30BaTEINIEM IS JOBEPEHHOT0 a00HEeHTa, K TexHndeckoMy cpenctBy UCIT/IH — nenun yrpos.

5. HaBsi3pIBaHME JI0’KHOT'O MAapUIPyTa CETH.

JlaHHast yrpo3a peajn3yercs OJHUM M3 JIByX CHOCOOOB: IyT€M BHYTPHUCETMEHTHOTO WM
MEXCETMEHTHOTO0 HaBsA3bIBaHHUA. BO3MOXXKHOCTH HaBSI3bIBaHMS JIO)KHOTO MaplipyTa OOyCIIOBJIEHA
HEJOCTaTKaMH, MPHCYIIMMHU aJrOpUTMaM MapHIpyTHU3aluu (B YaCTHOCTH, H3-3a IPOOJIEMBI
UACHTU(DUKAIINA CETEBBIX YIPABISIOMIMX YCTPOWMCTB), B pE3yJbTaTe YEro MOXHO TOMACTb,
HarpuMep, Ha XOCT WIHM B CETh 3J0YMBIIUICHHHKA, /1€ MOKHO BOWTH B ONEPALMOHHYIO CpEry
TexHuyeckoro cpeacrsa B  cocrae  MCIIJIn. Peamu3aums  yrpo3sl  OCHOBBIBAeTCS
Ha HECaHKITMOHMPOBAHHOM HCITOJIb30BaHUU TPoTOKoJoB Mapmpytuzanuu (RIP, OSPF, LSP) u
yIIpaBJICHUSA CETBhIO (ICMP, SNMP) JUTS BHECECHUS U3MEHEHUN
B MapuIpyTHO-aapecHble Tabmuubl. [Ipy sTOoM HapymmTento HEoOXOJUMO MOCJIaTh OT HMEHH
CETEeBOTO YMPABJISIONIETO yCTPOMCTBA (HampuMmep, MapUIpyTH3aTopa) yHpapBlsioliee COOOIIeHHe
(pucynku 8 u 9).
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1. Tlepenava HapymuTeneM Ha XocT 1 10kHOTO coodrenust no nporokoiay ICMP Redirect ot
HMMEeHH MapIipyTu3aropa 1 06 u3MeHeHH! TalIuIIbI

%) _%— HWHrepuer

|
JloxHoe cooblieHne Cepsep

ICMP Redirect top.secret.com

Mapmpytusarop 1 Mapuipytu3zarop 2

@6@
(7

Xocr 1 Xoct 2 XocT HapymmTens

2. ITakeTsl Ha top.secret.com HaPaBIIAIOTCS HA HECYIIECTBYIOIMIA MapIIpyTU3aTop (XocT 2), a
ClIeZIOBATEIIbHO, CBA3b C top.secret.com HapyIaeTcst

%_ e _%7 Wnrepuer

MapmpyTuzatop 1 MapupyTtuzaTtop 2 |

A\ 4

Tabmuna
MapIIpyTH3ALHH

top.secret.com:
gateway=xocT 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu ataku «HaBsi3piBaHME J10)KHOTO MapuIpyTa» (BHyTPUCETMEHTHOE) C
ucnosap3oBanueM nportokoia ICMP ¢ nenbto HapyiieHus cBs3u
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Pucynok 9. Cxema peanuzanuu yrpossl «HaBsizpIBaHHE JI0)KHOTO MapuIpyTa» (MEXCErMEHTHOE) €
IENIBI0 TIepexBaTa Tpapuka

6. BHenpeHue 10KHOro 0ObEKTa CETH.

Ota yrpo3a OCHOBaHA Ha MCIMOJB30BaHUU HEOCTATKOB aIFTOPUTMOB yIaJI€HHOTO Moucka. B
ciydae, eciii OOBEKTHl CETH HW3HAYAIbHO HE HMMEIOT aJIpecHON HWH(OpMAIUu Ipyr O Ipyre,
WCIIONIB3YIOTCSA pa3lInyHbIe MPOTOKONBI yAaleHHoro moucka (Hampumep, SAP B cerax Novell
NetWare; ARP, DNS, WINS B cersx co crekom mporokonoB TCP/IP), 3akmouaromiuecsi B
nepefade MO CETH CIHEIUATbHBIX 3alpoCOB M IOJyYCHMH Ha HUX OTBETOB C HMCKOMOW
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nHpopmanmeii. [Ipm 3TOM CymiecTByeT BO3MOMKHOCTH TI€pexXBaTa HApYLIMTEIEM MOUCKOBOTO
3arpoca M BbIJaud Ha HEro JIO)KHOT'O OTBETA, UCIOJIb30BaHUE KOTOPOro MPHUBEAET K TpeOyeMomy
W3MEHEHHIO MAapIIpyTHO-apECHBIX [aHHBIX. B nanpHeilmeM Bech MOTOK HMH(OPMAIUH,
aCCOLIMMPOBAHHBINA ¢ 0OBEKTOM-KEPTBOU, OYJIET MPOXOJUTH Uepe3 JIOKHBIH 00BEKT CeTH (PUCYHKU
10 - 13).

1. ®aza oxuganns ARP-3ampoca

&
ATakyomuit rllpocnyumBaeT Mapmpytuzarop
KaHaJl, 0’KU1as repeiaqy
ARP-3anpoca >
S @; HNurepner

Xocr 1 XocTt 2 Xoct N

XoCT HapyIIHTeIs

2. ®aza peanu3alnuy yrpo3bl

N

Xocr nepezaer ITepexsatus ARP-3ampoc, Mapupyrusarop
ARP-3anpoc aTaKyIOIUHA NepeaeT JIOKHbINA

HNurepuer

XOCT HapyIIUTEINs

3. ®a3a nmpuema, aHalu3a, BO3JEHCTBHS U IIepe/lauu NepexBaueHHOH nHpopmanuy Ha
noxxHoM ARP-cepsepe

g Mapupytuszarop
Cas3p x0cTa 1 %

MapIpyTH3aTOPOM HPOUCXOIUT
yepe3 10>kHbII ARP-cepsep

|
|
|
|
|
| HNurepner
|
|
|
|
|

JIoxXHBIM
ARP-cepsep

Pucynok 10. Cxema peanuszanuu yrpo3sl «Baenpenne noxunoro ARP-cepsepa»
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1. ®a3a oxxupnanus atakyonmM DNS-3anpoca ot xocta | (atakyromuiit HaxXoAuTCs TUO0 HA XOCTe
HapymmTens 1, 1o Ha XxocTe HapymuTess 2)

Cepsep /\
% top.secret.com [N
MapipyTuzatop N
MapmpmiaTop Mappytuzatop v
DNS-cepsep
Xoct HapymmTens | Xoct HapymmTens 2

2. ®a3za mepegadu aTaKyromuM J0xHoro DNS-oTBeTa (aTakyronuii HaXOIUTCS JTHOO0 Ha XOCTe
HapymmTens 1, mubo Ha XxocTe HapymuTens 2)

. §
MappytuzaTop Cepgep top.secret.com
JloxHbIit 0
DNS-3anpoc Tosueii  Mapmpyrusarop Mapupyrtuzarop DNS-orer

@ @ DNS-otBet DNS-cepsep

Xocrt 1 XOCT 2

Xoct HapymmTens | Xoct HapymmTens 2

3. ®a3a npuema, aHaIM3a, BO3ACHCTBUS U NIEpeAady IIepexBadeHHON HH(OpMAaIMK Ha JIOKHOM cepBepe

|

|

|

|

%/ Y1
|

|

|

|

|

|

|

|

|

|

|

i

|
4

</o//j
|
|

NS

MapurpyTusatop Cepgep top.secret.com

(/e

MapmpyTI/BaTop Mapuipytusarop

DNS-cepBep

XoCT HapymuTes 2

Pucynok 11. Cxema peanuzaiuu yrpo3sl «Buenpenue noxHoro DNS-cepBepa» myTem nepexsaTa
DNS-3ampoca
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1. Hapymmwurens nepenaer HanpasieHHbIH mTopM DNS-oTBeTOB Ha XO0CT 1

MapmpyTtuzarop

Cepgep
top.secret.com
IITopM 10XKHBIX

% oo WS-OTBeTOB oT
«%g g Q umenu DNS-

g
A{%’@} ~ | Mapmpyrtusarop MapumpyTnsarop  cepgena na xocer 1

MapmpyTuzarop

DNS-cepsep

£8

JloxHblii cepBep
(xoCT HapymIUTENT)

2. Xocr 1 nocsutaer DNS-3anpoc u HeMenneHHo 1oiry4yaet J10kHblii DNS-oTBeT

MapuipyTtuzarop

MapuipyTtusarop

top.secret.com

[IITop™m JOXKHBIX

% ees S-0TBETOB OT
T % M nmenn DNS-
N4 apuIpyTU3aTop
DNS-3anpoc‘éj¢’» MapmipyTtuzarop cepsepa DNS-cepep

@

o

Xocr 1 Xoct 2 JIo>XHBIN cepBep

(XOCT HapyIIUTeNs)

3. ®a3a npuema, aHaIu3a, BO3JICHCTBUS U Nepelavyr IIepeXBauYeHHON HHPOPMAIIMK Ha JIOXKHOM CEepBEPE

o Mapuipytuzarop
I XS o
? epBe
MapupyTusarop S top.sefret.l?:om
MapiipyTi3zarop MapuipyTtusaTtop

DNS-cepBep

JloxHb1l cepBep
(xocT HapyLIMTeNs)

Pucynok 12. Cxema peanuszanuu yrpo3bl «BHeApeHue 10xHoro DNS-cepBepay myTem mropma

DNS-0TBETOB Ha KOMIBIOTEP CETH
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1. HapymmTens co3aeT HanmpaBiIeHHbIH ITOPM JI0KHBIX DNS-0TBETOB OT IMEHH OJTHOTO M3 KOPHEBBIX
DNS-cepBepoB u npu 3TOM IPOBOLUPYET ITOT CEPBEP Ha OTBET, nockuiast Ha Hero DNS-3anpoc

% Hrreprer

\'~
MapupyTuzarop

Xocr 1 |
: < N cee &
F‘k}.&ﬁ A 53 %

Maprupyrusarop Mapipytuszarop MapuipyTusatop

- DNS-3anpoc Ha OHCK —& Kopuesoi
top.secret.com DNS-cepsep

XOCT HapylIuTes

DNS-cepsep

2. DNS-cepsep nepenaetr DNS-3anpoc Ha kopHeBoit DNS-cepBep 1 HeMenneHHO noayyaeT J0kHblii DNS-0TBeT oT
aTaKyIOIIETOo

@g @ r) Hnrepner
% Mapupytuzatop Cepaep
Xocr 1 % | ot
< S coe 5
Mapi;pmiaTop Ma Mapupyrtuzarop
pIIPYTH3ATOP

aa

DNS-3amnpoc
< HampagiieHHbI IITOPM
‘:: noxHeix DNS-oTBeTOB
X 0T UMEHU KOPHEBOTO Kopnesoii
DNS-cepsepa
DNS-cepaep pBep DNS-cepgep

XocCT HapymuTeNs

3. Xoct HapymmTens u3MeHseT Kam-radauiyy DNS-cepBepa u odecrieurBaeT NpoxoxkeHUe Tpauka yepes3
noxuselii CepBep top.secret.com

S 5
S ‘ S
X to S:c?:pcom * X oxubIil CepBep
P- ’ top.secret.com
R 5 DNS HaTepner _«— DNS-3anpoc Ha nouck
UL TabIHMHA LIRS TOP.SECRET.COM
cepBepa
top.secret.com: DNS-0TBeT ¢ JIOKHBIMU
IP agpec aTakyroiiero CBEJICHUSIMHU O XOCTE N
P ! TOP.SECRET.COM Mapuipymisatop
DNS-cepsep
Xocr 1

Pucynok 13. Cxema peanuzanuu yrpo3sl «Baenpenue noxnHoro DNS-cepepa» myTem mropma
DNS-otBetoB Ha DNS-cepBep
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7. OTKa3 B 00CIy)KUBAHHH.

OTH yrpo3bl OCHOBaHbl Ha HEAOCTATKaX CETEBOr0 IMPOrPaMMHOI0 OO0ecledyeHus, €ero
ySI3BUMOCTSIX, IO3BOJISIIOIIMX HApyILIMTEII0 CO3AaBaTh YCJIOBMS, KOI/Ia ONEpallMOHHAs CHCTEMa
OKa3bIBAETCs HE B COCTOSTHUM 00paldaThIBaTh MOCTYHAIOIIUE MTAKETHI.

MoryT OBITH BbII€JIEHBI HECKOJIBKO PA3HOBUIHOCTEN TAKUX YIpoO3:

a) CKpBITBIN OTKa3 B OOCIY>KMBaHWHM, BbI3BaHHBIN npuBiedeHuemM yactu pecypcoB UCIIx
Ha o0O0pa0OTKy MAaKeToB, I€PElaBa€MbIX 3JIOYMBIIIJIECHHUKOM CO CHI)KEHHEM IPOITyCKHOM
CIOCOOHOCTH KaHAJIOB CBSI3H, IPOU3BOAUTEIIEHOCTH CETEBBIX YCTPOMCTB, HapyIlIeHUEM TpeOoBaHUN
KO BpeMeHH 00paboTKu 3ampocoB. llpumepamu peanm3anmuy yrpo3 MOJOOHOTO poja MOTYT
CIIy>)KUTh: HalpaBJIEHHBIH IITOPM 3x0-3ampocoB no mpotokony ICMP (Ping flooding), mropm
3arpocoB Ha yctanoBienue TCP-coemunennii (SYN-flooding), mropm 3anpocoB k FTP-cepsepy;

0) sBHBIH OTKa3 B OOCITyXMBAaHUH, BBI3BAHHBIA wHcuepnanueM pecypcoB MCII[IH npu
00paboTKe MAaKeTOB, IEPENaBACMbBIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH TOJOCHI IMPOITYCKAHUS
KaHaJIOB CBSI3M, MEPENOHEHNE Ouepeeil 3ampocoB Ha OOCIyKHBaHHUE), IPU KOTOPOM JIeTaJIbHbIE
3ampochkl HE MOTryT OBbITh MepefaHbl 4Yepe3 CETh H3-3a HENOCTYIHOCTH Cpeabl Nepenadyu Jnbo
MOJy4yaloT OTKa3 B OOCIYyXMBAaHHMU BBUJY TIIE€PENOJHEHUs Ouepeleil 3ampocoB, AUCKOBOTO
MpOCTpaHCTBA MaMsATH M T.1. [lpumepamu yrpo3 [aHHOTO THUIA MOTYT CIYKUTh IITOPM
mupokoBemarenbHblx  [CMP-3x0-3anpocoB  (Smurf), HanmpaBiennslid mtopMm  (SYN-flooding),
IITOPM COOOIICHHIA TOYTOBOMY cepBepy (Spam);

B) SIBHBI OTKa3 B 0OCITy’)KHUBAaHUH, BbI3BAHHBIN HapyIIEHUEM JIOTHYECKOM CBSI3HOCTH MEXIY
texuudyeckumu cpeacramu MCIIIn npu nepenaue HapymmTeleM YHpaBISIONIMX COOOIICHUN OT
UMEHU CETEBBIX YCTPOMCTB, IIPUBOJALINX
K HM3MEHEHHIO  MapImIpyTHO-aJIpecHBIX  maHHbIX (Hampumep, ICMP  Redirect Host,
DNS-flooding) win nneHTHGUKAIMOHHON U ayTeHTU()UKALMOHHON HHpOpMaLUH;

T) sBHBI OTKa3 B OOCIY’>KMBaHUM, BbI3BaHHBIN Mepefaueil 3710yMBIIUIEHHUKOM MAaKETOB C
HecTaHJapTHeIMU aTpubytamu (yrpos3sl tuna «Land», «TearDrop», «Bonk», «Nuke», «UDP-
bomb») win UMeONUX ATUHY, MPEBHIIIAIONTYI0 MAKCUMAIBLHO JOMYCTUMBIN pa3zMmep (yrposa Tumna
«Ping Deathy»), 4T0 MOXeT mpuBecTH K COOI0 CETEBBIX YCTPOWCTB, YYaCTBYIOIIUX B 00paboOTKe
3aMpocoB, MPH YCJIOBUU HATU4YMs OMMOOK B MPOTrpaMMax, pealu3yIOIIUX MPOTOKOIBI CETEBOIO
oOMeHa.

Pe3ynbraToM peanu3anuu TaHHOW YIpo3bl MOXET CTaTh HapylleHHe paboTOCIIOCOOHOCTH
COOTBETCTBYIOIICH CITy»ObI npeaocTaBieHus ynaiaenHoro gocryna k [1JIx B UCII/Ix, nepenaya c
OJIHOTO ajpeca TaKOro KOJMYECTBA 3allpOCOB HA IMOAKIIOYEHHE K TEXHUYECKOMY CpPEICTBY B
cocrae MCII/lH, kKakoe MaKCHMaJbHO MOXET «BMECTHTHY» Tpaduk (HAmpaBICHHBIA «IITOPM
3aIpocoBy»), UTO BJIEYET 3a COOOM MEepEeroIHEHNEe Ouepeau 3allpoOCOB M OTKA3 OJHOW M3 CETEBBIX
CJIy>)k0 WJIM MOJHYIO OCTaHOBKY KOMIIBIOTEPA M3-32 HEBO3MOXHOCTH CHUCTEMBI 3aHUMATbCS HUYEM
IpyTuM, Kpome 00pabOTKH 3aIPOCOB.

8. Y nasieHHbIi 3aIyCcK MPUIIOKEHUH.

VYrpo3a 3akmrodaercs B cTpeMieHuM 3amyctuth Ha xocre MCII[H pasnnunble
IIPEIBAPUTEIIBHO  BHEIPEHHBIE BPEIOHOCHBIE MPOrpaMMbl: INPOTrPAMMBI-3aKIAJAKH, BUPYCHI,
«CeTeBBIC LIMHOHBD), OCHOBHAS 11€J1b KOTOPHIX — HapyIlIeHHe KOH(PHUICHIMAIbHOCTH, LIEJTOCTHOCTH,
JIOCTYITHOCTH HWH(pOPMAIMK W TIOJHBIA KOHTPOJL 3a paboTtoi xocta. Kpome TOro, Bo3MOXeH
HECAaHKLMOHUPOBaHHBIN 3aI1yCK MIPUKIIAIHBIX IIpOrpaMm I10JIb30BaTENIeH JUIS
HECAaHKIIMOHUPOBAHHOIO IOJTY4YEHUs HEOOXOJMMBIX HAPYIIMTENII [JaHHbBIX, [UId 3aIyckKa
YIPABJISIEMBIX IIPUKIIAIHOU IPOrPaMMOM IIPOLIECCOB U IP.

BrIaernsoT Tpy noakiacca JaHHbIX yIpos:

1) pacipoctpanenue (aiinos, coaepKauXx HeCAHKIIMOHUPOBAHHBINM UCTIOTHAEMBIH KOJT;

2) yoaneHHbIN 32y CK MPHIOKEHHUS ITyTeM TepernoaHeHus Oy depa MpuiaoKeHUi-CepBEPOB;

3) ylaneHHbI 3alyCcK IPWIOKEHHS IYTEM MCIOJIb30BaHUS BO3MOXHOCTEH YJAJIEHHOTO
YIPAaBIEHUS CHCTEMOH, IPEAOCTABISIEMBIX CKPBITBIMA IIPOIPaMMHBIMM W allapaTHBIMH
3aKJIaJIKaMH JTU0O0 UCTIOIb3YEMBIMHU IITATHBIMH CPEJICTBAMH.
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Tunosble yrpo3bl NEPBOrO W3 YKa3aHHBIX IOJKJIACCOB OCHOBBIBAIOTCS HAa aKTHBHU3ALUU
pacrpocTpaHsieMbIX (ailiioB npu ciydaiiHoM oOpaieHuu Kk HUM. [Ipumepamu takux (aiiiaoB Moryt
CITy’KUTh: (haiiimbl, cofeprKamie MCIONHAEMBIA KO B BHJIE MaKpoKoMaHJ (IOKyMeHThl Microsoft
Word, Excel u T.m.); html-moxymeHTbI, coaep:kamiie HUCHOTHSEMBIH KOJ B BHUAEC 3JIEMEHTOB
ActiveX, Java-ammuieToB, MHTEPIPETHPYEMBIX CKPUNTOB (Hampumep, TeKCcThl Ha JavaScript);
¢ailnel, coaepxaliue HCIOMHSAEMble KOJbl mporpamm. Jlyis pacmpocTpaHeHus (ailiioB MOryT
HCIIOJIb30BAThCS CITyKObI JIEKTPOHHOM MOYTHI, Tepeaayuu ¢ailyioB, ceTeBoi (aiioBoil CUCTEMBI.

IIpu yrpozax BTOpOro MojKJIacca HCHOJB3YIOTCS HEJOCTAaTKH MPOTpaMM, pean3yIOIINX
CEeTeBbIC CEPBHCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTpOJs mepenonHeHus Oydepa). Hactpoiikoi
CHUCTEMHBIX PErMCTPOB MHOTAA YJAeTCsl MEPEKIIOYUTh MPOLIECCOpP MOCIE NMPEePhIBAHNS, BEI3BAHHOTO
nepenoiHeHneM Oydepa, Ha HCIIOTHEHNE KOJa, COMEpIKaIerocs 3a rpanunei oydepa. [Ipumepom
peanu3alyy TaKo Yrpo3bl MOXKET CIIyKMTh BHEIPEHHE IIUPOKO U3BECTHOTO «BHpYyca Moppucay.

[Ipn yrposax TpeTbero mnojkiacca HapyLIUTENb HCIOJIb3YEeT BO3MOXKHOCTH YJaJI€HHOIO
yIpaBJIEHUS] CUCTEMOM, NPEOCTaBIIIEMbIE CKPBITBIMU KOMIIOHEHTAMU (HAIpUMeEp, «TPOSHCKUMUI
nporpammamu THrma Back Orifice, Net Bus) nu0o mTatHBIMH CpeICTBaMHU YIIPABICHHUS W
aIMUHUCTpUpoBaHus KommbloTepHbIXx ceredl (Landesk Management Suite, Managewise, Back
Orifice u 1. 1.). B pe3ynbrare WX UCIONB30BaHUS yNACTCS JOOUTHCS yNAJICHHOTO KOHTPOJS Hal
CTaHIIMEN B CETH.

CxemMaTHYHO OCHOBHBIE 3TaIlbl pa0OTHI ATUX MPOrPAMM BHITJISIAT CIASAYIOLUUM 00pa3oM:

WHCTAJUIALUS B IAMSATH;

OXKUJaHHE 3arpoca € YJAJIEHHOTO XOCTa, Ha KOTOPOM 3allylleHa KIMEHT-IporpaMmma, U
0oOMeH ¢ Hell COOOLIEHUIMHU O TOTOBHOCTH;

nepenaya rnepexBaueHHON MHQOpMaIK KIMEHTY WM IPEIOCTaBIEHUE €My KOHTPOJIS Hal
aTaKyeMbIM KOMITbIOTEPOM.

Bo3MoKHBIE TIOCTECTBHS OT peaTu3alliy YTPO3 Pa3IMIHBIX KIIACCOB IPUBEACHBI B TAOIHUIIE

3.
Tabnuua 3
Bo3moskHbBIE TOCIIEICTBUS peaau3aliy yrpo3 pa3InyHbIX KJIACCOB
Ne
o/ Tun aTaku Bo3Mo:KkHBIE TTOCTIEACTBUSA
1 AHaIN3 ceTeBOro Tpa(bHKa Uccnenopanne XapaKTCPUCTUK CECTCBOTO Tpa(bm(a,
nepexBaT MepelaBaeMbIX [aHHBIX, B TOM YHCIE
UICHTU(PHUKATOPOB ¥ MapoJIeld T0Ib30BaTENeH
2 CKaHI/IpOBaHI/Ie ceTu OHpeIlCHeHI/Ie IIPOTOKOJIOB, IOCTYIIHBIX IIOPTOB
CETeBBIX  CIyk0, 3aKkOHOB  (opmMHpOBaHUS
UACHTH()HUKATOPOB COCTMHCHMI, AKTHBHBIX
CETEeBBIX CEPBHUCOB, UIECHTU(PUKATOPOB U Mapoieit
T10JIb30BaTeICH
3 |«ITaponbHas» aTaka Brimonnenue 11000r0 A€CTPYKTHUBHOTO JEUCTBUSA,
CBSI3aHHOTO c MOJTyYeHUEM

HCCAHKIMUOHHUPOBAHHOI'O AOCTYyIIa

4  |TlomMeHa noBepeHHOTO 00beKkTa cet |VI3MEHEHHME Tpacchl TPOXOXKACHUs COOOLICHHUI,
HECAaHKI[MOHHUPOBAHHOE HW3MEHEHHUE MapIIPYyTHO-

AAPECHBIX JaHHBIX. HecaHKHI/IOHI/IpOBaHHHﬁ
A0CTYyIl K CCTCBBIM pECypCaM, HaBA3LIBAHUC
JIOXKHOM I/IHq)OpMaI_[I/II/I

5 Hassa3sIBaHue JIOKHOTO Maplpyrta HCC&HKHI/IOHHPOB&HHOG HU3MCHCHUC MapUIpyTHO-
AApPCCHBIX JaHHBIX, aHaJIu3 H MO,Z[I/I(I)I/IKB.L[I/IH
nepeaaBacMbIX OaHHBIX, HABA3BIBAHHUC JIOXKHBIX
COO0O0IIIEeHU
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6 Buenpenue 10%HOTO 00bEKTa CETH ITepexsar u IpoCMOTP Tpaduka.
HecankunoHMpoBaHHBI  JOCTYN K  CETEBBIM

pecypcam, HaBsI3bIBaHHE JIOKHOW HHDOpMaIu

7 Yactuubgoe HcUeprianme CHIKCeHUE HpOHYCKHOfI CIIOCOOHOCTH KaHAJIOB
pecypcoB CBSI3U, MPOU3BOJIUTEIBHOCTH CETEBBIX YCTPOMCTB.
CHIKeHHEe  TPOU3BOAMTENIBHOCTH  CEPBEPHBIX
MIPUIIOKEHU N
E ITonHoE ycuepraHue HeBo3MOXHOCTH TIepenadu CoOOIIeHUN u3-3a
S [pecypcos OTCYTCTBMS JOCTyIla K Cpele Iepenadd, OTKa3 B
§ YCTaHOBJICHUU COCIMHEHUSL. Ortka3 B
B MPEIOCTaBICHUH CepBUCa (JIEKTPOHHON TOYTHI,
Léé ¢aiinoBoro u T.1.)
2 (Hapymrenue norudeckoii|HEeBO3MOXKHOCTh  mepefaud, COOOIIEHUH U3-3a
g CBA3HOCTH MeX Ty |OTCYTCTBHSL KOPPEKTHBIX MAapIipyTHO-aJAPECHBIX
S aTpubyTamu, JTaHHBIMH, |[JaHHBIX.  HEBO3MOKHOCTH  MOJIyYEHHs  YCIIyT
00BbeKTaMHI BBUJly  HECAHKIIMOHUPOBAHHON  Moaudukanuu
UACHTU()UKATOPOB, MAPOJIeH U T.1.
WcnonbsoBanne  omwmnbok B Hapyuenne paboTocrnocoOHOCTH CETEBBIX
lporpaMMax YCTPOICTB
8 Ilyrem paccbuiku  (aiiios, |Hapymenue KOH(QHACHIMAIBHOCTH, 1IEITOCTHOCTH,
COoACpKaIlnX JOCTYITHOCTH MH(POpMAIUN
5 |ACCTPYKTUBHBIH
T |MCIIONHAEMBIH KOJ, BUDYCHOE
§ 3apakeHue
= [IIyrem [IEPEIIOTHEHUS
£ oydepa CEPBEPHOTO
é MIPUIIOKEHUS
§ ITyTem HCTIOMB30BaHIS CkpbITOE YNIpaBIE€HUE CUCTEMOM
»S |BO3MOK-HOCTEM yJaJIeHHOTO
% yIIpaBICHUS CUCTEMOH,
5 MIPEAOCTABIISIEMBIX
E( CKPBITBIMH MTPOTPAMMHBIMU U

anmapaTHbIMA  3aKJIaJKaMH
1100 UCTIOJIb3YEMBIMU
IITATHBIMU CPEJICTBAMU

[Ipouecc peanuzanuu yrpo3bl B 00I11IEM CIydae COCTOUT U3 YETHIPEX 3TAIOB:

cbopa uHpopmanuy;

BTOP)KCHHS (TIPOHUKHOBEHHS B OTIEPAIIMOHHYIO CPENY);

OCYILECTBIICHHUS HECAaHKIIHOHUPOBAHHOTO JIOCTYTIA;

JUKBUJAIMH CIIE0B HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

Ha stane c6opa nnpopmanuu HapymuTess MOI'yT HHTEPECOBaTh pa3IMyYHbIe CBEIEHUS 00
HCIIH, B TOM 4nCe:

a) O TOMOJIOTHH CETH, B KOTOPOH (PyHKLIMOHHPYET cucteMa. [Ipu 3ToM MOXKET ncciaenoBaThCs
0051acTh BOKPYT CeTH (HampuMep, HapyIIUTEIsl MOTYT MHTEpECcOBaTh ajpeca JOBEPEHHbIX, HO MEHee
3aIlIMIIEHHBIX XOCcTOB). [l ompesieneHus: TOCTYHMHOCTH XOCTa MOTYT HCIIOJb30BAThCS MPOCTEHINNE
KoMaH bl (Hampumep, koManaa ping st mockiku ICMP-3annpocoB ECHO REQUEST c¢ oxxuganuem
Ha HUX [ICMP-otBetoB ECHO REPLY). CymiecTBylOT yTWINTBI, OCYLIECTBIISIONINE MapaJlIeIbHOE
OTIpeieIeHre TOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpbIe CIIOCOOHBI MPOCKAHUPOBATH OOJBIITYIO
005acTh aJPEeCcHOr0 MPOCTPAHCTBA HA MPEIMET JOCTYIHOCTH XOCTOB 32 KOPOTKHM HPOMEKYTOK
BpeMeHH. TOoIoOrHs CETH YacTo ONpPEeNseTcs HA OCHOBAaHUM «CUETUUKA Y3JI0B» (IMCTAHIIMN MEXKIY
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xoctamu). IIpy 3TOM MOTYT NpUMEHSTHCA Takue MeToabl, Kak «momymsiuuu TTLy wu3amucu
MapuipyTa.

Meron «MOIYJALA TTL» peann3oBaH MPOrpaMMOn traceroute (nnst
Windows NT — tracert.exe) u 3akimouaercs B Moayssiimu nonst TTL IP-makeros. J{s 3anvcu mapiipyTa
MOTYT HcToiib3oBaThes [CMP-makeTsl, co3iaBaeMble KOMaH/I0M ping.

C60p nHpopMau MOXKET OBITh TAKKE OCHOBAH Ha 3aIlpocax:

k DNS-cepBepy o0 criucke 3aperucTpupoBaHHbIX (1, BEPOSTHO, aKTUBHBIX) XOCTOB;

K MapLIpyTH3aToOpy Ha ocHOBe mpoTokosia RIP 06 m3BecTHBIX MapuipyTax (nHpopmanus o
TOTOJIOTHH CETH);

K HEKOPPEKTHO CKOH(UI'YPUPOBAHHBIM YCTPOUCTBAM, MOAJIEPKUBAIOIINUM MTPoTOoKoa1 SNMP
(MHpOpMAIHS O TOTIOJIOTUU CETH).

Ecnu UCII/IH HaxoauTcs 3a MexceTeBbIM 3kpaHoM (MD), Bo3mMoxkeH cOop uHpopMaruu o
koHpurypauu MO u o Tornosmorun UCIT/Ix 32 M3, B TOM 4mclie MyTeM MOCHUIKH TTAKETOB Ha BCE
MOPTHI BCEX MPEATNOJIaraéMbIX XOCTOB BHYTPEHHEH (3alluIIaeMoii) ceTH;

6) o Tune omnepauronHoil cucrembl (OC) B HUCII[H. Camblii H3BECTHBIH CIOCOO
onpezaenenus tuna OC xocTa OCHOBaH Ha TOM, 4TO pasiauyHble TUIBI OC Mo-pa3HOMY pean3yroT
tpeboBanusi crangaptoB RFC k creky TCP/IP. DTo mo3BONSE€T HApyIIUTENIO yIAICHHO
uaentupunmposats TMn OC, ycraHoBiaeHHoM Ha xocte WMCII/IH myTeM MOCBUIKM ClEUATIbHBIM
00pa3oM chOpMHUPOBAHHBIX 3aIIPOCOB U aHAITN3A TIOJTYYEHHBIX OTBETOB.

Cy1mecTByIOT clienuanbHbIE CPEACTBA, PEANTU3YIOIINE JaHHBIE METOBI, B YaCTHOCTH, Nmap
1 QueSO. M0XHO OTMETUTDH TakKe Takoil Meton onpeneneHus Tuma OC, Kak MPOCTEUINIA 3arpocC
Ha yCTaHOBJICHHE COEAMHEHMs MO MPOTOKOIY yJalleHHoro jgocryma telnet (telnet-coenunenus), B
pe3ynbTare KOTOpPOro Mo «BHEUIHEMY BUIY» OTBeTa MOKHO ompeneiantb tun OC xocra. Hanuuue
OIIPEACIICHHBIX CEPBUCOB TAKXKE MOXKET CIY)KUTh JONOJHUTEIBHBIM IPU3HAKOM I ONPEICIICHUS
tuma OC xocTa;

B) 0 (YHKIIMOHMPYIOIIMX Ha XOCTax cepBucax. OmnpeaencHue CepBUCOB, HCIOIHAEMbIX Ha
XOCT€, OCHOBAaHO Ha METOJAE BBIABICHUA «OTKPBITBIX IIOPTOB», HANpaBICHHOM Ha cOop
nHpopManuu O IOCTYMHOCTH XocTa. Hampumep, mis ompenenenus noctynHoctu UDP-mopra
HE00XO0IUMO MOYYUTh OTKJIMK B 0TBET Ha mockliky UDP-nakera cooTBeTCTBYIOIIEMY TOPTY:

eciu B otBeT npunuio coobmenne ICMP PORT UNREACHEBLE, To cooTBeTcTBYIOMMIA
CEPBHC HEJOCTYIIEH;

€CJIM IaHHOE COOOIIEHNE HE IOCTYNUIIO, TO MOPT «OTKPBIT.

Bo3MoxHBI BecbMa pa3HOOOpa3HbIE BapHallMM HCIOJB30BAHUS OSTOrO METOJa B
3aBUCHMOCTH OT HCIIOIB3YEMOTO MTPOTOKOIA B cTeKe mpoTokooB TCP/IP.

Hns  aBromatmzanuu cObopa wuHpopmauuu o0 MHWCII[An pa3paboTaHO MHOXXECTBO
IIPOrPaMMHBIX CPEICTB. B kayecTBe npumepa MOKHO OTMETUTH CIEAYIOINE U3 HUX:

1) Strobe, Portscanner — onTUMHU3UPOBAaHHBIE CPEICTBA OMPEACICHHS JOCTYIIHBIX CEPBUCOB
Ha ocHoBe onpoca TCP-nmopTos;

2) Nmap — CpeAcTBO CKaHUPOBAaHHS JOCTYNHBIX CEPBUCOB, INpenHasHaueHHoe ansi OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. fIBnsiercst caMbIM MOMYJISIPHBIM B HaCTOSIIEE
BpEMS CPECTBOM CKAaHMPOBAHMSI CETEBBIX CEPBHUCOB;

3) Queso — BBICOKOTOYHOE cpenctBo ompezaeneHuss OC xocTa CeTH Ha OCHOBE IMOCBHUIKH
LENU KOPPEKTHbIX M HeKoppekTHbIXx TCP-nakeroB, aHanum3a OTKIMKA WU CpPaBHEHUS €ro ¢
MHOJKECTBOM HM3BECTHBIX OTKIMKOB pasinyHblix OC. JlaHHOE CpEenCTBO TAaKXKE SBISIETCA
MOMYJISIPHBIM HA CErOJHAIIHUN JIEHb CPEACTBOM CKaHUPOBAHUS;

4) Cheops — ckaHep TOIOJIOTUH CETHU MTO3BOJISIET TIOJIyYUTh TONOJIOTUIO CETH, BKIIFOUAsi KAPTUHY
nomena, oonactu [P-agpecoB u T.71. [Ipu atom onpenensiercs OC xocTa, a Takke BO3MOXKHBIE CETEBbIC
yCTpoicTBa (IPUHTEPHI, MAPIIPyTU3ATOPHI U T.11.);

5) Firewalk — ckanep, HCHIOIB3YIONINI METOJIBI TPOrpaMMBI traceroute B MHTepecax aHalu3a
oTkinuka Ha [P-makeTsl 11 ompeaeneHHs KOHQUIypaluM MeEXCETEBOIO JKpaHa U IOCTPOCHUS
TOIOJIOTMH CETH.
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Ha JTarie BTOPKCHHUA HCCIICAYCTCA HaJIN4Ynue TUITIOBBIX y;IBBHMOCTeﬁ
B CHCTEMHBIX CEpPBHCAX WU OMIMOOK B aJIMUHHUCTPUPOBAHHH CHUCTEMBI. Y CHEIIHBIM PE3yJIbTaTOM
HNCITOJIB30BaHUA y5I3BI/IMOCTCI\/JI 00BIYHO SABJISACTCS MOJIy4YCHHC mponeccomMm HapyHmuTeIIsa
MPUBUJICTUPOBAHHOTO PEKUMa  BBIMOJHEHHUS (JOCTynma K TMPUBWICTHPOBAHHOMY — PEKUMY
BBITIOJTHEHUSI KOMAaHJ/IHOTO IIPOIECCOpa), BHECCHHE B CHCTEMY YYETHOW 3amUCH HE3aKOHHOTO
MOJIb30BaTeNs, MojydeHue (aiina mapoyied Wi HapylleHHe pabOTOCIOCOOHOCTH aTaKyeMOro
XOCTa.

DTOT 3Tam pa3BUTUSA yTPO3bl, KaK MpaBuIo, sBiseTcs MHorodasueiM. K ¢dazam mporecca
peau3anuy yrpo3sl MOI'yT OTHOCHUTECS, HAIIPUMED:

YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIILHO KOTOPOTO pealln3yeTcs yrpo3a;

BBIABJICHUC YA3BUMOCTH,

BHEIPEHUE BPEIOHOCHOM ITPOTrPaMMBbI B HHTEPECax PACIIUPEHUS MIPaB U JIp.

VYTpo3bl, peanu3yeMble Ha OTarne BTOPXKEHUS, IOAPA3ACISIOTCS IO YPOBHSIM CTeKa
nporokonoB TCP/IP, mockonbky (OpMHUPYIOTCSI Ha CETEBOM, TPAHCIOPTHOM WU MPHUKIATHOM
YPOBHEC B 3aBUCHUMOCTH OT UCIIOJB3YEMOT'O MEXaHN3Ma BTOPIKCHUSA.

K TumoBeIM yrposzam, peajqu3yeMbiM Ha CETEBOM W TPAHCIOPTHOM YPOBHSX, OTHOCSTCS
TaKue KaK:

a) yrposa, HarpaBJieHHAsl Ha TOJIMEHY JJOBEPCHHOTO O0BEKTa,

0) yrposa, HarpaBJieHHasl Ha CO3/IJaHUE B CETH JIOKHOTO MapIIpyTa;

B) YIpO3bl, HAlPaBJICHHBIC HAa CO3JJAHKUE JIOKHOTO OOBEKTA C MCIIOJIB30BAaHHEM HEJJOCTATKOB
QITOPUTMOB YIAJICHHOTO ITOUCKA;

T') YIpo3bl THUIA «OTKa3 B 00CITy)KBaHUI, OCHOBaHHBIC Ha
[P-nedparmenTtanmu, Ha hopMupoBaHuH HeKOppekTHBIX ICMP-3ampocoB (Hanpumep, ataka «Ping
of Death» u «Smurf»), Ha (dbopMupoBaHUU HEKOPPEKTHBIX

TCP-3anpocoB  (ataka «Land»), Ha CcO3JaHMM  «IITOPMA» TIAKETOB C  3alpOCaMu
Ha coequHenue (ataku «SYN Floody») u ap.

K TtumoBeiM yrposzam, peaiu3yeMbIM Ha TPUKIATHOM YPOBHE, OTHOCSATCS YTPO3BI,
HalpaBJICHHbIE HAa HECAHKIMOHUPOBAHHBIA 3aMyCK NPHIOKEHHWH, YIpo3bl, peaau3anus KOTOPHIX
CBsI3aHA C BHEJPECHHUEM IPOTPAMMHBIX 3aKJIAJ0K (THUIA «TPOSHCKUN KOHBY), C BBISIBIEHUEM TapoJiei
JIOCTyTIa B CETh WM K ONPEJEICHHOMY XOCTY U T.J.

Ecnu peanuzanust yrpo3sl He IpUHECIA HAPYIIUTEI0 HAUBBICIINX MPaB JOCTyTa B CUCTEME,
BO3MOXKHBI MOMBITKM PACIIUPEHUsS] 3TUX MpaB 0 MaKCHUMAaJbHO BO3MOXXHOTO YpoBHs. [ljig 3TOTO
MOTYT HCIIOIB30BATHCS YSI3BUMOCTU HE TOJBKO CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHCTEMHOTO
nporpaMMHoro obecniedenust xoctoB UCIIaH.

Ha »stame peanuzanuy HECAaHKIMOHUPOBAHHOTO JOCTYIAa OCYILECTBISETCS COOCTBEHHO
JOCTIDKEHHE LENN PeaTn3aliuu yrpo3bl:

HapylieHre KOHQUISHITMATEHOCTH (KOMTUPOBAaHUE, HEIIPABOMEPHOE PAaCIIPOCTPaHEHUE);

HapyIIeHUE EeTOCTHOCTH (YHUUTOXKEHUE, N3MECHCHHE),

HapylUIeHHE JOCTYMHOCTH (OJI0KHpOBaHHE).

Ha stom xe »JTame, mocie yKa3aHHbIX JACUCTBHM, Kak MpaBUO, (OPMHPYETCS TakK
Ha3bIBa€MBbIl «UEpHBIH BXOA» B BHUAE OJHOTO M3 CEPBUCOB (JEMOHOB), OOCITY>KMBAIOLIUX
HEKOTOPBI MOPT M BBHINOJHAIOUIMX KOMaHIbl Hapymutens. «UepHbIi BXOA» OCTaBIsSIETCs B
cucTeMe B MHTepecax 00ecIeueHHMs:

BO3MOKHOCTH TIOJIyYUTh JOCTYI K XOCTy, JaXKe €clId aIMHHHUCTPATOp YCTPaHUT
WCTIOJIB30BAHHYIO IS YCTICITHOM peau3aiy yrpo3bl YsI3BUMOCTb;

BO3MOKHOCTH IOJTyYUTh JOCTYII K XOCTY KaK MOXHO 00Jie€ CKPBITHO;

BO3MOXHOCTH IOJyYUTh JOCTYNl K XOCTy OBICTpO (HE MOBTOpPSSL 3aHOBO IMpoOLEecc
peanusanyu yrpossl).

«YepHbIil BXOI» TMO3BOJISIET HAPYIIUTEIIO BHEIPHUTH B CETh WM HAa OIPEICICHHBIA XOCT
BPEIOHOCHYIO TPOTpaMMy, HalpuMmep, «aHainuzatop mapoiei» (password sniffer) — mporpammy,
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BBIJICJISIONIYIO TIOJh30BATENbCKHE MACHTU(UKATOPHI U MAPOJIM U3 CeTeBOro Tpaduka npu padore
MIPOTOKOJIOB BBICOKOTO ypoBHs (ftp, telnet, rlogin u T.1.). OOBeKkTaMu BHEIPEHUS BPEIOHOCHBIX
MPOrpaMM MOTYT OBITh IPOrpaMMbl ayTEeHTU(DUKAIIMN U UACHTU(DUKAIINH, CETEBBIE CEPBUCHI, SIPO
OTIepaIMOHHOI cucTeMbl, (aiinoBas cucreMa, OUOIMOTEKH U T.1.

Hakonen, Ha sTane JMKBUAALMU CIEIOB pEaIU3alMU yTPO3bl OCYIIECTBIISIETCS MOIBITKA
YHUYTOKEHUS CJIEI0B NEUCTBUM HapymuTens. [Ipyu 3ToM yaansroTcs COOTBETCTBYIOIIUE 3aMCH U3
BCEX BO3MOJKHBIX KyPHAJIOB ayANTa, B TOM YHCJIC 3aIUCH O (pakTe cOopa nHpOpMaITIH.

5.5. O0mas xapakTepuCcTHKA YIPo3 NPOrPaMMHO-MATEMAaTHYECKHUX BO31eCTBUIl

[IporpamMMHO-MaTeMaTHYECKOE BO3JECUCTBUE — 3TO BO3JICUCTBUE C TTOMOIIBIO BPETOHOCHBIX
nporpamMm. [IporpamMmMoli ¢ TOTEHUHAIBHO OMACHBIMU TMOCJEICTBUSMHU WM BPEIOHOCHOU
MPOrpaMMOl Ha3bIBAIOT HEKOTOPYIO CAMOCTOSTEIBHYIO TIporpaMmy (HaOOp MHCTPYKIIHI), KOTOpast
CrocoOHa BHITIOJIHATH JIF000€ HEITyCTOE IMOMHOXKECTBO CISTYIONTUX (PYHKITHH:

CKPBIBATh MTPU3HAKU CBOETO MPUCYTCTBUS B IPOTPAMMHOM CpeJie KOMITbIOTEPa;

o0nazaTh CIOCOOHOCTHIO K CaMOAYyOJIMPOBAHMIO, ACCOIMUPOBAHUIO CEOS C JPYyTUMH
nporpaMMamMHu 1 (WJIM) TIEPEHOCY CBOUX ()parMEeHTOB B WHBIC 00JIACTH OTIEPATHBHOW WJIM BHEITHEH
MaMsTH;

paspymarh (MCKa)xkaTh IPOU3BOJIBHBIM 00pa30M) KOJI TPOrpamMM B OTICPATUBHOM MaMSITH;

BBINIOJHATh 0€3 HWHUIMHPOBAHUS CO CTOPOHBI IMOJIb30BaTens  (MOJIb30BATENIbCKON
MpOrpaMMbl B INTATHOM pEXHME €€ BBIMOJIHEHUS) NeCTPyKTUBHbIE (GYHKIUH (KOMHpPOBaHHE,
YHUYTOXKEHUE, OJIOKUPOBAHUE U T.11.),

COXpaHATh (parMeHThl MH(pOpPMALMM M3 ONEPAaTUBHON MaMATH B HEKOTOPBIX O0JIaCTAX
BHEIIHEH MaMsATH MPsIMOTo JOCTyNa (JOKAJbHBIX WIH yAaJCHHbIX);

HCKaXXaTh IMPOM3BOJBHBIM 00pa3oM, OJOKHUpOBaTh U (WJIM) MOJMEHSTH BBIBOJUMBIA BO
BHEUIHIOIO MaMsITh WJIM B KaHal CBSI3M MacCUB HMH(OpMAaIMH, OO0pa30BaBILUICA B pe3yjbTare
PpaboThI MPUKIAIHBIX TIPOrPaMM, WK YK€ HaXOASIIUECs BO BHEIITHEH MaMsITH MaCCUBBI TAHHBIX.

BpenoHocHble mporpamMmbl MOTYT OBbITh BHECEHBI (BHEIPEHBI) KaK IpEeJHAMEPEHHO, TaK U
CIlydyaiiHO B TporpamMMmHoe oOecrieueHne, ucnonszyemoe B MCII/IH, B mporecce ero paspaboTkwy,
CONPOBOXK/IECHUS, MOIU(UKAIMKM U HAcTpolKu. Kpome 3Toro, BpeOHOCHBIE MPOrpaMMbl MOTYT OBITH
BHeceHbl B mporiecce dkcruryatarmu MCII/IH ¢ BHemHMX Hocutenel mH(OpMAIMU WA TIOCPEICTBOM
CETEBOro B3auMOoecTBUS Kak B pe3yibTare HCJI, Tak u ciydaiino nons3oBarensimu MCIT/IH.

CoBpeMeHHbIE BpPEJOHOCHBIE MPOrpaMMbl OCHOBAHBI Ha HCIOJB30BaHUU YA3BUMOCTEN
pa3IMYHOTO pPOJa MPOrpaMMHOTO obecreueHuss (CHCTEeMHOro, OOIIero, NPHUKIAJAHOTO) U
pa3HOOOpPa3HBIX CETEBBIX TEXHOJOTWH, 00JajaloT I[MIUPOKHUM CHEKTPOM JIeCTPYKTHUBHBIX
BO3MOKHOCTEH (OT HECAaHKIIMOHHUPOBAaHHOTO uccienoBanus mapamerpo HCIIJIm  6e3
BMmemarensctBa B pyHkimonupoanue MCII/IH, mo yHwuroxenus I[I/lH u mporpamMmmHOro
obecrieuenuss MCII/lH) m MoryT neWcTBOBaTh BO BCEX BHJAAX IPOTPaAMMHOTO 0O€CTICUeHUS
(cucTeMHOTO, MPUKIIAHOTO, B IpaiiBepax ammapaTHoro 00ecTeueHust u T.1.).

Hamunune B MCIIJIH BpeIOHOCHBIX TPOrpaMM MOXKET CIIOCOOCTBOBATH BO3HUKHOBEHHIO

CKPBITBIX, B TOM qyucIie HETPaTUIIIOHHBIX KaHaJoB JocTyna
K HMH(pOpMalKY, MO3BOJSIOUINX BCKPHIBaTh, 00XOIUTh WM OJOKUPOBAThH 3aIIUTHBIE MEXaHU3MBI,
MpeyCMOTPEHHbIE B CUCTEME, B TOM quclie MapoIbHYIO

Y KpHUNITOTpaUIECKyIO 3aIINTy.
OCHOBHBIMHU BUJIaMU BPEOHOCHBIX IMIPOTPAMM SIBIISTFOTCSI:
MPOTPaMMHBIE 3aKJIa/IKH;
KJIACCHYECKHE MPOrpaMMHbBIC (KOMITBIOTEPHBIE) BUPYCHI;
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BPEJOHOCHBIE MPOTrPaMMBbl, PaCIIPOCTPAHSIIOIIHUECS IO CETU (CETEBbIE YEPBH);

JpyTHe BPEAOHOCHBIE IPOTrPaMMBbl, IIpeHa3HaueHHble 115 ocyecTiaenus HC/I.

K nporpaMMHBIM 3akiagkaM OTHOCSITCSI NpPOrpaMMbl, ()parMeHThl KOAA, HHCTPYKIUH,
(dopmupyoIue HeIeKIapUpOBaHHbIE BO3MOXKHOCTH MpPOrpaMMHOro obecneueHus. BpepoHocHble
MIPOrpaMMbl MOTYT NEPEXOJIUTh W3 OJHOTO BHUJA B JAPYroil, Hampumep, MporpamMmHasl 3aKjiajgka
MO>KET CT€HEPHUPOBATH MPOTPaMMHBIN BUPYC, KOTOPBI, B CBOIO OY€pElb, IMONAB B YCIOBHS CETH,
MOKET C(OPMHUPOBATH CETEBOTO YEPBsI WIIM IPYTYIO BPEIOHOCHYIO MPOrpaMMy, MpeTHa3HAYeHHYIO
st ocymectBiaeHuss HC/I.

Krnaccudukanuss mporpaMMHBIX BUPYCOB M CETEBBIX UEpBEHl Npe/cTaBlieHa Ha PHCYHKe 14.
KpaTtkas XapakTepuCTHMKa OCHOBHBIX BpENOHOCHBIX IIPOIpaMM CBOAWUTCS K  CIEIYIOIIEMY.
3arpy304Hbie BUPYCHI 3aITUCBHIBAIOT CeOs JTMOO B 3arpy30UHBIA CEKTOp aucka (boot-cekrop), mubo B
CEKTOp, COJAEpKallui CUCTeMHBIN 3arpy3unk BuHUecTepa (Master Boot Record), nmmbo mensior
yKas3areib Ha aKTUBHBIA boot-cekTtop. OHU BHEIPSIOTCS B MaMSATh KOMIBIOTEpA TPH 3arpy3ke ¢
MHQULIUPOBAHHOTO JUCKa. [IpM 3TOM CHCTEMHBIM 3arpy34MK CUHTBIBAET COAEPKUMOE IEpBOTO
CEKTOpa JKCKa, C KOTOPOro MPOU3BOAMUTCS 3arpy3Ka, OMEIIAET CUNTAaHHYI0 HH(OPMAIMIO B MaMATh
U nepeaaeT Ha Hee (T.e. Ha BUpYc) ynpasieHue. [locie 3Toro HaunHaIOT BBINOIHATHCS MHCTPYKIMU
BHUpYyCa, KOTOpBIM, KaK IpaBWIO, YMEHbIIaeT OO0bEM CBOOOJHON NaMsITH, KONUPYET B
0CBOOOJMBILIEECS MECTO CBOM KOJ M CUMTHIBAET C JHUCKA CBOE MPOJOKEHHE (€CIM OHO €CTh),
repexBaTbiBaeT HEOOXOouMble BekTopa npepbiBaHui (00bruHO — INT 13H), cuuthiBaeT B mamsth
OpHUTHHAIBHBIN boOt-CEKTOp U MepeaaeT Ha Hero yrnpaBJiCHHE.

B nanpHelimeM 3arpy304HbIii BUPYC BeAET ceOsi Tak K€, Kak (palIoBBINA: MEepeXBaTHIBACT
oOpalleHns: ONEepPallMOHHON CUCTEMBI K IUCKaM M MHQUIHMPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX
YCIOBHI  COBEpINAET JCCTPYKTUBHBIC JCWCTBUS, BBI3BIBACT 3BYKOBBIE J(PQEKTH  WiIH
BUI€03 (D (DEKTHI.

OCHOBHBIMU A€CTPYKTUBHBIMU AEHCTBUSIMH, BHIIOTHAEMBIMUA STUMH BUPYCaMH, SBIISIOTCS:

YHUYTOXKEHUE MH(OpMAIIK B CEKTOpaX AUCKET U BUHYECTEPA;

UCKJIIOYEHHE BO3MOXHOCTH 3arpy3KH ONEPALMOHHON CUCTEMBI (KOMITBIOTED «3aBUCAETY);

HCKaKEHUE KOJIa 3arpy34HKa;

(opmaTUpOBaHUE TUCKET WM JIOTMYECKUX JUCKOB BUHUECTEPA;

3akpbiTe foctyna Kk COM- u LPT-nopram;

3aMEHa CUMBOJIOB IIPU NI€YaTH TEKCTOB;

MIOICPTUBAHUS DKpaHa,

M3MEHEHNUE METKU AMCKA WU JUCKETHI;

CO3J1aHHE I1CEBAOCOOIHBIX KIaCTEPOB;

CO3/aHME  3BYKOBBIX  HM(MJIM)  BH3yalbHBIX  3(QQeKkToB  (Hampumep, MajJeHHUE
OYKB Ha DKpaHe);

nopya ¢ailyioB JTaHHBIX;

nepes3arpy3ka KOMIIBIOTEpa;

BBIBOJ] Ha KPaH pa3HOOOPa3HBIX COOOIEHUIH;

OTKJIIOYEHUE NIEPUPEPUITHBIX YCTPONCTB (HAITpUMeED, KJIIaBHATYPhI);

HU3MEHEHHE NAINTPBI IKPaHa;

3aI10JIHEHUE YKPaHa IIOCTOPOHHUMHU CUMBOJIAMHU WM U300paKEHUIMU;
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MOoralleHue SKpaHa U NEPEBOJ] B PEKUM OXKUAAHUS BBOJA C KJIIABUATYPHI;

mM(poBaHue CEKTOPOB BUHUYECTEPA,

BBIOOpOYHOE  YHMYTOXKEHHE CHUMBOJIOB, BBIBOJAMMBIX Ha JKpaH TIpud  Habope
C KJIaBHATyPBI;

yMEHbIlIeHnEe 00beMa ONEPaTUBHON MaMSITH;

BBI30B II€YaTH COJAEPKUMOTO 3KPAHa;

OJIOKMpPOBAaHNUE 3aIKCH Ha JIUCK;

yHHUTOXeHue Tabnuibl pazouenus (Disk Partition Table), mocie 3Toro koMneoTep MOKHO
3arpy3uTh TOJBKO ¢ (IIONMH-IAUCKA;

OJIOKHMpPOBaHME 3aITyCKa UCTIOJIHSIEMBIX (halJIoB;

OJIOKMpPOBAHME JTOCTYTIA K BUHYECTEPY.

BonbImmHCTBO 3arpy304HBIX BUPYCOB ITEPE3aNICHIBAIOT Ce0s Ha (PIOTIIH-IUCKH.

@aiisoBble BUPYCHl MPH CBOEM Pa3MHOXEHMHM TEM MM HHBIM CIIOCOOOM HCHOJB3YIOT
¢aitoByto cucreMy Kakoi-1n60 onepannonHoi cucreMsl. I1o ciocoOy 3apakeHus (GaiiaoB BUPYCHI
Jendarcs Ha 3aMeniaromue («overwriting»), mapasuTHueckue («parasiticy), KOMIaHbOH-BUPYCHI
(«companiony»), «link»-BUpyCBI, BUPYCHI-UEPBH W BHUPYCHI, 3apakalolire OOBEKTHBIE MOYJIH
(OBJ), oubnuotexn komnmiATopoB (LIB) u ucxonHble TEKCTHI porpamm.

Metox 3apakeHHUs] «overwritingy siBisieTcss HanOoJee MPOCTHIM: BHPYC 3aIMCHIBACT CBOM
KOJ BMECTO KOJIa 3apakaeMoro (aiiia, yHU4YTOXas ero cojuepkumoe. ECTeCTBEHHO, YTO MPH 3TOM
¢aiin nepecraet paboTaTh U HE BOCCTAHABIMBAETCA. Takue BUPYChl OUEHb OBICTPO OOHAPYKUBAIOT
ce0s, TaK KaK onepayoHHasi CUCTEMa U MPHIIOKEHUS TOBOJIBHO OBICTPO MEPECTAIOT paboTaTh.

K mapasutnueckum OTHOCSTCA Bce (hailyloBble BHPYCHI, KOTOpPbIE IPU PaclpOCTPAHEHUU
CBOMX KONHMH 0053aTENbHO M3MEHSIOT COJEP)KUMOE (aijioB, OCTaBIIsIsA caMH (aiiibl TPU STOM
MOJIHOCThIO WJIM YaCTHUYHO PpaboTOCOCOOHBIMU. OCHOBHBIMHM THIIAMHM TaKHX BHUPYCOB SIBIISIOTCS
BUPYCHI, 3alUCHIBAIONINECS B HAYAJI0, CEpeAUHY MK KoHell (paiinoB. OTAENBHO CleayeT OTMETHTh
JIOBOJIBHO HE3HAYMTEIBHYIO TIPYIIy MNapasUTUYECKUX BHUPYCOB, HE MMEIOIIMX «TOYKH BXOJa»
(EPO-Bupycsl — Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCHI, HE 3alMCHIBAIOIINE
KOMaHJy Tiepefaun yrpasiieHus B 3aroioBok COM-daitnoB (JMP) u He nu3MmeHstomue agpec TOUKu
ctapra B 3arojoBke EXE-¢aiinoB. Takue BUPYCHI 3aMUCHIBAIOT KOMAHIy IEepeXxoja Ha CBOW KOJ B
KaKkoe-Tn00 MECTO B cepeinHy (Qaiiyia U Moy4yaroT YIpaBlieHHE HE HETTOCPEACTBEHHO MPH 3aIyCKe
3apakeHHOTO (paiiya, a MpHu BBI30BE MPOLEIYPHI, COoJEpKallel Ko Nnepeadd yIpaBiIeHus: Ha TeJ0
Bupyca. llpuueM BBINOJIHATBCA 3Ta MPOLEAypa MOXKET KpailHe pelko (Hampumep, IpU BBIBOJE
cooOlIeHnss 0 Kakoh-mubo crenuduueckoil omudke). B pesynbrate BUpPYC MOXKET JONTHE TOJbI
«cnaTh» BHYTpPH (paiiyia ¥ MPOosBUTH ce€0s1 TOJIBKO MPU HEKOTOPBIX OTPAHNYECHHBIX YCIOBUSIX.

K kareropun «KOMHaHbOH» OTHOCSTCS BUPYCBI, HE H3MEHSIOLIME 3apa’kacMble (ailsibl.
Anroput™M paboTBI 3TUX BHUPYCOB COCTOMT B TOM, YTO JUIsi 3apakaeMoro (aiina cosmaercs daiii-
JIBOMHMK, TIPUYEM TIPH 3aIlyCKe 3apaXeHHOTo (paiia ympaBieHHe MOTy4aeT UMEHHO 3TOT JBOWHUK,
TO ecThb BUpyc. Hanbonee pacnpocTpaHeHbl KOMIAHbOH-BUPYCHI, UCTOJIB3YIOIUE 0coOeHHOCTh DOS
NIEPBBIM BBINOJIHATH daiinb
¢ pacmmpennem .COM, ecnm B OJHOM KaTajiore TMPHUCYTCTBYIOT 1Ba (ailma ¢ OJHUM
U TEM K€ UMEHEM, HO pazauuHbIMU pacupenusiMu umenn — .COM u .EXE. Takue Bupychl co3aator
st EXE-¢aiinoB aiinbl-ciyTHUKH, MMEIOIIME TO K€ camoe UMs, HO ¢ pacmmpenuem .COM,
Hanpumep, s daitna XCOPY.EXE co3naercs ¢aitn XCOPY.COM. Bupyc 3anuceiBaercst B COM-
¢aiin n Hukak He u3Menser EXE-gaiin. Ilpu 3amycke takoro ¢aitna DOS nepBbIM 00HAPYXKUT U
BINOJTHUT COM-aiin, To ectb Bupyc, KOTOopblii 3ateM 3amycTuT u EXE-daiin. Bropyro rpynmy
COCTaBJISIFOT BUPYCHI, KOTOpBIE IIPU 3apa’keHUU NEPEUMEHOBBIBAIOT (Dailyl B Kakoe-IM0o Apyroe umsl,
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3alIOMUHAIOT €ro (MUl MOCIEIYIONIEero 3amycka (aiina-xo3suHa) U 3alKChIBAlOT CBOW KOJ Ha JMCK
noJ, uMeHeM 3apaxaemoro (¢aitna. Hampumep, ¢aitn XCOPY.EXE mnepeuMeHOBbIBaeTcs B
XCOPY.EXD, a Bupyc 3anuceiBactca nox mmeHeM XCOPY.EXE. Ilpu 3amycke ymnpasieHue
MOJTy4aeT KO BUPYCa, KOTOPbIN 3aTeM 3amyckaeT opuruHaibHbiil XCOPY, XpaHamuiics ol UMEHEM
XCOPY.EXD. HurepeceH TOT (akT, 4TO JaHHBIM MeTOA pabOTaeT, MO-BUIMMOMY, BO BCEX
OTIEPALIMOHHBIX cucTreMax. B TPETHIO rpymiy BXOJST TaK Ha3bIBa€Mble
«Path-companion» Bupycsl. OHr 1100 3aIKMCHIBAIOT CBOW KOJ| IO UMEHEM 3apaxkaeMoro (aiina, HO
«BBIILIEY Ha OJIMH YPOBEHb B IIPONMCHIBAEMBIX My TAX
(DOS, Takum 00pa3zom, IEpBBIM OOHAPYKUT U 3aIyCTUT (ailyI-BUPYC), JINOO MEPEHOCT (pailii-KkepTBy
Ha OIVH IIOJKATAJIOT BBILIE U T.1.

Bo3MOXHO cyIliecTBOBaHUE M JIPYTUX TUIIOB KOMIIAHBOH-BHUPYCOB, HCIOJB3YIOIIUX HHbBIE
OpPUTHHAIILHBIC MJIEH WM OCOOCHHOCTH JIPYTHX ONEPAMOHHBIX CHCTEM.

daiisioBble YepBU (WOrms) sIBISIOTCSA, B HEKOTOPOM CMBICIIE, PA3HOBUAHOCTHIO KOMITAHbOH-
BUPYCOB, HO TPH 3TOM HHUKOMUM O0pa3oM HE CBS3bIBAIOT CBOE MPHCYTCTBHE C KaKMUM-JIHOO
BBINOJIHSAEMBIM (aitioMm. [Ipy pa3MHOXKEHMHM OHM BCETO JIMIIb KOMHUPYIOT CBOM KOJ B Kakue-JInOO
KaTaJIoTy JUCKOB B HAJEX/E, UTO 3TH HOBbIE KOIUHU OyAyT KOrAa-1u0o0 3aIyIleHbl 10Jb30BaTEIEM.
WHorpa »TM BHpYyCHl JAalOT CBOMM KOIHUSAM «CHEIHUAJIbHBIE» HMEHA, YTOObl MOATOJIKHYTb
nosib3oBareis Ha 3amyck cBoed komuu — Hampumep, INSTALL.EXE wmnun WINSTART.BAT.
CyIecTBYIOT BUPYCBI-UEPBH, HCHOJB3YIOIINE JIOBOJIHHO HEOOBIYHBIE IPHEMBI, HAIpUMED,
3anuchiBarole cBou konuu B apxuBbl (ARJ, ZIP u npoune). Hekoropsle BUpPYCHI 3alUCHIBAIOT
KOMaHIy 3amycka 3apaXEHHOIO ¢aiina B BAT-¢aiinb.
He cnenyer myTath (hailyioBble BUPYChI-UEPBU C CETEBBIMH 4epBsiMU. [lepBble NCIONB3YIOT TOIBKO
¢aitnoBsle (HYHKIMH KaKOW-IMOO OTEpAMOHHON CHCTEMBI, BTOPBIC K€ MPU CBOEM Pa3MHOKXCHHU
MOJIB3YIOTCS CETEBBIMU NPOTOKOJIAMH.

Link-Bupychl, Kak 1 KOMIaHbOH-BHPYCHI, HE U3MEHSIOT (PU3UYECKOTO CONEPKUMOTO (paitios,
OJTHAKO IIPHU 3aIlycKe 3apaXxeHHOro (¢aiina «3actaBisiior» OC BBITOIHUTH CBOW KOJ. DTOH Lenu OHU
JOCTUTaloT MoAuQuKanmein HeoOX0TUMBIX ToJiel (PpaiIoBOIl CUCTEMBI.

Bupycel, 3apaxkaromue OMOIMOTEKH KOMIMJIATOPOB, OOBEKTHBIE MOJYJIM M HCXOAHBIE
TEKCThl MPOrpaMM, JOCTATOYHO 5SK30THUHbI M MPAKTHUUECKU HE PpaclpoCTpaHEHbl. Bupycel,
3apakatone OBJ- u LIB-daiinsl, 3aniCchIBalOT B HUX CBOHM KOJ B (hopMaTe OOBEKTHOTO MOJYJIS
i OubIMoTeKu. 3apakeHHbIH (ailsl, TakuM 00pa3oM, HE SBJISIETCS BHIMOIHAEMBIM U HE CIIOCOOCH
Ha JaJIbHENIIEee paclpOCTPaHEHNUE BUPYyCa B CBOEM TEKyLIEM COCTOSIHMM. Hocutenem xke «oKuBOro»
Bupyca craHoButcst COM- unmu EXE-daiin.

[Tonyuus ynpasneHue, GpaitioBblii BUPYC COBEPIIACT CICAYIOMNE 00INe TeHCTBUS:

MPOBEPSET ONEPATHBHYIO MMaMATh Ha HAJIWYHE CBOCH KOMMM W HMHPHIUPYET NaMsTh
KOMIIBIOTEpA, €CIM KOMMs BHpyca HE HaiifieHa (B cilydae, €Cld BUPYC SIBISIETCS PE3UICHTHBIM),
UIIET He3apaXeHHbIe (aifIbl B TEKyIIEeM U (MJIM) KOPHEBOM KaTajore MyTeM CKaHUPOBaHMS JIepeBa
KaTaJIoroB JIOTHYECKUX UCKOB, a 3aT€M 3apakaeT oOHapy KeHHbIE (ailbl;

BBITIOJIHSCT JIOTIOJIHUTENbHbIE (€CIM OHM €CThb) (YHKUMU: AECTPYKTHBHBIC JI€HCTBHS,
rpagudecKkue Wik 3BYKOBbIE d(PPEeKThl U T.J. (IOMOTHUTENbHBIE (DYHKIIMH PE3UICHTHOTO BHpYycCa
MOTYT BBI3BIBATHCS CIIYCTSI HEKOTOPOE BpeMs MOC]€ aKTUBHU3ALMM B 3aBUCHMOCTH OT TEKYILEro
BpeMEHH, KOH(DUTYpallui CUCTEMbI, BHYTPEHHUX CUETUYUKOB BUPYCa WM IPYTHX YCIOBHH, B 3TOM
cilydae BUPYC IPHU aKTUBHU3AIMKU 00pabaThIBaeT COCTOSHUE CHCTEMHBIX YaCOB, yCTaHABINBAET CBOU
CUYCTYMKH U T.]1.);

BO3BpALIAeT YIpaBJIeHHE OCHOBHOM Mporpamme (eciiu oHa ecTbh). [lapazutuueckue BUPYCHI
MpU 3TOM JTMOO JieyaT (haiisi, BBITIOJHSIOT €ro, a 3aTeM CHOBA 3apakaroT, MO0 BOCCTAHABIMBAIOT
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nporpammy (HO He (haitin) B ucxogHoM Buze (Hampumep, y COM-mporpaMmbl BOCCTaHABIMBACTCS
HecKoNbKko mepBbix OailT, y EXE-mporpammbl BBIYUCISETCS MCTUHHBIA CTapTOBBIM ajapec, y
NpailiBepa BOCCTAHABIMBAIOTCS 3HAYCHHUSI a[peCOB MIPOrPaMM CTPATErHH U IPEPHIBAHMUS).

HeoOxoauMo oTMeTHTh, YTO ueM OBICTpee pacHpOCTpPAaHAETCS BUPYC, TEM BEpOsITHEE
BO3HUKHOBEHHE SMIHMJIEMUHN ITOTO BHPYCa, YeEM MEIJIEHHEE PacHpOCTPAHSAETCS] BUPYC, TEM CIIOJKHEE
ero OOHapyXWTh (€cCiiM, KOHEYHO K€, 3TOT BHpPYC Heu3BecTeH). HepesuneHTHblE BHpPYCHI 4acToO
SIBIISTFOTCST «MEJICHHBIMIY» — OOJIBIITMHCTBO M3 HUX IPH 3aIyCKe 3apakaeT OJWH WM JBa-Tpu Qaiina
Y HE YCIIEBAeT 3alOJIOHUTh KOMITBIOTEP N0 3allyCKa aHTUBUPYCHOW MpOrpamMmbl (MU TOSBICHHS
HOBOM BEpCHHM aHTHBHpYCa, HACTPOCHHOW Ha HaHHbIM Bupyc). CylIecTBYIOT, KOHEYHO K€,
HEPEe3UJCHTHBIE «OBICTPHIE» BUPYCHI, KOTOPBIE MPU 3aIyCKE WIIYT U 3apa’kaloT BCE BBIMOIHSIEMbIE
Gaiinpl, OJHAKO TaKWe BHPYCHl OUYCHb 3aMETHBI: TPU 3allyCKe KaKIOro 3apakeHHoro (aiina
KOMITBIOTEp HEKOTOpOoe (MHOTJa JOCTaTOYHO JIOJIT0e) BpeMsi aKTUBHO pabOTaeT ¢ BUHYECTEPOM, UTO
neMackupyer Bupyc. CKOpocTh pacnpocTpaHeHus (MHOHUUMPOBAHUS) Y PE3HIACHTHBIX BHPYCOB
OOBIYHO BHIIIIE, YeM y HEPE3UACHTHBIX - OHU 3apakatoT (hailiibl Ipu KaKUX-THO0 OOpaIeHUIX K HUM.
B pe3ynbTare Ha qucKe OKa3bIBAIOTCS 3apaKeHHBIMU BCE MJIH MOYTH BCe (Daiiiibl, KOTOPbIE TOCTOSIHHO
HCIIONIB3YIOTCS B padote. CKOpOCTh pacrpocTpaHeHus (MHPHUITMPOBAHUS) PE3UICHTHBIX (DailyIOBBIX
BUPYCOB, 3apakalomuX (aiinbl TONBKO TPH HMX 3aIlyCKe Ha BBHIMOJNHEHHE, OyJIeT HWKe, YeM Y
BUPYCOB, 3apaXKAFOIINX (aiiiIbl ¥ MPU X OTKPHITUH, IEPEMMEHOBAaHUY, N3MEHEHUH aTpUOyTOB (aiina
U T

Takum o00pa3oM, OCHOBHBIE JI€CTPYKTHUBHBIC JEWUCTBHUSA, BBIMOIHIEMbIe (HallIOBEIMU
BUpYCaMH, CBsI3aHbl C TMOpakeHUueM (QailioB (Jamie HCIONHIEMbIX WIH (alIoB JaHHBIX),
HECAaHKLIMOHUPOBAHHBIM 3aITyCKOM pa3IMYHBIX KOMaHJ (B TOM 4YHcCIe, KOMaH[ (opMaTHpPOBAHHUS,
YHHYTOXXCHUS, KOTIMPOBAHUS U T.II.), U3MEHEHHEM TaOJIUIBl BEKTOPOB TpEphIBaHUN U Jp. BmecTe ¢
TEM, MOTYT BBITIOJHATECS W MHOTHE JIECTPYKTHBHBIC IIE€HCTBHSA, CXOJHBIE C TEMH, KOTOpBIC
YKa3bIBAJUCh IS 3aTPy30YHBIX BUPYCOB.

MakpoBupycsl (macro viruses) SBISIOTCS NporpaMMaMHM Ha s3bIKaxX (Makpos3bIKax),
BCTPOEHHBIX B HEKOTOpHIE CHUCTEMBbl OOpabOTKU JAHHBIX (TEKCTOBBIE PEAAKTOPHI, JIEKTPOHHBIC
Tabauubl W T.A.). J7asS CBOEro pa3MHOXEHHMS TaKHEe BHUPYCHl HCHONB3YIOT BO3MOXKHOCTHU
MaKpOSI3bIKOB U MPHU WX MOMOUIN MEPEHOCAT ceOsl U3 OJHOTO 3apakeHHOTO (aiina (ZoKyMeHTa WiH
Tabmuupl) B apyrue. Haumbonblee pacnpocTpaHeHHE TONYyYMIM MaKpOBHPYCHI JJIsl TaKeTa
NpUKIaIHEIX Tporpamm Microsoft Office.

Jlnist cyIiecTBOBaHUSI BUPYCOB B KOHKPETHOH cucTeMe (pelakTope) HeoOXOOUMO Haluyue
BCTPOEHHOTO B CHCTEMY MaKpOs3bIKa C BO3MOKHOCTSIMHU:

1) mpuUBS3KH MPOTPaMMBbl Ha MaKpOSI3bIKE K KOHKPETHOMY (aiiy;

2) KOTIMPOBAaHMSI MAKPOTIPOTPaMM M3 OJTHOTO (haiiyia B JPyToi;

3) moiy4eHus ympaBlIEHHs MakKpomporpamMmoi 0e3 BMeIIaTeNbCTBa  IOJIb30BATENs
(aBTOMATHYECKHE WM CTAaHIAPTHBIC MAaKPOCHI).

JIaHHBIM YCJIOBUSIM YJIOBJICTBOPSIIOT HpuUKJIanHble mnporpammbl Microsoft Word, Excel u
Microsoft Access. Onu coaepkat B cede makposizbiku: Word Basic, Visual Basic for Applications.
IIpu sTOM:

1) MakponporpamMmsbl IPUBSI3aHbl K KOHKPETHOMY (hailiTy WIIM HaXOJATCs BHYTPH (aiina;

2) MakpoOSI3bIK TO3BOJIIET KOMUPOBaTh (Dailibl WM TepeMeniaTh MaKpOIpPOrpaMMbI B
ciTy>keOHbIe (pailyibl CUCTEMBI M peJaKTUPyEMBbIC (paiiiibl;

3) mpu pabore ¢ (ailioM TpU OMPEIEICHHBIX YCIOBUAX (OTKPBITHE, 3aKPHITHE U T.I.)
BBI3BIBAIOTCS MaKpOIpPOTpaMMbl (€CIM TaKOBBIE €CTh), KOTOPbIE OMNPEJENICHbl CHEelHaATbHBIM
00pa3oM MM UMEIOT CTaHAAPTHHIC NUMEHA.

JlanHass OCOOCHHOCTh MAaKpPOS3BIKOB TIpeAHA3HA4YeHA JUIsi aBTOMATHYECKOM 0O0pabOoTKH
JaHHBIX B OOJBIINX OpraHU3alMsAX WM B TJIOOATbHBIX CETSIX U TO3BOJSET OPraHM30BaTh TaK
Ha3bIBAEMBI «aBTOMATHU3MPOBAHHBIN JTOKYMEHTO000poT». C Apyrod CTOPOHBI, BO3MOXKHOCTH
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MaKpOSI3BIKOB TaKUX CHCTEM ITO3BOJISIIOT BUPYCY NMEPEHOCUTH CBOHM KOJ B Apyrue (pailipl M TaKuM
o0pa3oMm 3apaxaTh HX.

BonbmmHCTBO MaKpOBUPYCOB aKTUBHBI HE TOJIBKO B MOMEHT OTKPBITHA (3aKphITHA) (aiina,
HO 10 TeX MOop, MOKa aKkTHUBEH caMm penakTtop. OHM coaep:kaT Bce CBOM (YHKIMH B BHJE
cranmapTabeix MakpocoB Word/Excel/Office. CymiecTByroT, OTHAKO, BHPYCHI, HCIIOJIB3YOIINE
MPUEMBl CKPBITHSI CBOETO KOJAa M XpaHAIIMEe CBOM KOA B BHIE HE MakpocoB. M3BecTHO Tpu
MOI0OOHBIX MpHEMa, BCE OHU HCHOJIB3YIOT BO3MOXKHOCTh MAakKpOCOB CO3/1aBaTh, PENAaKTHPOBAaTh U
WCIIONHATH JIpyrue Makpochl. Kak mpaBuio, mogoOHbIe BUPYChl UMEIOT HEOOINBIIONW (MHOTHa —
MOJINMOP(HBIN) MaKpoc-3arpy3uuK BUpPYyca, KOTOPBIA BbI3bIBAET BCTPOEHHBIM PENAKTOP MaKpOCOB,
CO3/MaeT HOBBII Makpoc, 3alOJHSET €ro OCHOBHBIM KOJOM BHpPYCa, BBITIOJNHSET W 3aTeM, Kak
MIPaBWJIO, YHUUTOXKAET (UTOOBI CKPBITh CJIEbI IPUCYTCTBUS BUpyca). OCHOBHOM KO/l TAKUX BUPYCOB
MPUCYTCTBYeT NUOO B CaMOM Makpoce BHpyca B BHJE TEKCTOBBIX CTPOK (MHOTAA —
3amMU(PpPOBAHHBIX ), THOO XPAHUTCS B 00JIACTH IEPEMEHHBIX JJOKYMEHTA.

K cereBbIM OTHOCATCS BHPYCBI, KOTOpbIE [JIsi CBOETO pACIPOCTPAHEHHS] AKTUBHO
HCIOJIB3YIOT IPOTOKOJbI MU BO3MOXHOCTH JIOKAJbHBIX M INOOANbHBIX ceTeil. OCHOBHBIM
MIPUHIIMIIOM pabOThl CETEBOTO BUpPYCa ABISETCS BOZMOKHOCTh CAMOCTOSITENILHO MIEPeIaTh CBOM KO/
Ha yJaJeHHbIH cepBep wiu pabouyro craHuuio. «llomHOLIEHHBIE» ceTeBble BUPYCHI MpPU 3TOM
00Ja/1a10T e1ie ¥ BO3MOKHOCTBIO 3aIyCTUTh Ha BBIIIOJIHEHUE CBOM KO/ Ha yAalEHHOM KOMITbIOTEpE
WIIH, TI0 KpaliHEel Mepe, «ITOITOIKHYThY MOJIb30BATENs K 3aIyCKy 3apakeHHOro (aiina.

BpenonocHsiMu nporpammamu, obecneunBaromumu ocyuiectsienne HCJI, MmoryT ObITh:

IpOrpaMMBbI TOI00pa M BCKPBITUS Mapoieii;

MPOTPaMMBbI, PEaTN3YIOIIIE YTPO3bI;

NpOrpaMMbl, JAEMOHCTPHPYIOUIME HCIOIb30BaHUE HEACKIAPHUPOBAHHBIX BO3MOXKHOCTEH
IIPOrpaMMHOT0 U IporpaMMHo-anmnapaTHoro ooecneuenus: UCI1/IH;

IPOTPaMMBI-T€HEPATOPbl KOMITBIOTEPHBIX BUPYCOB;

pOrpaMMmBbl, JIEMOHCTPHUPYIOLIHE YSI3BUMOCTH CpenCTB 3aIIUTHI
uHpopMauu u Jp.

B cBs13u ¢ ycnokHEHHEM M BO3pacTaHUEM Pa3HOO0pa3usi MPOrpaMMHOTO 00ECIICYSHHUS YUCTIO
BPEIOHOCHBIX Hporpamm ObIcTpo Bo3pacTaeT. Ceromnss usBecTHO Oosiee 120 Thicsd cUTHATYp
KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, Jajeko He Bce M3 HUX MPECTaBISIOT pealibHyo0 yrpo3y. Bo
MHOTHX CJIydYasX YCTpaHEHHE YSA3BUMOCTEH B CHCTEMHOM WM TIPHKIAJHOM HPOrPaMMHOM
o0ecriedyeHNH MPUBETO K TOMY, YTO sl BPEJOHOCHBIX TPOTPaMM YK€ HE CIOCOOEH BHEAPHTHCS B
HHX. YacTo OCHOBHYIO OIIACHOCTH MPEACTABIISIIOT HOBBIE BPEIOHOCHBIE TIPOTPAMMBI.

5.6. O0masi xapaKkTepUCTHKA HEeTPAAUIIMOHHBIX HHPOPMALMOHHBIX KAHAJIOB

HerpaguumoHuelii MH(QOpPMAlMOHHBIA KaHall — 3TO KaHaJl CKPBITHOW Tepeaayu
MHGOPMALIUU C MCIIOJIb30BaHUEM TPAJUIIMOHHBIX KaHAJIOB CBSA3M M CHELMAIbHBIX NPeoOpa3oBaHUN
nepeaaBaeMoil nH(popMaluy, He OTHOCSIIMXCS K KPUIITOrpahuIeCKUM.

Jnst hopMupoBaHys HETPaIULIMOHHBIX KAHAJIOB MOTYT HCIIOJIb30BaThCSI METOIbI:

KOMIIBIOTEPHOH cTeraHorpaguu;

OCHOBAHHbIE Ha MaHUMYJIUMU pa3nuyHbiX xapakrtepuctuk HWCIIAH, KOTOpble MOKHO
MOJTyyaTh CaHKLMOHHUPOBAHO (HampuMep, BPEeMEHU OOpabOTKU pPA3IMYHBIX 3alpOCOB, OOBEMOB
JOCTYITHOW NaMsITH WX JOCTYIHBIX JJIS YTCHUS UACHTU(PUKATOPOB (ailyioB UM MPOLECCOB U T.I1.).

MeTtoabl KOMIBIOTEPHOI cTeraHorpaguu npenHa3HauyeHbl Uil CKpBITUS (akTa Hepeaayu
cOOOlIeHNs] MyTeM BCTpauBaHMs CKpbIBaeMOM HH(pOpMalMM BO BHEIIHE O0e300uaHbIE JaHHBIE
(TekcToBble, rpaduueckue, ayuo- WK BUAeo(haisibl) U BKIIOYAIOT B ce0s JBE IPYIIbl METOAOB,
OCHOBAHHBIX:

Ha HCIOJIb30BAaHUM CIIELHUAIBHBIX CBOHCTB KOMIIBIOTEPHBIX (DOPMATOB XpaHEHHs H
nepeayvu 1aHHbIX;
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Ha M30BITOYHOCTH ayaAHWO-, BU3YaJIbHOW WJIM TEKCTOBOW HH(GOpMalLUU C MO3ULUU
MCUXO(QHU3UOIOTHIECKIX 0COOEHHOCTEH BOCTIPHSTHS YEJIOBEKA.

Krnaccuukanmss MeToZoB KOMITBIOTEPHOH cTeraHorpaduy MpuBeneHa Ha pHcyHKe 15. Mx
CpaBHMTENIbHAS XapaKTEPUCTHKA IIPUBEICHA B TabHLIE 4.

Haubonbiiee pa3BuTHe M NPUMEHEHHE B HACTOSIEE BpEMs HAXOIAT METOAbI COKPBITHUS
nHpopManuu B TpaHUIEcKHX CTErOKOHTEHHEpax. JTO OOYCIOBICHO CPaBHHUTEIBHO OOJBIIMM
00beMOM HH(OpPMAIMK, KOTOPBII MOXXHO Ppa3MECTHTh B TaKMX KOHTEWHepax 0e3 3aMeTHOro
HUCKAKEHUS U300paKeHMs, HaJM4heM aIlpHOpPHBIX CBEAECHUH O pa3Mmepax KOHTeWHepa,
CYIIECTBOBAaHHEM B OOJBIIMHCTBE PEATBHBIX HM300paKEHUH TEKCTYPHBIX OO0JIACTEH, MMEIOIINX
IIYMOBYIO CTPYKTYPY M XOPOIIIO IMOAXOSAIINX JIUIsl BCTpauBaHUs HHPOPMAIIUHU, TPOPAOOTAHHOCTHIO
METOZI0B [U(POBO 00pabOTKM M300pakeHHH W IUPPOBBIX (OPMATOB TNPEACTABICHHUS
n3obpaxenuil. B Hacrosiiee Bpemsl CyIIECTBYeT UENbI psiJg Kak KOMMEPUYECKHX, Tak
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Tabnuna 4
CpaBHuTeNbHAs XapaKTEPUCTHKA CTETAaHOTPAPUUECKUX METOJOB
npeoOpazoBaHus HH(GOPMaLIUN
Creranorpa Kpartkas Henocrarku IIpeumymecrsa
(u- yecknit | XapakTepHCTHKA MeTOAA
MeTo/
MeToapl COKpBITHS HHPOPMAIIMH B Ay TMOKOHTEHHEpax

Meron OcHoBaH Ha 3anucu HeBbIcOKast CKPBITHOCTD Jocratouno
COKPBITHS B coo01IeHus nepenayr CooOIIeHHUS. BBICOKAasi EMKOCTh
HAaMEHBIIUX | B HAUMEHbIIME 3Havalue | Huskas ycTonunuBOCTh KOHTENHEpa
3HAYAIINX OUTBHI UCXOQHOI'O CUTHAJIA. | K HCKAXKEHUSIM. (mo 25 %)
ouTax B xagecTBe KOHTElHHEpa Hcnons3yercst TOJIBKO IS

HCIIONB3YETCs, KaK oTpezieNIeHHBIX (POpMaTOB

IIPaBUJIO, HECIKATHIN ayno-Qaiiaos

ayIMOCUTHAJI
Meton OcHoBaH Ha reHepanuu Huskuit ko3 dunment CpaBHUTENBHO
COKpPBITHS HA | IICEBAOCITY-4aliHOTO HCIIOJIb30BAaHNs KOHTEMHEPA. | BBICOKAs
OCHOBE uryma, siBJISIFOLIErocs 3HauYUTENbHbIE CKPBITHOCTb
pacnpeneneny | pyHKIHUel BHEIPSIEMOro BBIYMCIIUTEIIbHBIE 3aTPaThI co00IIeHUS
s TI0 CIIEKTPY | COOOIIEeHuUs, U

MOAMEIINBAHUN

MOJIyYEHHOTO IIyMa K

OCHOBHOMY CUTHAJIy-

KOHTEHHEpY B Ka4eCTBE

aqIUTUBHON

COCTAaBJISIOLLIEH.

KoaupoBanue noTokoB

uHpopMaLK TyTeM

paccesiHUsL KOIMPOBAaHHBIX

JAHHBIX IO CHEKTPY YacTOT
Merton OcHoBaH Ha Huzknii koadduriuent CpaBHHTEIEHO
COKPBITHSI HA | UCTIOJIB30BAHUH B UCIIOJIb30BAaHUS KOHTEHEpa. | BhICOKast
OCHOBE KauyecTBe IIyMONOA0OHOr0 | 3HAaUUTEIbHbIE CKPBITHOCTb
UCIIOJIb30BAaH | CHTHAJa cCaMoro BBIYMCIIUTENbHBIE 3aTPaThI COO0IIeHUS
usl 9X0- ay/MOCHTHANIA, 3aJepKaH-
CUTHaa HOT'O Ha Pa3JINYHbIC

[IEpUO/Ibl BPEMEHU B

3aBUCUMOCTHU OT

BHEJIPSIEMOTO COOOIIEHHUS

(«JT03BOHOYHOTO 3Xa»)
MerTtox OcHoBaH Ha (hakTe Mansrii ko3¢ durmeHt Oo0Omanaer
COKPBITHS HEYYBCTBHUTEIb-HOCTH yXa | MCIIOJIb30BaHHS KOHTEHHEpa | 3HAYUTEIHLHO Ooliee
B (paze YeJIoBeKa K a0COMIOT-HOMY BBICOKOM
CUTHaIa 3HAYEHUIO (ha3bl CKPBITHOCTBIO, YEM

rapMOHUK. AyaNO-CUTHAII
pazOuBaeTcs Ha
[MOCJIEI0BATEILHOCTh
CErMEHTOB, COOOIIIEHIE
BCTpPaMBACTCS IyTEM
MoaudUKaIu (Ga3sl
TIEPBOTO CErMEHTA

METOJIbI COKPBITHS
B H3b

MeTobl COKphITH HHGOPMAIIMK B TEKCTOBBIX KOHTEHHEPax
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Creranorpa KparTkas Henocrarku IIpeumymecrBa
(u- yecknit | XapaKkTepHCTHKA MeTOAA
MeTOo/
Meron OcHoBaH Ha BCTaBKe Meroas! 4yBCTBUTEBHBI K Jocratouno
COKpBITUS HA | MPOOEIJIOB B KOHIIE IEPEHOCY TEeKCTa U3 OJHOro | OGonblast
OCHOBE CTpPOYEK, [10CJIE 3HAKOB ¢dopmara B 1pyromu. IIPOITyCKHAas
npo0eoB MIPENUHAHUS, MEKITY Bo3moskna moteps CITOCOOHOCTh
CJIOBaMU Ipu coobuienus. HeBbicokas
BBIPABHUBAHWH JUITHHBI CKPBITHOCTb
CTPOK
Meron OcCHOBaH Ha TOM, YTO OueHb HU3Kas MPOITYCKHas CyiectByeT
COKpBITHS Ha | IPaBWJIA IyHKTYalluu crocoOHOCTh. CIOKHOCTh MOTEHLMAIbHAS
OCHOBE JOITy CKatOT JIETEKTHPOBAHUS COOOIEHUS | BOBMOKHOCTh
CUHTAKCUYECK | HEOJHO3HAYHOCTH MpHU no00paTh TaKoH
1754 PacCTaHOBKE 3HAKOB METOJ, IIPU
0COOEHHOCTEH | MpenMHaHus KOTOpPOM
TEKCTa MoTpeOyIoTCS
BECHbMa CJIOXKHbBIE
IPOLEAYPBI AJIS
pacKpbITUS
€co00IIEHUS
Meron OcHoBaH Ha BCTaBKe CnoxeH npuMeHuTenbHO K | OnuH U3 Haubosee
COKpBITUS HA | MH(hOpPMAIIK B TEKCT IPH | PyCCKOMY SI3bIKY B CBSI3U C MEPCIIEKTUBHBIX
OCHOBE MIOMOIIY YepET0BaHUS OosbIIMM pa3HOOOpa3ueM METOJI0B.
CHHOHHMMOB CJIOB U3 KaKOU-JINO0 OTTEHKOB B Pa3HBIX Obnanaer
IpyIIbl CHHOHUMOB CUHOHHMMax CPaBHUTEIBHO
BBICOKOM
CKPBITHOCTBIO
€co00IIEHUS
Meron OcHOBaH Ha MaCKHUPOBKE HesblIcokas npomnyckHas Becsma npoct B
COKPBITHS Ha | H”H(OPMAIIMOHHBIX OUTOB | CIIOCOOHOCTB. BBICTpO MIPUMEHEHUH.
OCHOBE 101 ECTECTBEHHBIE BCKPBIBACTCS IPU Bricokas
UCTONb30BaH | OHIMOKH, OIIEYaTKH, CTaTUCTHYECKOM aHAJIN3E. CKPBITHOCTb IIPU
usl OIIMOOK HapyLIEHMsI IpaBUII aHaJIn3e
HaIMCcaHWs COYETaHNN YEJIOBEKOM
IJIACHBIX U COTJIACHBIX,
3aMEHE KMPUJUINLBI Ha
aQHAJIOTMYHBIE 110
BHEIIHEMY BHIY
JaTUHCKUE OYKBBI U JIp.
Meron OcCHOBaH Ha reHepanun Hesrbicokast mpomyckHast CKpBITHOCTH
COKPBITUSl HA | TEKCTOBOT'O KOHTEHHepa ¢ | CIOCOOHOCTb. onpeznensercs
OCHOBE UCIOJIb30BaHUEM Habopa | beccMmbicieHHOCTh METOIaMU
reHepanuu IIpaBWJI TOCTPOECHMUS CO31aHHOT'O TEKCTa mudpoBaHus H,
KBA3UTCKCTa | MPEIJIOKEHUI. KaK IPaBUJIO,
Hcnonb3yercs BECHbMAa BBICOKA
CUMMETpHUYHAas
Kpunrorpadus
OxkoH4aHue Ta0IUIE! 4
Creranorpa KparTkas Henocrarku IIpeumymecrsa
(¢u- yeckmili | XapaKkTepHCTHKA MeTOAa
MeTo/
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Meron OcHoBaH Ha BCTaBKe Jlerko BeIsABISAETCS IIPU Bricoknii
COKpBITHS Ha | HH(OpPMALIUU 32 CUET npeoOpa3oBaHuu MaciTtada | Ko3pPuIreHt
OCHOBE W3MEHEHHU TUNa WpU(Ta | TOKyMEHTa, Ipu MCIIOJIb30BaHUs
UCTONB30BaH | M pa3Mmepa OyKB, a TAaKXK€ | CTATUCTUYECKOM KOHTelHepa
ust Ha BO3MOKHOCTH CTeroaHajuse
0coOeHHOCTeH | BCTpauBaHuUs
mpudTa nH(popMaLuu B OJIOKH C

HEU3BECTHBIMHU IS

Opay3sepa

UACHTUDUKATOPAMHU
Meron OcHoBaH Ha pa3meniennn | Huzkast ckpbITHOCTB IpH IIpoct B
COKpBITUS Ha | MH(OpMAIUH B U3BECTHOM (opmare daiina | mpUMEeHEeHUN
OCHOBE 3ape3epBUPOBAHHBIX U
UCTOJIb30BaH | HEUCHOJIb3YEMBIX MOJISIX
us Koaa MIEPEMEHHOM ITTUHBI
JIOKYMEHTa U
¢aiina
Meron OcHOBaH Ha U3MEHEHUU Huskas npomyckHas IIpocr B
COKpBITHS HA | 3HAYEHUU CIIOB CITOCOOHOCTH. Y3KO MIPUMEHEHUHU
OCHOBE crienuanusuposad. Huskas
UCIIOJIb30BaH CKPBITHOCTb
Usl J)KaproHa
Meron OcCHOBaH Ha reHepanu Crnoxnoctb popmupoBanust | loctatouno
COKpBITHS HA | TEKCTa —KOHTEHHEpa ¢ KOHTeHHepa 1 COOOILIECHHS BBICOKAsI
OCHOBE (OpMHPOBAHKEM CIIOB CKPBITHOCTb IIPH
WCIIOJIb30BaH | ONPEEIIEHHON JUIMHBI 10 aHaJIu3e
ust U3BECTHOMY IIPABUITY YeJI0BEKOM
4YepeOBaHNUs | KOAUPOBAHUS
JUIMHBI CJIOB
Meton OcHoBaH Ha BHEJPEHUNU Cn0HOCTh COCTABIICHUS Jaer 6onburyio
COKPBITHSI HA | COOOIIIEHUSI B TIEPBBIC cooOmenus. Huzkas CcB0OOOTy BbIOOpA
OCHOBE OYKBBI CJIOB TEKCTa C CKPBITHOCTH COOOILIEHUS oreparopy,
UCTONBb30BaH | MOAOOPOM CIIOB HPUIYMBIBAIOLIEMY
Usl TIEPBBIX coobuieHue
OyKB

MeToab! COKpBITHS HH(GOpMAIMK B TpadHueCKUX KOHTEHHEpax
Meron OcHOBaH Ha 3aIucH HeBbicokast CKpBITHOCTh JocTarouno
COKPBITHS B cooO01LeHusl B neperayr CooOIIeHHUS. BBICOKAsl EMKOCTh
HalMEHBIINX | HAUMEHbILUE 3HAYaIlIne Huskas ycToifunBoCTh K KOHTelHepa
3HAYAIIAX OUTEI UCXOLHOTO UCKaXKEHUSIM (mo 25 %)
outax M300paxeHust
Meron OcHOBaH Ha peIyKIUU IIpumensiercs CpaBHUTENBHO
COKpBITUS Ha | (3aMEHE) LIBETOBOM PEUMYIIECTBEHHO K BBICOKasi EMKOCTh
OCHOBE MAJIUTPHI U CKaTbIM U300pa’KEHUSM. KOHTEIHepa
MoIuGUKAM | YIOPSA04YMBaHUM LIBETOB B | HeBbICOKast CKPBITHOCTD
Y MHJIEKCHOTO | MUKCENSAX C COCETHUMU neperayu CooOIIeHUs
¢dopmara HOMEpaMH
IIpE/ICTaBICHU
A
Meton OcHOBaH Ha IIOUCKE ¢ CnoXHOCTh pacueToB VYcToiunBoCTh K
COKpBITUS HA | IPUMEHEHUEM OOJIBLIMHCTBY
OCHOBE ABTOKOPPEIALIMOHHOMN HEJIMHEMHBIX
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UCTIONB30BaH | QYHKIUHU 00JIacTeH, npeoOpa3oBaHuit
us COJIepIKaIINX CXOIHbIE KOHTeiHepa
aBTOKOPPETSALl | TaHHBIE

HOH-HOM

byHKIIH

Meron OcHoBaH Ha MOy AN Huskas TogHOCTB JocratouHo
COKDBITHS Ha | TICEBAOCTYYailHOrO JNETEeKTUPOBAHUSI. BBICOKAsI
OCHOBE CUTHAJIa CUTHAJIOM, Uckaxenus CKPBITHOCTD
HCIIOJIb30BaH | COJIEPIKalIUM co001IeHNS
us CKPBIBAEMYIO

HEJIMHEHHON | MH(pOpMaIIHIO

MOIYJISIIIH

BCTpanBaeMor

0 coo0IIEeHNI

Meton OcHOBaH Ha MOYJISIIAU Hwuzkast touHocTh JocraTouno
COKPBITHS HA | MICEBOCIYy4aitHOTO JIETEKTUPOBAHUA. BBICOKAs
OCHOBE CUTHaja OUMOJISIPHBIM Uckaxxenus CKPBITHOCTb
UCIIOJIb30BAaH | CUTHAJIOM, COJEPKAIIUM COO0IIeHUS
WS 3HAKOBOM | CKpBIBAEMYIO

MOAYJISALUN nH(OPMALIHIO

BCTpanBaeMor

0 COOOIICHHUS

Meton OcHoOBaH Ha CII0’)KHOCTb pacueToB Bricokas
COKDBITHS HA | OCOOCHHOCTSIX BEUBIIET- CKPBITHOCTb
OCHOBE npeoOpazoBaHMit

BEUBJICT-

npeoOpa3oBaH

usi

Meton OcHoOBaH Ha CII0’)KHOCTb pacueToB Bricokas
COKPBITHS HA | OCOOCHHOCTSX CKPBITHOCTb
OCHOBE JTUCKPETHOTO

UCIIOJIb30BaH | KOCUHYCHOTO

us npeoOpazoBaHms

JIUCKPETHOTO

KOCHUHYCHOTO

npeoOpa3oBaH

us

1 OecCIUIaTHBIX MPOTPAaMMHBIX HPOIYKTOB, JHOCTYHHBIX OOBIYHOMY IOJB30BATENIO0, PEATU3yIOIINX
W3BECTHBIE CTeraHorpaduyeckue METoAbl COKpBITUS HMHpopManuu. [Ipu 3TOM mpenmyiiecTBeHHO
UCTIONB3YIOTCS TpaQUUECKue U ay JU0-KOHTEHHEPHI.

B HeTpamunMoHHBIX HMH(POPMAIMOHHBIX KaHaldaX, OCHOBAHHBIX HAa MaHUITYJIALUN
pa3nuuHbIX xapakTepuctuk pecypco MCII/IH, ucnonb3yroTes Aas nepenad JaHHbIX HEKOTOphIE
pasnensembie pecypcbl. llpu 3ToM B KaHamax, HCHOJB3YIOIMIMX BPEMEHHBIE XapaKTEPUCTHUKH,
OCYLIECTBIIIETCS MOIYJIALMA 10 BPEMEHM 3aHIATOCTH pa3leisieMoro pecypca (Hampumep,
MOJYJIHMPYs BpeMs 3aHATOCTH MPOLIeCcCcopa, MPUI0KEHUS MOTYT OOMEHUBATHCS JAHHBIMU).

B xanamax mamsATH pecypc HUCHOJB3yeTcsl KaK MPOMEXKYTOUHBIM Oydep (Hampumep,
MIPUJIOKEHUS MOTYT OOMEHUBATHCS JAHHBIMU IIyTE€M MOMEIIEHUS UX B MIMEHA CO3/1aBaeMbIX (ailioB
U aupekropuil). B kaHamax 06a3 JaHHBIX U 3HAHUW HCTOJIB3YIOT 3aBUCUMOCTH MEXKAY JaHHBIMH,
BO3HUKAIOIIMMHU B PENIALIMOHHBIX 0a3ax JaHHBIX U 3HAHUH.

Hetpaauumonnsie nH(OpMaIMOHHBIE KaHAIBI MOTYT OBITh C(POPMHUPOBAHBI HA Pa3IMYHBIX
ypoBHsx pynkrmonupoBanus MCII/x:

Ha aImapaTHOM YPOBHE;
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Ha yPOBHE MMKPOKOJIOB U JPANBEPOB YCTPOUCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YpOBHE MPHUKJIAJHOTO IPOrPaMMHOT0 00eCTIeueHUS;

Ha ypoBHE (PyHKLIMOHUPOBAHU KaHAJIOB NIepeayy JaHHbBIX U JIUHUH CBA3H.

DT KaHajdbl MOTYT UCHOJb30BaThCS KaK JJIsi CKPBITOM Iepeauyd CKOIMPOBAHHOMN
uHpopManuu, TaK U TUISL CKPBITHOM nepenayn KOMaHJ
Ha BBIIIOJIHCHHE IECTPYKTUBHBIX IEUCTBUM, 3aIlyCKa IPUIOKEHUHN U T.II.

Jlns peanu3aliuy KaHAJOB, KaK MpPaBUJIO, HEOOXOAMMO BHEAPUTH B aBTOMATH3MPOBAHHYIO
CUCTEMY MNpPOTPaMMHYI0 WIM  IPOrpaMMHO-alapaTHYI0  3aKIaAKy, OOECHeuHBaOILYIO
(hopMHpOBaHKE HETPAIUIIMOHHOTO KaHAaa.

Herpaauumonnsnii nHGOpMAIMOHHBIN KaHaT MOXET CYIIECTBOBATh B CUCTEME HEMPEPHIBHO
WIM aKTMBU3UPOBAThCA OJHOPA30BO WJIM IO 3aJaHHBIM YCJIOBHAM. IIpu 3TOM BO3MOXHO
CYIIECTBOBaHKE 00paTHOM CBsi3M ¢ cyosekToM HCJI.

5.7. O0masi xapakTepuCTHKA Pe3yJIbTATOB HECAHKIIMOHMPOBAHHOTO
WIH CJIy4aifHOr0 J0CTyIa

Peanmzanuss yrpo3 HCJ] k wuHboOpManuu MOXKET NPUBOAUTh K CIEAYIOIIUM BHIAM
HapyIIeHus ee Oe30MaCHOCTH:

HapyUICHUIO KOHPHUICHINATHHOCTH (KOMMPOBAaHKE, HEMPABOMEPHOE PACIIPOCTPAHEHNUE);

HapyUICHUIO LIEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHE);

HapyUICHUIO TOCTYMHOCTH (OJIOKUPOBaHUE).

Hapymienne KOH(HUIEHIMATFHOCTH MOXET OBITh OCYHIECTBICHO B CIIy4ae YTEUKH
nH(popMauu:

KOIIMPOBAHUS €€ Ha OTUYK/1aeMble HOCUTEIN NH(POPMALUY;

nepenayy ee mo KaHajiaM nepeadu JaHHbIX;

IpH  TPOCMOTPE WM  KONMUPOBAaHMM €€ B XOA€ PEMOHTa, MOIU(UKAINH
Y YTUIU3aIUU TPOTPaMMHO-AMNMapaTHBIX CPEJICTB;

npu «cOopKe Mycopa» HapymuTeaeM B mporecce skcruryatarmu UCITIH.

Hapymenune wnenoctHocTM uUHGOpPMAaNMKU OCYLIECTBIAETCS 3a CYET BO3JAEHCTBUSA
(MoauduKanuu) Ha TPOrpaMMBbI M JTaHHBIE TTOJIb30BATENs, a TAKXKE TEXHOJIOTMYECKYIO (CHCTEMHYIO)
“H(pOpMaIHIo, BKIIOYAIONTYIO:

MHUKPOIIPOTpaMMBI, TaHHBIE U JApalBepa yCTPOUCTB BBIYUCIUTEIILHOU CUCTEMBI;

MpOoTrpaMMBbI, JTaHHBIE W JIpaiiBepa YCTPOMCTB, 0OECIEUMBAIOIINX 3arpy3Ky OINEpaliuOHHOMN
CUCTEMBI;

MporpaMMbl M JaHHble  (JECKPUOTOPBI,  OMUCATEeNH,  CTPYKTYphL,  TaOJIHIIbI
U T.J.) ONEPALUOHHON CUCTEMBI;

MPOrpaMMBbl ¥ JaHHBIE TPUKIIATHOTO MPOTPAMMHOI0 00eCTIeUEeHHUS,

IPOrpaMMBbl U JaHHBIE CHEIMATBHOTO MPOrPAMMHOT0 00ECTICUCHHUS;

MMPOMEXKYTOYHBIC (OTIEPATHBHBIC) 3HAYEHHUS MPOTPaMM M JAaHHBIX B IIpoIlecce X o0paboTKH
(uTeHus/3anucu, MprueMa/nepeaadn) CpeaCTBAMUA U YCTPOWCTBAMH BBHIYHCIUTEIbHOM TEXHUKH.

Hapymieane mnenoctHoctn wuHpopManmun B MCIIJIH MoxkeT Takxke OBITh BBI3BAHO
BHEJAPEHHEM B HEE BPEIOHOCHOM NpPOrpaMMbl MPOTPAMMHO-ANIAPATHOM 3aKIagKud WX
BO3JICHICTBUEM Ha CUCTEMY 3aIllUThl HH(OPMALIUU WIH €€ JIEMEHTHI.

Kpome »storo, B WCIIJIlH BO3MOXHO BO3JCUCTBHE HAa TEXHOJOTUYECKYIO CETEBYIO
nHpopMmalnuo, KOTOopas MOXKET oOecneynBaTh (PYHKIIMOHUPOBAHHWE PA3JIHYHBIX CPEICTB
yIpaBJICHUS BBIYUCIUTEIBHOMN CEThIO:

KoH(pUryparmuei ceTu;

ajJipecaMu M MaplIpyTH3alKel nepeiayn JaHHbIX B CETH;

(yHKIIMOHATIBHBIM KOHTPOJIEM CETH;

0€30MacHOCThIO HH(OPMAIIHH B CETH.

Hapymeane ngoctymHoctd wuHboOpmamuu  oOecriedyuBaercss ImyTeM  (HOPMHUPOBAHHS
(MogM(dUKaLMU) HCXOAHBIX MJAHHBIX, KOTOpbIE TIpU OOpPabOTKE BBI3BIBAIOT HENPABHIBLHOE
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(YHKIIMOHMPOBAaHUE, OTKAa3bl ammaparypbl WM 3axBaT (3arpy3Ky) BBIYHCIHTEIBHBIX PECYpPCOB
CHCTEMBI, KOTOPbIe HEOOXOAUMBI JJIs1 BBIIIOJHEHHS IPOrpaMM U pabOThI anmaparypsl.

VYka3aHHble AEWCTBHUS MOTYT NPUBECTH K HApYyLIEHHIO WM OTKa3y (PYHKIMOHUPOBAHUS
MPaKTUYEeCKH JH00bIX TexHuueckux cpeacts MCII/In:

cpeactB 00paboTKu HHPOPMAIIHH;

CpeZICTB BBO/A/BbIBOJIa MH(OpMAINH;

CpEeICTB XpaHeHHs HHPOPMALINH;

anmnaparypbl 1 KaHAJIOB Ilepeaayn;

CPECTB 3alIUThl HH(POPMAIIUH.
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6. TunoBbie Moes N YIrpo3 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX, 00padaTbiBaeMbIX B
HH(OPMALMOHHBIX CHCTEMAaX MePCOHAJIbHBIX JaHHbBIX

B 3aBucumoctu ot nenei u cogepxanus oopadorku [1/[H oneparop MOXKeT oCylIeCTBIATh
o6pabotky [1JIn B UCII/IH pa3nuvHBIX THIIOB.

ITo crtpykType HH(OpPMAIMOHHBIE CHCTEMBI NOJPA3JENAIOTCS Ha aBTOMATU3UPOBAHHbBIC
paboune MecTa, JOKaJbHbIe MH(POPMALMOHHBIE CUCTEMBl U paclpe/ieleHHble HH(OpMaIMOHHbIE
CUCTEMBI.

[lo HanmuuuiO MNOAKIIOYEHMH K CETAM CBS3M OOILEro MOJb30BaHUS U (WJIM) CETAM
MEXIYHapOAHOTO HMH(POPMALMOHHOTO OOMEHa HMH(OPMAIMOHHBIE CHUCTEMBI IMOJIPA3AEISIOTCA Ha
CUCTEMBI, UIMEIOIINE MOAKIIOUEHUS, U CUCTEMBI, HE MMEIOIINE MOAKIIOUEHUH.

[Io pexumy o00pabOTKH TEpPCOHATBHBIX JAHHBIX B HMH(OPMAIIMOHHOH CHCTEME
MH(POPMAaLMOHHbIE CUCTEMBI MOJIPa3AeIIAI0TCS Ha OJIHOTIOJIb30BATEIIbCKHE u
MHOT'OMOJIb30BaTEIbCKHE.

Ilo pasrpaHudeHuto TmpaB JAOCTylla MOJb30BaTelded HMH(YOPMALMOHHBIE CHUCTEMBI
MOJPA3JENAIOTCA Ha CUCTEMbl 0e3 pa3rpaHHYeHUs NpaB JOCTyINa M CUCTEMbI C Pa3rpaHUYCHUEM
IIpaB 0CTYyIa.

WHdpopManmoOHHbIE CHUCTEMBI B 3aBUCHMOCTH OT MECTOHAXOXKICHHS WX TEXHUYECKHX
CPEICTB MOJIpa3AesAtoTCs Ha CUCTEMBI, BCE TEXHUYECKUE CPEJICTBA KOTOPBIX HAXOASTCS B Mpeesax
Poccuiickoit @enepannn, U CUCTEMBI, TEXHUYECKHUE CPEACTBA KOTOPHIX YACTUYHO WM LIETIUKOM
Haxo[sTcs 3a npenenamu Poccuiickon @enepanuu.

B 3aBHUCHMOCTH OT TEXHOJIOTMH, COCTaBa U XapaKTepUCTUK TexHuueckux cpeacts MCII/IH,
a Takke omnacHoctd peammsanuu  YDBIIJIH W HacTyluleHHs TOCIHEACTBUHM B PE3yJIbTATE
HECAHKIIMOHUPOBAHHOT'O WJIM CIYYaUHOTO JOCTYIa MOKHO BhIACIHT ciienyromue turbl MCIIH:

aBTOMaTH3MPOBAHHbIE pabouyre MecTa, He UMEIOIUE MOJKIYEHNE K CEeTSM CBSA3HM OOIIEro
MIOJIb30BaHUA U (WIM) CETAM MEKIYHapOJHOT0 HH(POPMALIMOHHOTO OOMEHa;

aBTOMATH3MPOBAHHBIE paboyHMe MecTa, UMEIOIIUE MOIKIIOUYEHUE K CETSM CBS3H OOIIEro
MOJIb30BAHUSA U (WJIH) CETSAM MEKIYHAPOIHOTO WH(POPMAIIMOHHOTO OOMEHa;

nokanbHbele UCII/IH, He MMerone MOAKIIOYCHHUE K CEeTSIM CBS3U OOIIEro MOJIb30BaHHS H
(unn) ceTaM MeXAyHapOIHOro HH(GOPMALIMOHHOTO 0OMEHa;

nokaibHble MCIT/IH, nMeromiye MoAKII0YeHne K CEeTsIM CBSI3U OOILEro Nojab30BaHus U (MIIN)
CeTSAM MEXYHapOAHOTO HH(OPMAIIMOHHOTO OOMEHA;

pactipeaenennpie  VMCIIJIH, He wuMeronIMe TMOAKIIOUYEHUE K CETAM CBSI3U  OOIIETO
MOJTH30BaHUS U (MJIH) CETSIM MEXITYHAPOIHOTO MH(POPMAITMOHHOTO OOMEHA;

pactpenenennsie MCII/IH, nmeromuye noJkIoYeHue K CeTsIM CBsI3U OOIIETro MOJIb30BaHUs U
(M) ceTsIM MEXTyHapOAHOTO MH(OPMAIIHOHHOTO OOMEHa.

[IpumenurensHo k ocHoBHBIM THHam WCIIJ[H cocTaBistOTCS TUNOBBIE MOJEIH YTPo3
o6e3zonacHoctu  [I/lH, XapakTepu3ylonue HACTYyIUICHHUE pPa3jU4YHBIX BHUJIOB TOCICACTBUU B
pe3yJibTaTe HECAHKIIMOHUPOBAHHOTO WJIH CIIyYalHOTo ocTyna u peanuzauuu Y bIT/{H.

YactHbele Mozmenu yrpo3 OezomacHoctu IIJIH mpumenutensHo kK KoHkpeTHbIM MCII/IH
COCTaBIIAIOTCSL ONEpaTOpaMu, 3akazunkaMu U paspadorunkamu MCII/IH Ha 3Tanax ux co3naHus U
(MK 3KCIUTyaTaltu.
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6.1. TunoBasi moe/ b yrpo3 0€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX, 00padaTbiBaeMbIX B
aBTOMATHU3HMPOBAHHBIX Pa00YMX MeCTaXx,
He HMCHOIIUX MOAK/IIOYEeHHUS K CeTAM CBS3H 0011ero noJib30BaHus
U (MJIM) CeTAM MEKIYHAPOAHOIr0 MH(POPMAIIMOHHOT0 00MeHa

I[Ipu oOpabotke II/[H Ha aBTOMATU3UPOBAHHOM paboueM MecTe, HE HMEIIIEeM
MOAKIIOYEHUS K CEeTSAIM CBA3M OOIIero MoJjb30BaHMs U (WIM) CETAM MEXAYHapOJIHOIO
MH(}OpPMAIMOHHOTO oOMeHa, BO3MOYHA peanuzanus
caenyromux Y BII/IH:

yrpo3 yTeYKH HH(OPMAIHH MO0 TEXHUIECKAM KaHallaM;

yrpo3 HC/] k [1/1H, oO6pabaTbiBaeMbIM B aBTOMATU3UPOBAHHOM paboueM MecTe.

VYTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B ceOs:

yIpO3bl YTEUKU aKyCTHUECKOH (peueBoit) nH(pOopMaIiu;

yTPO3bl yTEUKHU BUOBOU MH(GOPMALINK;

yrpo3bl yTeuku nH(popmaruu no kanaay [ID9MUH.

Bo3HuKHOBEHHE yTpO3 YTEUYKH aKyCTHUecKOW (pedeBoil) mH(pOpMaluu, coaepKamiecs
HEMOCPEICTBEHHO B Mpou3HOCUMOM peun nonb3oBatens MCIIIH, BO3MOXHO NpU HaIUIUEM
¢dbyukmuii ronocosoro Beoja [11n 8 UCIT/In nnu dyukimit BocnpounseaeHus [1/1H akycTuaeckumu
cpencteamu UCII/IH.

Peanmmzanust yrpo3pl yT€YKHM BHIOBOH WHGOpPMAIMKM BO3MOXKHA 3a CUET MPOCMOTpa

uHpopmaruu c MMOMOIIBIO ONTUYECKUX (ONITUKO3JIEKTPOHHBIX ) CpPEICTB
C DKpPaHOB [UCIUICEB W JPYTUX CPEICTB OTOOPaKEHHS CpPEACTB BBIYMCIUTEIHHONH TEXHUKH,
MH(POPMAIIMOHHO-BBIYUCIUTEIBHBIX ~ KOMIUIEKCOB,  TEXHHYECKHX  CpelcTBa  00pabOTKH
rpadu4ecKkoii, BUJIEO- u OyKBEHHO-ITU(PPOBOH uHpOpMauy, BXOJIAILINX
B coctaB UCII/IH.

VYrpo3sl yreuku uHpopmauuu 1o kaHany [IOMUWH Bo3MOXHBI U3-32  HalIW4Ms
ANEKTPOMATHUTHBIX W3Iy4YeHUH, B OCHOBHOM, MOHHUTOpa U CHUCTEMHOro OJoKa KOMIBIOTEpA.
OCHOBHYI0 OMNAacHOCTb MPEACTABISIOT YIPO3bl YTEUKH U3-32 HAJIWYUSA DIIEKTPOMATHUTHBIX
W3JIy4YCHUI MOHUTODA.

Yrpo3zer HC/I B aBroHOMHOM APM CBf3aHbl C JOEWCTBUAMH HapYILIUTENICH, UMEIOIIUX
noctyn k UCIIIH, Britouas nonp3oBateneid UCIIAH, peanu3ytommux yrpo3bl HEMOCPEICTBEHHO
B HUCITH. Kpome 3TOTO, HWCTOYHUKAMHU yrpo3 HCA
kK uHpopmammu B APM Morytr ObITh ammapaTHble 3aKIagKd M OTYYKJAaeMble HOCHUTEIN
BPEAOHOCHBIX ITPOTPAMM.

B UCII/In na Ga3e aBToHOMHOr0o APM Bo3MoOHBI Bce Buabl ysa3Bumocteir MCII/IH, 3a
HCKJIIOUEHUEM YS3BUMOCTEH, CBSI3aHHBIX C peaju3alueil MPOTOKOJIOB CETEBOTO B3aUMOJEHCTBUS U
KaHayoB nepegaun nanHbix. B rakux MUCII/IH BO3MOXKHBI:

yI'pO3bl, peann3yemblie B xozae 3arpys3Ku ONepalMOHHON CHUCTEMBI
Y HampaBlieHHbIE Ha TepexBaT Mapojied Wi HACHTH(PUKATOPOB, Moaudukanuio 0a30BOH
cuctembl BBoAa/BbeiBoga (BIOS), mepexBat ynpaBieHus 3arpy3Koii;

yI'pO3Bl, peanuzyemblie nocie 3arpysKu OmepanuoOHHON CUCTEMBI
u HanpaBJICHHbIE Ha BBINIOJIHEHUE HECAaHKIIMOHUPOBAHHOTO JocTymna
C TpPUMEHEHUEM CTaHIAPTHBIX (yHKOWA (YHHUYTOKEHHE, KONHPOBAaHHE, TIIepEeMelIeHuE,
dbopmaTupoBaHue HocuTeneil mHpopManuu U T.M.) ONEPAIMOHHON CHUCTEMBI MM KaKOU-THOO
MPUKJIAJHONW MPOrpaMMbl (HapUMeEp, CUCTEMbl yIpaBieHus 0a3zaMH JaHHBIX), C IPUMEHEHUEM
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CIICUAJIBHO CO3JaHHBIX
s BeimonHenuss HCJl mporpamMm (mporpaMm mpocMoTpa U Moaudukanuu peectpa, MouckKa
TEKCTOB B TCKCTOBBIX (haifjiax U T.IL.);
yIpO3bl BHEAPEHUS BPEIOHOCHBIX MPOrPaMM.
6.2. TunoBasi MmoJeJib yrpo3 0e30MaCHOCTH NEePCOHAJIBHBIX IaHHBIX, 00padaTbiBaeMbIX B
aBTOMATU3HMPOBAHHBIX Pa6OYMX MeCTaXx,

HMEKIINX NOAKJIIYEeHNE K CETAM CBSI3H 00111ero moJib30BaHUs
U (MJIM) CeTAM MEKIYHAPOAHOI0 MH(POPMAIIMOHHOT0 00MeHa

[Tpu o6padoTtke I1/JH Ha aBTOMATH3MPOBAHHOM pabOYeM MECTe, UMEIOIIEM MOAKIIOYCHUS K
CEeTSM CBSI3M OOILEro MOJb30BaHUS U (WJIM) CETAM MEXIyHApOJHOrO WH(POPMAIMOHHOTO OOMEHa,
BO3MOXHa peanuzanusd cienyromux Y bI1JIH:

yrpo3bl yTEYKU HH(POPMAITUH 110 TEXHUYECKUM KaHaJlaM;

yYIpO3BI HC/J K I11H, 00pabaTbIBaeMbIM Ha ABTOMAaTU3UPOBAHHOM
paboueM MmecTe.

VYTpo3bl yTeuku HHPOPMALIUU 10 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOs:

YIPO3bl YTEUKH aKyCTHYECKOM (pedueBoil) nHpopMaInu;

yIpO3bl yTEUKU BUIOBON HH(POPMALIUY;

yIpo3bl yTeukn nHpopManuu 1o kanamy [I9MIUH.

Bosnuknosenne VYbBII[In B paccmarpuBaembix HCII[lH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH XKe YCIOBUAMM U (paKTOpamMH, 4TO M Ul aBTOMAaTU3UPOBAHHOTO pabovero
MECTa, HE HMCIOIIEro TMOAKIIOYCHHS K CeTSAM OOINero TIoNb30BaHUS W (MJIH) CeTAM
MEXTyHapOIHOTO MH(OPMAITHIOHHOTO OOMEHa.

Yrpo3zer HCJ| B MCII/IH cBsizaHbl ¢ ACUCTBUSAMU HApYUIMTENEH, UMEIOMUX OOCTYH K
NCIIAn, Bxmrouas mnonb3oBareneil MCIIJIH, peanusyromux yrpo3sl HENOCPEACTBEHHO B
HUCIIOH, a takxke Hapymurenei, He umeromux aocryna k MCIIJIH, peanusyromux yrposbl u3
BHEIIHUX CETEeH CBSA3HM OOMLIETO IMOJIb30BaHMS U (WITH) CeTe MEXIyHapOIHOTO MH()OPMAIMOHHOTO
oOMeHa.

Yrpo3er HCJI B UCII/IH, cBsi3aHHBIE ¢ JEUCTBUAMHU HapyLIUTEIEH, UMEIOUIUX TOCTYI K
UCII/H, aHamoruyHbl TeéM, KOTOPbIe UMEIOT MECTO JJIsl OTAeAbHOro APM, He MOAKIIOYEHHOTO K
ceTsAM CBSI3H obmero MOJIb30BAHUS. Yrpo3sl
13 BHEIIHUX CETEH BKIIIOYAIOT B CeOs:

yrpo3bl «AHaiM3a CeTeBOro Tpaduka» ¢ mepexBaToM IepelaBaeMoOi BO BHEIIHUE CETH U
MPUHUMAEMOH U3 BHEIIHUX CeTel MH(pOopMalnu;

yIrpo3bl CKAHUPOBAHUS, HAIIPABJICHHBIE Ha BBISIBJICHHE THUIIA ONEPALMOHHON cuctemsl APM,
OTKPBITBIX IOPTOB U CITy’K0, OTKPBITBIX COEAMHEHUH U JIp.;

yTpO3blI BBISIBICHHUSI TapOJIEH;

yrpo3bl nonyuenust HC/I myTem noMeHsl T0BEpEHHOI'0 00bEKTa;

yrpo3sl Tuna «OTka3 B 00CIyKUBaHUI;

yTpO3bl yIaJIE€HHOI'O 3aIlyCKa IPUJI0KEHUM;

YIPO3bl BHEPEHHUS 110 CETH BPEIOHOCHBIX IIPOIPAMM.

6.3. TunoBas MoJeJib yrpo3 0e30MacCHOCTH NEPCOHAIBHBIX JaHHBIX, 00padaTbIBaeMbIX B
JIOKAJIbHBIX MHGOPMALMOHHBIX CHCTEMAX
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NMEePCOHATBbHBIX IAHHBIX, He HMEIIINX NOAKJIIYECHUS K CEeTIM CBSA3H 0011ero nNoJb30BAHUS U
(WJIM) ceTsiM MeKIYHAPOIHOT0 HH(POPMAIMOHHOTO 0OMEeHa

I[Ipu o6paborke IIJlH B JokameHbix MCII[dH, HEe uMeONME MOAKIIOYCHUS
K CETsIM CBS3M OOILEro Mojb30BaHUS U (MIIM) CETSIM MEXAyHapOIHOr0 HH(OPMAIIMOHHOTO 0OMeHa,
BO3MOXHa peanusanusd cienyromux Y bI1J{H:

yrpo3bl yTEUKU UH(POPMAIIUH 10 TEXHUYECKUM KaHaJlaM;

YIpO3bI HCJ K I1/1H, o0pabaTbIBaeMbIM Ha aBTOMAaTHU3UPOBAHHOM
paboueMm wMmecrTe.

YTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B CeOs:

yIpO3bl yTEUKU aKyCTUYECKOH (peueBoil) nH(popMaIuu;

yTpO3bl yTEUKHU BUJOBOU MH(OpMaLIUK;

yrpo3bl yTeuku uH(popmaruu no kanaay [I9MIUH.

Bosuuknosenne VYbBIIJIn B paccmarpuBaembix HCII[IH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH K€ YCIOBUAMH U (pakTopamu, uto u A jokanbHbix UCIT/IH, He nMeronmx
MOJAKIIIOUEHUSI K CEeTSIM CBSI3U OOILIEro IMosib30BaHUS M (WIKM) CeTAM  MEXAYHapOJHOTO
nH(OPMAaIIMOHHOTO 0OMEHa.

VYrpo3et HCJ] B noxanbubix MCII/IH cBsizaHbl ¢ JEHCTBUSMU HapyIIUTENEH, MMEIOIIHUX
noctyn k UCII/IH, Bxirouas nons3oBareneid MCII/IH, peanu3yrommux yrpo3sl HENIOCPEACTBEHHO
B UCII/IH.

VYrposer HCJI B UCII/IH, cBsizaHHBIE ¢ ACHCTBUSAMM HapyLIUTENIEH, UMEIOIUX JOCTYN K
UCII/IH, aHamoruyHel TeéM, KOTOPbIe UMEIOT MECTO ISl OTAeabHOr0 APM, He MOAKIIOYEHHOTO K
ceTsAM CBs3u obuiero nonb3zoBanus. Kpome toro, B Takoit UCII/IH MoryT uMeTh MecTo:

YIpo3bl «AHaIIN3a CETEBOTO TpadrKa» C MePEeXBaTOM IepeaaBacMoi 10 CeTH HHPOPMAITUH;

YTPO3bI BBISBICHUS NTapOJIEH;

YIpO3bl yIAJIEHHOTO 3aITyCKa MPUII0KECHU;

YTPO3bl BHEJPEHNUS IO CETU BPEIOHOCHBIX IIPOTPaMM.

6.4. TunoBasi MoJiesib YIrpo3 0€30MAaCHOCTH NEPCOHAJBLHBIX JaHHBIX 00padaTbiBaeMbIX B
JIOKAJIbHBIX HHGOPMALMOHHBIX CHCTEMAX
NePCOHATBbHBIX JAHHBIX, HMEIOUIUX MOAKII0UYEeHNEe K CeTSIM CBSA3H 00111ero MoJib30BaHUS U
(nM) ceTsIM MeKAYHAPOAHOr0 HH(POPMAIIMOHHOT0 00MEeHa

IIpu obpabotke [1[In B nokampHbIX WCII/AH, MMEOMUX MOAKIIOYCHHE K CETSIM CBS3H
o01ero moyib30BaHUsA W (WJIM) CETSIM MEXIYHAapOJIHOTO WH(GOPMAIMOHHOTO OOMEHa, BO3MOXKHA
peanusauus cienyromux Y bIJ{H:

yTpo3bl yTeUKH HH(POPMALIUU IO TEXHUYECKUM KaHajlam;

YTPO3BI HCA K IT1H, 00pabaThIBaCMbIM Ha aBTOMAaTU3UPOBAHHOM
paboueM MmecTe.

VYTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B ceOs:

YIPO3bl YTEUKH aKyCTHYECKOU (pedueBoil) nHpOopMaInu;

yIpo3bl YTEUKU BUI0BON MH(POPMALINY;

yIpo3bl yTeukn nHpopManuu 1o kanamy [I9MIUH.

Bosnuknosenue VYbBIIJln B paccmarpuBaembix HCII[lH 1m0 TEXHMUYECKMM KaHalaMm
XapaKTEPU3YETCsI TEMU KE YCIOBUAMH U (pakTopamu, uyTo u 1y mpeabiaymux tunos MCIT/IH.

VYrposet HCJI cBsizanel ¢ neiicTBusiMU Hapymwureneil, umeromux goctyn k MCII/H,
BKJItouas nosbizoBateneit UCIIAH, peanusyromux yrpo3sl HenmocpeactseHno B MCII/IH, a Takxke
HapymuTeneil, He nMmerouux aocryna Kk MCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEN CBA3H
00111er0 MOIK30BaHUS U (MJIH) CETEH MEXKITyHAPOIHOTO HH(OPMAITMOHHOTO OOMEHa.

VYrposet HCJI, cBsizaHHblE ¢ ACUCTBUSAMM  HapyLIMTENed, MMEIOLUX JO0CTYIl
k MHCIIJIn, BkmodaroT B ceOs Yrpo3bl, AaHAJOTHYHBIE TEM, KOTOPBhIE pEATH3YIOTCS
B oTAeIbHOM APM, He uMeromeM NoAKIIOUEHHS K CeTSM CBSI3U OOIIEro Mojab30BaHHUS.

YTrpo3bl U3 BHENTHUX CETEH BKIIIOYAIOT B CeO0s:
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YTpO3bl «AHaIM3a CETEeBOrO Tpadukay C MEPEeXBaTOM MepeaBacMOil BO BHEIIHWE CETH U
MPUHUMAaEeMOH U3 BHELIHUX ceTeil nHpopMaluu;

yrpo3bl CKAHMPOBAHMSI, HANPABJICHHBIE HA BBISIBICHUE THUIA OMNEPALMOHHON CHCTEMBbI
NCIIH, ceTeBbIX aapecoB pabOYMX CTAHLUH, OTKPBITHIX MIOPTOB U CIY>KO, OTKPBITHIX COETMHEHUN
u ap.;

yIpO3bI BBISIBIEHUS MapOsIei;

yrpo3sl nosrydenust HCJI myTem moaMeHsl TOBEpEHHOTO 00BEKTa;

yrpo3bl Tuna «OTka3 B 00CIyKUBaHUNY;

yYIpO3bl YAAJIEHHOTO 3aIlyCKa MPUI0KEHU;

yIpO3bl BHEJPEHUS 110 CETH BPEIOHOCHBIX ITPOrpamMM.

6.5. Tunosas moe/ b yrpo3 0€30MacCHOCTH NEPCOHAJIBHBIX JAHHBIX, 00padaTbiBaeMbIX B
pacnpeaeleHHbIX HHPOPMALIMOHHBIX CHCTEMAX
NEePCOHAJILHBIX JAHHBIX, HE MMEIOIIHUX MOJKIIYEHHs K CeTAM CBA3H 0011ero noJb30BaHus U
(WJIM) ceTsiM MEeKIYHAPOIHOT0 HH(POPMAIMOHHOT0 0OMEeHa

[Ipu oOpadotke I1/]n B pacnpenenenusix UCII/IH, nmeronmx noakIr04eHue K CeTsIM CBSI3U
o0IIero Moyib30BaHus M (WIN) CeTSIM MEXIYHapOJHOro MH(POPMALMOHHOTO OOMEHa, BO3MOKHA
peanuzanus cienyomux Y bITJH:

yIpo3bl yTEUKU UH(POPMALIUH 110 TEXHUYECKUM KaHaJlaM;

YIPO3bI HCJ] K I1/1H, o0pabaTbIBaeMbIM Ha aBTOMAaTHU3UPOBAHHOM
pabouem wMmecrTe.

YTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKITIOYAIOT B CeO:

yIpO3bl yTEUKU aKyCTUYECKOH (peueBoit) nH(popMaIuu;

yTpO3bl yTEUKHU BUJOBOU MH(OpMaLIUK;

yrpo3bl yTeuku uH(popmaruu no kanaay [I9MUH.

Bosuuknosenne VYbBII[In B paccmarpuBaembix HCII[IH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH e YCIOBUAMHU U (pakTopamu, yTo U Juid npeasiaymmx tunos UCII/IH.

VYrpozet HCJ[ cBsfzaHbl ¢ J€MCTBUSAMM ~ HapyluTeNned, MMEIOLUX  J0CTYI
k UCII[OH, Bxmrouas mnousb3zoBatenet MCII[AH, peanusyrommux yrpo3bl HENOCPEIACTBEHHO B
NCIIAn.

IIpu »>TOM MOryT OBITH YIpO3bl, aHAJOTHYHBIE TEM, KOTOpblE HMEIOT MECTO
B oraensHoM APM, He NOAKIIOYEHHOM K CETsIM OOIIeTo IOJIb30BaHUS, a TakKXKe YyTpO3bl,
peanu3yeMble BHYTPU PACIPEICIICHHOM CETH C HCIOJIb30BAHUEM IIPOTOKOJIOB MEKCETEBOTO
B3aUMO/JICICTBUS, B TOM YHCJIE:

yIpo3bl «AHalIu3a CETeBOro Tpauka» ¢ nepexBaToM nepeaaBaeMoi 1o ceTd MH(OpMaIuuy;

yrpo3bl  CKaHUPOBAHWUS,  HANpPABIECHHbIE  HA  BBISIBICHHE  OTKPBITBIX  MOPTOB
U CITy’K0, OTKPBITBIX CO€AMHEHUH U JIp.;

yIpO3bl BHEJPEHUS JIOKHOTO OOBEKTA CETH;

YIpO3bl HAaBS3BIBAHUS JIOKHOTO MapuIpyTa IIyT€M HECaHKIMOHMPOBAHHOIO W3MEHCHMS
MapIIpYTHO-aIPECHBIX JaHHbIX;

YIPO3BI BBISBIICHMS TAPOJIEH;

yrpo3bl Tuna «OTKa3 B 00CITyKUBAaHUNY,

YIPO3bl yAAIEHHOTO 3aIlyCKa IPUIOKECHUN;

YIPO3bl BHEAPEHUS T10 CETU BPEJOHOCHBIX IIPOIPAMM.

6.6. TunoBas MoJeJib yrpo3 0e30MaCHOCTH NEePCOHAJIBHBIX JAaHHBIX, 00padaTbiBaeMbIX B
pacnpe/eeHHbIX HH(POPMAIMOHHBIX CHCTEMAX
MEePCOHATBbHBIX JAHHBIX, HMEIOIINX MOAKIIOYEHHEe K CeTSAM CBA3H 00111ero moJib30BaHUA U
(W1n) ceTsIM MeKIAYHAPOIHOr0 HHGOPMAMOHHOI0 00MeHa

[Ipu o6padotke 111 B pacnpeneneHubix MCII/IH, nMeronumx moaKIIOYEHHE K CETAM CBS3H
OO0IIero Moyib30BaHUs U (WJIK) CETSIM MEXIYHapOJHOT0 MH(POPMALMOHHOTO OOMEHA, BO3MOKHA
peanuzanus cienyommx Y bITJIH:

yrpo3bl yTEUKU HH(POPMAIUH 110 TEXHUYECKUM KaHallaM;
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yrpo3sl HC/I x I1/1H, oOpabaTeiBacMbIM Ha aBTOMAaTU3HPOBAHHOM PaboueM MecCTe.

VYTpo3bl yTeuku HHPOPMALIUU 110 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOs:

yTPO3bI YTEUKH aKyCTUIECKOH (peueBoil) nH(pOpMAIHH;

yIpo3bl yTEUKU BUI0BOH MHPOPMALIUY;

yIpo3sl yTeuku nHpopManuu no kanany [I9OMUH.

Bosnuknosenne VYbBII/ln B paccmarpuBaembix HMCII[lH 1o TEXHMYECKMM KaHalaMm
XapaKTepu3yeTcs TEMH K€ yCIOBHAMHU U (pakTopamu, 4yTo U 1yt npeasiaynmx turnos UCIT/IH.

VYrposet HCJ[ cBsf3aHbl ¢ OCUCTBUSMM  HapylUTeNdeH, MMEIOMUX  JOCTYI
k UCII[n, Bxitouas nonb3oBateneit MCIIJH, peanu3yromux yrpo3bl HENOCPEICTBEHHO B
NCIIH, a TaK¥Ke HapyLIUTEIIEH, HE MMEILINX JocTyna
k VCIIH, peanu3yromux yrpo3sl U3 BHEITHUX CETEH CBS3M OOIIETO MOJB30BAHUS U (WMJIHM) CeTel
MEXTyHapOAHOT0 MH(OPMAIIMOHHOTO OOMEHA.

VYrposet HCJI, cBsizaHHble ¢ JACUCTBUSMM  HapyUIMTeNned, HMEIOUUX JOCTYIl
k UCII/IH, aHamoru4Hsl TeM, KOTOpble UMEIOT MecTo B pacnpeneneHubix UCII/IH, He nMmeromen
MOJKJIIOUCHHUsI K ceTsiM obmiero moib3oBaHus. Kpome toro, B Takoit MCII[ln umeroT mecTo
yIPO3Bl, pEAJIN3yEMBIE C UCIIOJIb30BAHUEM IIPOTOKOJIOB MEKCETEBOI0 B3aUMOIEHCTBHUS U3 BHEILIHUX
CETeH, B TOM YHCJIC:

yTpO3bl «AHanmu3za CETEBOTO Tpaduka» c IIEPEXBATOM nepe1aBaeMon
n3 UCITIx n npunumaemoit B UCITJIH u3 BHemIHUX ceTeil uHpopmanuu;

yIPO3bl CKaHMPOBAHUS, HAIIPABICHHBIE HA BBIBICHUE THIIA WM THUIIOB HCIIOJIB3YEMBIX
OTIEPAIMOHHBIX CHUCTEM, CETEeBBIX anapecoB padounx ctanuuid VCIT/IH, Tomomoruu ceTw, OTKPHITHIX
MIOPTOB U CITY’O, OTKPBITBIX COSAMHEHUH U p.;

YTPO3bI BHEIPEHUS JI0’)KHOTO 00BhekTa Kak B UICII/IH, Tak 1 BO BHEIITHHUX CETSX;

yIpO3bI MOIMEHBI IOBEPEHHOTI'0 O0BEKTA;

yYIpO3bl HAaBS3BIBAHMS JIO)KHOI'O MapuipyTa IIyT€M HECAaHKIMOHUPOBAHHOIO HM3MEHEHUs
MapIIPYTHO-aJPECHBIX JAHHBIX KaK BHYTpU CETH, TaKk U BO
BHEIIHUX CETIX;

YIPO3BI BBISBIICHMS ITAPOJIEH;

yrpo3bl Tuna «OTka3 B 00CTyKUBAaHUNY,

YIPO3bl yAAIEHHOTO 3aIlyCKa MPUIOKECHUN;

YIPO3bI BHEAPEHUS 10 CETU BPEJOHOCHBIX IIPOIPAMM.
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